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CompTIA Linux+ Certification Exam Sample Questions (Q86-Q91):

NEW QUESTION # 86

An average of one out of three users in a company cannot reach the company website. A Linux administrator determines that one of

the three website servers is down. The administrator inspects the DNS configuration for the website and notices the following entry:

WAW IN 2 05.5.1
INV R 5.85.5.2
INCATORM2-5-3

Which of the following accurately explains the issue?

¢ A Orne of the DNS records has not been signed with a DNSSEC-supported key, and this is causing some web browsers to
reject the DNS response.

¢ B. DNS returns all three records in a different order each time, and the browser typically uses the first address in the DNS
response.

¢ (. The administrator has incorrectly configured the DN'S server to be an iterative resolver instead of an authoritative resolver.

e D. The DNS configuration is missing corresponding AAAA records and PTR records, and this is causing clients to fail the
hostname translation.
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Answer: B

Explanation:

With multiple A records, DNS performs simple round-robin ordering and returns the records in a different sequence on each query.
Most clients try the first address returned-so when the downed server's IP appears first (about one in three times), those users
cannot connect.

NEW QUESTION # 87
To performa live migration, which of the following must match on both host servers? (Choose two).

A. Available swap
B. Network speed
C. USB ports

D. Disk storage path
E. CPU architecture
F. Available memory

Answer: D.E

Explanation:

CPU architecture must match because live migration requires CPU compatibility to continue running the virtual machine without
errors.

Disk storage path nust match so the migrated VM can access its virtual disks seamlessly on the destination host.

NEW QUESTION # 88

A systems administrator manages mutltiple Linux servers and needs to set up a reliable and secure way to handle the complexity of
managing event records on the OS and application levels.

Which of the following should the administrator do?

A. Configure daily automatic backups of logs to remote storage.

B. Deploy log rotation procedures to manage the records.

C. Implement a centralized log aggregation solution.

D. Create an automated process to retrieve logs from the server by demand.

Answer: C

Explanation:

A centralized log aggregation solution (such as Elasticsearch, Graylog, or Splunk) provides reliable and secure management of logs
across multiple servers. It consolidates OS and application logs, simplifies analysis, and improves monitoring and security compared
to on- demand retrieval, backups, or simple log rotation.

NEW QUESTION # 89
A Linux administrator needs to securely erase the contents of a hard disk. Which of the following commands is the best for this task?

A. sudo dd if=/dev/null of=/dev/sdal
B. sudo shred /dev/sdal

C. sudo parted rm/dev/sdal

D. sudo rm -rf/dev/sdal

Answer: B
Explanation:

The shred command securely erases data by overwriting the specified device or file multiple times, making recovery nearly
impossible. This is the best option for securely erasing a hard disk.

NEW QUESTION # 90



A systerms administrator receives reports about connection issues to a secure web server. Given the following firewall and web
server outputs:

Firewall output:

Status: active
To Action From

443/tcp DENY Anywhere
443/tcp (vé) DENY Anywhere (vg)

Web server output:

tcp LISTEN 0 4096 *:443 *:*
Which of the following commands best resolves this issue?

A. ufw allow 80/tcp

B. ufw allow 4096/tcp

C. ufw delete deny https/tcp
D. ufw disable

Answer: C

Explanation:
The firewall output shows that port 443/tcp (HTTPS) is explicitly denied, even though the web server is correctly listening on it.
Removing the deny rule for HTTPS (ufiv delete deny https/tcp) resolves the issue while still keeping the firewall active and secure.
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