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Questions (Q299-Q304):
NEW QUESTION # 299 
Under which two circumstances is a CoA issued? (Choose two)

A. A new authentication rule was added to the policy on the Policy Service node.
B. An endpoint is profiled for the first time.
C. A new Identity Service Engine server is added to the deployment with the Administration persona
D. A new Identity Source Sequence is created and referenced in the authentication policy.
E. An endpoint is deleted on the Identity Service Engine server.
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Answer: B,E

Explanation:
The profiling service issues the change of authorization in the following cases:
- Endpoint deleted-When an endpoint is deleted from the Endpoints page and the endpoint is disconnected or removed from the
network.
An exception action is configured-If you have an exception action configured per profile that leads to an unusual or an unacceptable
event from that endpoint. The profiling service moves the endpoint to the corresponding static profile by issuing a CoA.
- An endpoint is profiled for the first time-When an endpoint is not statically assigned and profiled for the first time; for example, the
profile changes from an unknown to a known profile.
+ An endpoint identity group has changed-When an endpoint is added or removed from an endpoint identity group that is used by
an authorization policy.
The profiling service issues a CoA when there is any change in an endpoint identity group, and the endpoint identity group is used in
the authorization policy for the following:
++ The endpoint identity group changes for endpoints when they are dynamically profiled
++ The endpoint identity group changes when the static assignment flag is set to true for a dynamic endpoint
- An endpoint profiling policy has changed and the policy is used in an authorization policy-When an endpoint profiling policy
changes, and the policy is included in a logical profile that is used in an authorization policy. The endpoint profiling policy may change
due to the profiling policy match or when an endpoint is statically assigned to an endpoint profiling policy, which is associated to a
logical profile. In both the cases, the profiling service issues a CoA, only when the endpoint profiling policy is used in an authorization
policy.
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21
/b_ise_admin_guide_20_chapter_010100.html

NEW QUESTION # 300 
How does Cisco Advanced Phishing Protection protect users?

A. It validates the sender by using DKIM.
B. It utilizes sensors that send messages securely.
C. It uses machine learning and real-time behavior analytics.
D. It determines which identities are perceived by the sender

Answer: D

Explanation:
Cisco Advanced Phishing Protection provides sender authentication and BEC detection capabilities. It uses advanced machine
learning techniques, real-time behavior analytics, relationship modeling, and telemetry to protect against identity deception-based
threats.

NEW QUESTION # 301 
What is the purpose of the Cisco Endpoint loC feature?

A. It provides stealth threat prevention.
B. lt is a signature-based engine.
C. lt is an incident response tool
D. It provides precompromise detection.

Answer: C

Explanation:
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/service_descriptions/docs/Cisco_Secure_Manag

NEW QUESTION # 302 
Refer to the exhibit.



What is a result of the configuration?

A. All TCP traffic is redirected
B. Traffic from the inside network is redirected
C. Traffic from the inside and DMZ networks is redirected
D. Traffic from the DMZ network is redirected

Answer: C

Explanation:
The purpose of above commands is to redirect traffic that matches the ACL "redirect-acl" to the Cisco FirePOWER (SFR) module
in the inline (normal) mode. In this mode, after the undesired traffic is dropped and any other actions that are applied by policy are
performed, the traffic is returned to the ASA for further processing and ultimate transmission. The command "service-policy
global_policy global" applies the policy to all of the interfaces. Reference: https://www.cisco.com/c/en/us/support/docs/security/asa-
firepower-services/118644-configurefirepower-00.html FirePOWER (SFR) module in the inline (normal) mode. In this mode, after
the undesired traffic is dropped and any other actions that are applied by policy are performed, the traffic is returned to the ASA for
further processing and ultimate transmission.
The command "service-policy global_policy global" applies the policy to all of the interfaces.
The purpose of above commands is to redirect traffic that matches the ACL "redirect-acl" to the Cisco FirePOWER (SFR) module
in the inline (normal) mode. In this mode, after the undesired traffic is dropped and any other actions that are applied by policy are
performed, the traffic is returned to the ASA for further processing and ultimate transmission. The command "service-policy
global_policy global" applies the policy to all of the interfaces. Reference: https://www.cisco.com/c/en/us/support/docs/security/asa-
firepower-services/118644-configurefirepower-00.html

NEW QUESTION # 303 
Which two behavioral patterns characterize a ping of death attack? (Choose two.)

A. The attack is fragmented into groups of 8 octets before transmission.
B. Publicly accessible DNS servers are typically used to execute the attack.
C. The attack is fragmented into groups of 16 octets before transmission.
D. Short synchronized bursts of traffic are used to disrupt TCP connections.
E. Malformed packets are used to crash systems.

Answer: A,E

NEW QUESTION # 304
......
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