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Questions (Q53-Q58):
NEW QUESTION # 53 
A forensic investigator needs to identify where email messages are stored on a Microsoft Exchange server.
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Which file extension is used by Exchange email servers to store the mailbox database?

A. .db
B. .nsf
C. .edb
D. .mail

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Microsoft Exchange Server uses the.edbfile extension for its Extensible Storage Engine (ESE) database files.
These.edbfiles contain the mailbox data including emails, calendar items, and contacts.
* .nsfis used by IBM Lotus Notes.
* .mailand.dbare generic extensions but not standard for Exchange.
* The.edbfile is the primary data store for Exchange mailboxes.
Reference:According to Microsoft technical documentation and forensic manuals, the Exchange mailbox database is stored
in.edbfiles, which forensic examiners analyze to recover email evidence.

NEW QUESTION # 54 
A victim of Internet fraud fell for an online offer after using a search engine to find a deal on an expensive software purchase. Once
the victim learned about the fraud, he contacted a forensic investigator for help.
Which digital evidence should the investigator collect?

A. Computer logs
B. Email headers
C. Whois records
D. Virus signatures

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In Internet fraud investigations, computer logs are critical because they provide a record of user activity, including browsing history,
downloads, and system events. These logs can help establish a timeline, identify malicious access, and confirm fraudulent
transactions.
* Computer logs may include browser history, system event logs, and application logs that document the victim's interaction with the
fraudulent offer.
* Whois records help identify domain registration details but are secondary evidence.
* Email headers are relevant if communication via email was part of the fraud but less critical than logs that show direct interaction.
* Virus signatures are used in malware investigations, not directly relevant to fraud evidence collection.
Reference:According to guidelines by the International Journal of Digital Crime and Forensics and the SANS Institute, capturing logs
is essential in building a case for Internet fraud as it provides objective data about the victim's system and activities.

NEW QUESTION # 55 
Which operating system (OS) uses the NTFS (New Technology File System) file operating system?

A. Mac OS X v10.4
B. Mac OS X v10.5
C. Linux
D. Windows 8

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
NTFS is the primary file system used by Microsoft Windows operating systems starting from Windows NT and continuing through
modern versions including Windows 8. NTFS supports advanced features like file permissions, encryption, and journaling, which are
critical for modern OS file management.



* Linux typically uses ext3, ext4, or other native file systems, not NTFS as a primary system.
* Mac OS X v10.4 and v10.5 use HFS+ as the native file system, not NTFS.
* Windows 8 uses NTFS as its default file system.
This is documented in official Microsoft and NIST digital forensics resources.

NEW QUESTION # 56 
An organization believes that a company-owned mobile phone has been compromised.
Which software should be used to collect an image of the phone as digital evidence?

A. Forensic Toolkit (FTK)
B. Forensic SIM Cloner
C. PTFinder
D. Data Doctor

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Forensic Toolkit (FTK) is a widely recognized and trusted software suite in digital forensics used to acquire and analyze forensic
images of devices, including mobile phones. FTK supports the creation of bit-by-bit images of digital evidence, ensuring the integrity
and admissibility of the evidence in legal contexts. This imaging process is crucial in preserving the original state of the device data
without alteration.
* FTK enables forensic investigators to perform logical and physical acquisitions of mobile devices.
* It maintains the integrity of the evidence by generating cryptographic hash values (MD5, SHA-1) to prove that the image is an
exact copy.
* Other options such as PTFinder or Forensic SIM Cloner focus on specific tasks like SIM card cloning or targeted data extraction
but do not provide full forensic imaging capabilities.
* Data Doctor is more aligned with data recovery rather than forensic imaging.
Reference:According to standard digital forensics methodologies outlined by NIST Special Publication 800-
101(Guidelines on Mobile Device Forensics) and the SANS Institute Digital Forensics and Incident Response guides, forensic tools
used to acquire mobile device images must be capable of bit-stream copying with hash verification, which FTK provides.

NEW QUESTION # 57 
Which tool should a forensic investigator use to determine whether data are leaving an organization through steganographic methods?

A. Forensic Toolkit (FTK)
B. Netstat
C. Data Encryption Standard (DES)
D. MP3Stego

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Netstatis a command-line network utility tool used to monitor active network connections, open ports, and network routing tables.
In the context of detecting data exfiltration potentially using steganographic methods, netstat can help a forensic investigator identify
suspicious or unauthorized network connections through which hidden data may be leaving an organization.
* While netstat itself does not detect steganography within files, it can be used to monitor data flows and connections to external
hosts, which is critical for identifying channels where steganographically hidden data could be transmitted.
* Data Encryption Standard (DES)is a cryptographic algorithm, not a forensic tool.
* MP3Stegois a steganography tool for embedding data in MP3 files and is not designed for detection or monitoring.
* Forensic Toolkit (FTK)is a forensic analysis software focused on acquiring and analyzing data from storage devices, not network
monitoring.
Reference:NIST Special Publication 800-86 (Guide to Integrating Forensic Techniques into Incident Response) emphasizes the
importance of network monitoring tools like netstat during forensic investigations to detect unauthorized data transmissions. Although
steganographic detection requires specialized analysis, identifying suspicious network activity is the first step in uncovering covert
channels used for data exfiltration.
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