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CrowdStrike Falcon Administrator Sample Questions (Q248-Q253):
NEW QUESTION # 248 
How do user permissions function in Falcon?

A. Each Falcon permission needs to be selected when the user account is created
B. Custom user role permission sets are shared with all CrowdStrike customers globally
C. User permissions are cumulative, the more roles assigned to a user the more capabilities they would potentially have
D. User permissions grow more restrictive, the more roles assigned to a user the less capabilities they would potentially have
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Answer: C

NEW QUESTION # 249 
What may prevent a user from logging into Falcon via single sign-on (SSO)?

A. The maintenance token has expired
B. The SSO username doesn't match their email address in Falcon
C. The user never configured their security questions
D. Falcon is in reduced functionality mode

Answer: B

Explanation:
The option that may prevent a user from logging into Falcon via single sign-on (SSO) is that the SSO username doesn't match their
email address in Falcon. SSO is a feature that allows you to use an external identity provider (IdP) to authenticate and authorize
users to access the Falcon platform. SSO simplifies and streamlines the login process, as users only need to remember one set of
credentials for multiple applications. However, SSO requires that the username in the IdP matches the email address in Falcon for
each user. If there is a mismatch between the username and the email address, the user will not be able to log into Falcon via SSO.

NEW QUESTION # 250 
What will happen to a host if it is not assigned a Sensor Update policy?

A. The host will automatically create a custom Sensor Update policy
B. The host will automatically update to the newest sensor version and auto-update to future release
C. The host will uninstall the Sensor and provide an alert to the installation team
D. The host will use the Default Sensor Update policy

Answer: D

Explanation:
The option that describes what will happen to a host if it is not assigned a Sensor Update policy is that the host will use the Default
Sensor Update policy. A Sensor Update policy is a policy that controls how and when the Falcon sensor is updated on a host. You
can create and assign custom Sensor Update policies to different hosts or groups in your environment. However, if a host is not
assigned to a specific Sensor Update policy, it will inherit the settings from the Default Sensor Update policy. The Default Sensor
Update policy is a "catch-all" policy that is enabled by default and has the "Uninstall and Maintenance Protection" feature turned on.
You can modify the settings of the Default Sensor Update policy, but you cannot delete or disable it.

NEW QUESTION # 251 
Assume the Falcon Sensor was installed on a Virtual Machine template using the installation parameter NO_START=1. Afterward,
the Virtual Machine template is rebooted. What is the effect on the Falcon Sensor after reboot?

A. The Falcon Sensor would start, but only send a heartbeat to the Falcon console
B. The Falcon Sensor would not automatically start on reboot. It would have to be manually started
C. The Falcon Sensor would start at reboot and generate an Agent ID.
D. The Falcon Sensor would disable BIOS checks at startup

Answer: B

NEW QUESTION # 252 
Where should you look to find the history of the successes and failures for any Falcon Fusion workflows?

A. Workflow Audit log
B. Custom Alert History
C. Falcon Ul Audit Trail
D. Workflow Execution log



Answer: D

Explanation:
The place where you can find the history of the successes and failures for any Falcon Fusion workflows is the Workflow Execution
log. The Workflow Execution log in the Workflow Management option allows you to view the status and results of workflow
executions triggered by detection events. You can filter the log by workflow name, status, start and end time, and detection ID. You
can also view the details of each execution, including the actions performed, the output received, and any errors encountered. This
log can help you troubleshoot potential failures or issues with your workflows.
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