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CrowdStrike Falcon Administrator Sample Questions (Q29-Q34):

NEW QUESTION # 29
You are tasked with creating a group for hosts running Windows 10.
What kind of group should you create to make sure all applicable hosts are included in your environment?

A. Create a static group with the assignment rule criteria set to OS Type Workstation

B. Create a dynamic group with the assignment rule criteria set to OS Type Workstation

C. Create a static group with the assignment rule criteria for OS Version set to Windows 10

D. Create a dynamic group with the assignment rule criteria for OS Version set to Windows 10

Answer: D

NEW QUESTION # 30
How many "Auto" sensor version update options are available for Windows Sensor Update Policies?

A0
B. 1
C.2
D.3

Answer: A

Explanation:

There are three "Auto" sensor version update options available for Windows Sensor Update Policies:

Auto - N-1, Auto - TEST-QA and Auto - Latest. These options allow the administrator to automatically update the sensor version
to the previous stable version, the latest test version or the latest stable version, respectively.

NEW QUESTION # 31
When creating an API client, which of the following must be saved immediately since it cannot be viewed again after the client is
created?

A. Secret

B. Base URL
C. Client name
D. Client ID

Answer: A

Explanation:

When creating an API client, the secret must be saved immediately since it cannot be viewed again after the client is created. The
secret is a randomly generated string that is used to authenticate the API client along with the client ID. The other options are either
mcorrect or can be viewed or modified later.

NEW QUESTION # 32

During a simulated training exercise with your security team, an analyst used Falcon to network contain a host. It was then
discovered that containing this specific host interrupted some key business processes and resulted in lost revenue.

As the Falcon Administrator, what can be done to prevent this interruption in the future?

e A, Configure your containment policy to allow the IP addresses for those key business processes so that your hosts will be
allowed to communicate with them, even if those hosts are contained

e B. Educate the analyst so they can understand and memorize which hosts are safe to network contain, and which would cause
harm if contained

e (. Collaborate with the firewall engineers so that in the future, network contamment would only deny external IP addresses
and no internal IP addresses

e D. Add this Falcon host to your deny list so that it is never able to be network contained again

Answer: A



NEW QUESTION # 33
An analyst is asked to retrieve an API client secret froma previously generated key. How can they achieve this?

A. The API client secret cannot be retrieved after it has been created

B. Enable the Client Secret column to reveal the API client secret

C. Re-create the API client using the exact name to see the API client secret
D. The API client secret can be viewed from the Edit API client pop-up box

Answer: A

Explanation:

The API client secret cannot be retrieved after it has been created. The secret is only displayed once when the API client is created,
and it cannot be viewed or edited later. Therefore, it is important to save the secret securely and use it along with the client ID to
authenticate the API client. The other options are either incorrect or not possible.

NEW QUESTION # 34
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