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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q262-Q267):

NEW QUESTION # 262
A newly discovered malware has a known behavior of connecting outbound to an external destination on port 27500 for the
purpose of exfiltrating data. The following are four snippets taken from running netstat -anon separate Windows workstations:

Workstation A:

Proto Local Address Foreign Address State

TCP 10.1.2.3:49321 EXTERNALIP:27500 ESTABLISHED
TCFP 10.1.2.3:-49321 EXTERNALIP:27500 ESTABLISHED
TCP 10.1.2.3:49323 EXTERNALIP:27500 ESTABLISHED
TCP 10.1.2.3:49324 :

ESTABLISHED
TCP 3:45325 ESTABLISHED

10.1.2.

-
Proto Local Address ?Qign Addreass State
TCE [2:]:135 5 t:2]:0 Listening
TCP [::]:445 D~ (::1:0 Listening
TCP [:=1 :2?50 \Q [z:]:=0 Listening

Local Address Foreign Address State

TCP [::=9:=135 B A, Listening
[::]:445 Listening
Listening

Workstation D:

Proto Local Address Foreign Address State

TCP 10.1.2.5:27500 EXTERNALIP2:443 ESTAEBLISHED
TCP 10.1.2.5:27.59% EXTERNALIPZ2:443 ESTAEBLISHED
TCP 10.1.2.§ 2 A902 EXTERNALIP2:443 ESTABLISHED

Based on the above information, which of the following is MOST likely to be exposed to this malware?

A. Workstation D
B. Workstation B
C. Workstation A
D. Workstation C

Answer: C

NEW QUESTION # 263
The following IDS log was discovered by a company's cybersecurity analyst:

141.21.15.254-—[21/APRIL 2016:00:17:20+1200]

IlG‘E'I' ﬁndexrphp?usernamg= .............................................. H'rrp .,11 ..1'

200, 2731 "http:r'fwﬂw.mmptia.wnﬁogihinﬂnnrﬂmmmnta@oﬁamesi " “Mozilla/4.0 {compatible:MSIE 6.0:
Window NT 5.1: Hotbar 4.4.7.0)° ompP

Which of'the following was launched against the company based on the IDS log?

A. Buffer overflow attack

B. Online password crack attack
C. Cross-site scripting attack

D. SQL mjection attack

Answer: A



NEW QUESTION # 264
The SFTP server logs show thousands of failed login attempts from hundreds of IP addresses worldwide.
‘Which of'the following controls would BEST protect the service?

A. Blacklisting unauthorized IP addresses

B. Enforcing more complex password requirements
C. Whitelisting authorized IP addresses

D. Establishing a sinkhole service

Answer: A

NEW QUESTION # 265

Members of the sales team are using email to send sensitive client lists with contact information to their personal accounts The
company's AUP and code of conduct prohibits this practice. Which of the following configuration changes would improve security
and help prevent this from occurring?

A. Put employees' personal email accounts on the mail server on a blocklist.

B. Configure the DLP transport rules to provide deep content analysis.

C. Set up IPS to scan for outbound emmils containing names and contact nformation.

D. Use Group Policy to prevent users from copying and pasting information into enmails.

E. Move outbound emails contaning names and contact information to a sandbox for further examination.

Answer: B

Explanation:

Data loss prevention (DLP) is a set of policies and tools that aim to prevent unauthorized disclosure of sensitive data. DLP transport
rules are rules that apply to email messages that are sent or received by an organization's mail server. These rules can provide deep
content analysis, which means they can scan the content of email messages and attachments for sensitive data patterns, such as client
lists or contact information. If a rule detects a violation of the DLP policy, it can take actions such as blocking, quarantining, or
notifying the sender or recipient. This would improve security and help prevent sales team members from sending sensitive client lists
to their personal accounts. Reference: CompTIA Cybersecurity Analyst (CySA+) Certification Exam Objectives (CS0-002), page
14; https:/docs.microsoft.com/en-us/exchange/security-and-compliance/mail- flow-rules/data- loss-prevention

NEW QUESTION # 266

A security analyst needs to provide a copy of a hard drive for forensic analysis. Which of the following would allow the analyst to
performthe task?

A)

B
C)
D)

type [ -exe : tlusb/eavidenge srpiill sy W BT sk fevidence/ t/usk/svidence/evidence.has

A. Option B
B. Option C
C. OptionD
D. Option A

Answer: A

NEW QUESTION # 267
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