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SISA CSPAI Exam Syllabus Topics:

Topic Details

Topic 1
Securing AI Models and Data: This section of the exam measures skills of the Cybersecurity Risk Manager
and focuses on the protection of AI models and the data they consume or generate. Topics include
adversarial attacks, data poisoning, model theft, and encryption techniques that help secure the AI lifecycle.

Topic 2

AIMS and Privacy Standards: ISO 42001 and ISO 27563: This section of the exam measures skills of the
AI Security Analyst and addresses international standards related to AI management systems and privacy.
It reviews compliance expectations, data governance frameworks, and how these standards help align AI
implementation with global privacy and security regulations.

Topic 3

Evolution of Gen AI and Its Impact: This section of the exam measures skills of the AI Security Analyst
and covers how generative AI has evolved over time and the implications of this evolution for
cybersecurity. It focuses on understanding the broader impact of Gen AI technologies on security
operations, threat landscapes, and risk management strategies.
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NEW QUESTION # 21 
How does ISO 27563 support privacy in AI systems?

A. By focusing on performance metrics over privacy.
B. By limiting AI to non-personal data only.
C. By mandating the use of specific encryption algorithms.
D. By providing guidelines for privacy-enhancing technologies in AI.

Answer: D

Explanation:
ISO 27563 offers practical guidance on implementing privacy-enhancing technologies (PETs) in AI, such as differential privacy or
federated learning, to protect data while maintaining utility. It addresses risks like inference attacks, ensuring compliance with privacy
regulations. Exact extract: "ISO 27563 supports privacy in AI by providing guidelines for privacy-enhancing technologies."
(Reference: Cyber Security for AI by SISA Study Guide, Section on ISO 27563 for Privacy, Page 265-268).

NEW QUESTION # 22 
Which of the following describes the scenario where an LLM is embedded 'As-is' into an application frame?

A. Integrating the LLM into the application without modifications, using its out-of-the-box capabilities directly within the
application.
B. Customizing the LLM to fit specific application requirements and workflows before integration.
C. Replacing the LLM with a more specialized model tailored to the application's needs.
D. Using the LLM solely for backend data processing, while the application handles all user interactions.

Answer: A

Explanation:
Embedding an LLM 'as-is' means direct integration of the pretrained model into the app framework without alterations, relying on its
inherent capabilities for tasks like text generation, simplifying SDLC by avoiding customization overhead. This is suitable for general-
purpose apps but may lack optimization for specifics, contrasting with tailored approaches. It accelerates deployment while posing
risks like unmitigated biases, necessitating post-integration safeguards. Exact extract: "It describes integrating the LLM without
modifications, using out-of-the-box capabilities directly in the application." (Reference: Cyber Security for AI by SISA Study Guide,
Section on LLM Integration Methods, Page 110-113).

NEW QUESTION # 23 
In a Retrieval-Augmented Generation (RAG) system, which key step is crucial for ensuring that the generated response is
contextually accurate and relevant to the user's question?

A. Integrating advanced search algorithms to ensure the retrieval of highly relevant documents for context.
B. Leveraging a diverse set of data sources to enrich the response with varied perspectives
C. Utilizing feedback mechanisms to continuously improve the relevance of responses based on user interactions.
D. Retrieving relevant information from the vector database before generating a response

Answer: D

Explanation:
In RAG systems, retrieving relevant information from a vector database before generation is pivotal, as it grounds responses in
verified, contextually aligned data. Using embeddings and similarity metrics, the system fetches documents matching the query's
intent, ensuring accuracy and relevance. While diverse sources or feedback aid long-term improvement, the retrieval step directly
drives contextual fidelity, streamlining SDLC by modularizing data access. Exact extract: "Retrieving relevant information from the
vector database is crucial for ensuring contextually accurate responses in RAG systems." (Reference: Cyber Security for AI by
SISA Study Guide, Section on RAG Optimization, Page 120-123).

NEW QUESTION # 24 
What aspect of privacy does ISO 27563 emphasize in AI data processing?

A. Storing all data indefinitely for auditing.



B. Maximizing data collection for better AI performance.
C. Consent management and data minimization principles.
D. Sharing data freely among AI systems.

Answer: C

Explanation:
ISO 27563 stresses consent management, ensuring informed user agreement, and data minimization, collecting only necessary data
to reduce privacy risks in AI processing. These principles prevent overreach and support ethical data handling. Exact extract: "ISO
27563 emphasizes consent management and data minimization in AI data processing for privacy." (Reference: Cyber Security for AI
by SISA Study Guide, Section on Privacy Principles in ISO 27563, Page 275-278).

NEW QUESTION # 25 
When dealing with the risk of data leakage in LLMs, which of the following actions is most effective in mitigating this issue?

A. Allowing unrestricted access to training data.
B. Applying rigorous access controls and anonymization techniques to training data.
C. Relying solely on model obfuscation techniques
D. Using larger datasets to overshadow sensitive information.

Answer: B

Explanation:
Data leakage in LLMs occurs when sensitive information from training data is inadvertently revealed in outputs, posing privacy risks.
Effective mitigation involves strict access controls, such as role-based permissions, and anonymization methods like differential
privacy or tokenization to obscure personal data.
These measures prevent extraction attacks while maintaining model utility. Regular audits and data minimization further strengthen
defenses. Unlike obfuscation alone, which may not fully protect, combined controls ensure compliance with regulations like GDPR.
Exact extract: "Applying rigorous access controls and anonymization techniques to training data is most effective in mitigating data
leakage risks in LLMs." (Reference: Cyber Security for AI by SISA Study Guide, Section on Data Security in AI Models, Page
130-
133).

NEW QUESTION # 26
......
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