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CompTIA Cloud+ Certification Exam Sample Questions (Q257-Q262):
NEW QUESTION # 257 
Performance on a new private cloud deployment is not meeting expectations. An engineer has determined the virtualization host is
experiencing high ready/wait times. VMs with the following configurations and metrics currently reside on the host:
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Which of the following troubleshooting choices would MOST likely be used to bring the high ready/wait times to meet the expected
baseline?

A. Decrease the CPU count for VM1.
B. Increase the CPU count for VM4.
C. Decrease the memory size for VM3.
D. Increase the memory size for VM2.

Answer: D

NEW QUESTION # 258 
A cloud application development team needs to consider the following requirements to the built in as part of the application's
authentication process:
- Customers should have the flexibility to use their own identity
stores within the authentication process.
- Customers should not be asked to provide the credentials repeatedly
for different applications with different permission sets.
Which of the following solutions would BEST help the team achieve the above business objectives? (Choose two.)

A. Single sign-on
B. Federation
C. One-time passwords
D. Hardware tokens
E. Multifactor authentication
F. Certificates

Answer: A,F

NEW QUESTION # 259 
A systems administrator must ensure confidential company information is not leaked to competitors. Which of the following services
will BEST accomplish this goal?

A. IDS
B. DLP
C. CASB
D. FIM
E. EDR

Answer: B

Explanation:
DLP (Data Loss Prevention) is a service that prevents the unauthorized or accidental disclosure of confidential or sensitive data, such
as company information, intellectual property, customer data, or personal information.
DLP can monitor, detect, and block the data in motion (such as email, web, or network traffic), data at rest (such as files, databases,
or cloud storage), or data in use (such as endpoints, applications, or clipboard). DLP can help a systems administrator to ensure
confidential company information is not leaked to competitors by applying policies and rules that define what data is considered
confidential, who can access it, how it can be used, and what actions to take if a violation occurs. For example, DLP can encrypt,
quarantine, delete, or alert the administrator if confidential data is being copied, transferred, or shared outside the organization.

NEW QUESTION # 260 
An organization has the following requirements that need to be met when implementing cloud services:



SSO to cloud infrastructure
On-premises directory service
RBAC for IT staff
Which of the following cloud models would meet these requirements?

A. Public
B. Community
C. Multitenant
D. Hybrid

Answer: D

NEW QUESTION # 261 
During a security incident, an laaS compute instance is detected to send traffic to a host related to cryptocurrency mining. The
security analyst handling the incident determines the scope of the incident is limited to that particular instance. Which of the following
should the security analyst do NEXT?

A. Create a snapshot of the volumes attached to the instance.
B. Replace the instance with another from the baseline.
C. Perform a memory acquisition in the affected instance.
D. Isolate the instance from the network into quarantine.

Answer: D

Explanation:
Explanation
The first step in incident response is to contain the incident activities and attackers, which means preventing them from spreading to
other systems or causing more damage. In this case, the security analyst should isolate the instance from the network into quarantine,
which means cutting off its communication with other hosts and services. This will stop the cryptocurrency mining activity and prevent
the attacker from accessing the instance remotely. Isolating the instance also preserves the evidence for further analysis and
investigation.
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