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NEW QUESTION # 202 
A cloud administrator wants to provision a host with two VMs. The VMs require the following:
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After configuring the servers, the administrator notices that during certain hours of the day, the performance heavily degrades. Which
of the following is the best explanation?

A. A higher number of processes occur at those times.
B. The RAM on each VM is insufficient.
C. The storage is overutilized.
D. The host requires additional physical CPUs.

Answer: B

Explanation:
Given the provided table, the VMs have been allocated 2GB of RAM each, which may be insufficient for their workload, especially
during peak hours which could lead to performance degradation. Insufficient RAM can cause the VMs to use swap space on disk,
which is significantly slower and can lead to poor performance.
References: CompTIA Cloud+ Certification Study Guide (Exam CV0-004) by Scott Wilson and Eric Vanderburg.

NEW QUESTION # 203 
A systems administrator is provisioning VMs according to the following requirements:
* A VM instance needs to be present in at least two data centers.
. During replication, the application hosted on the VM tolerates a maximum latency of one second.
* When a VM is unavailable, failover must be immediate.
Which of the following replication methods will best meet these requirements?

A. Point-in-time
B. Snapshot
C. Transactional
D. Live

Answer: D

Explanation:
Live replication is the process of continuously copying data in real-time to ensure that an exact copy is available in another location.
Given the requirement for immediate failover and the presence of the VM instance in at least two data centers, live replication is the
best method to meet the one-second maximum latency tolerance and ensure immediate availability in the event of a VM becoming
unavailable. Reference: CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Disaster Recovery and Replication
Methods

NEW QUESTION # 204 
Which of the following requirements are core considerations when migrating a small business's on-premises applications to the
cloud? (Select two).

A. Testing
B. Availability
C. Hybrid
D. Logs
E. Networking
F. Compute



Answer: B,E

Explanation:
When migrating on-premises applications to the cloud for a small business, availability and networking are core considerations.
Ensuring that applications are available and that the network is capable of handling the new cloud traffic are pivotal for a successful
transition.References: The migration process and its core considerations, including availability and networking, are topics within the
Business Principles of Cloud Environments in the CompTIA Cloud+ material.

NEW QUESTION # 205 
A company experienced a data leak through its website. A security engineer, who is investigating the issue, runs a vulnerability scan
against the website and receives the following output:

Which of the following is the most likely cause of this leak?

A. Insecure protocol
B. RTMP port open
C. Privilege escalation
D. SQL injection

Answer: A

Explanation:
The data leak is most likely caused by the use of an insecure protocol. The vulnerability scan output shows that port 21/tcp for FTP
(File Transfer Protocol) is open. FTP is known for transmitting data unencrypted, which could allow sensitive data to be intercepted
during transfer.References: The security risks associated with the use of insecure or unencrypted protocols are covered under cloud
security best practices in the CompTIA Cloud+ curriculum.

NEW QUESTION # 206 
A cloud engineer hardened the WAF for a company that operates exclusively in North Americ a. The engineer did not make
changes to any ports, and all protected applications have continued to function as expected. Which of the following configuration
changes did the engineer most likely apply?

A. The engineer blocked all traffic originating outside the region.
B. The engineer completed an upgrade from TLS version 1.1 to version 1.3.
C. The engineer installed the latest security patches on the WAF.
D. The engineer implemented MFA to access the WAF configurations.

Answer: A

Explanation:
Given that the WAF was hardened without changing any ports and all protected applications continued to function as expected, it is
most likely that the engineer blocked all traffic originating outside of North America, which is the company's operating region.
Reference: CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Cloud Security Best Practices
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