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CompTIA Cloud+ (2024) Sample Questions (Q74-Q79):

NEW QUESTION # 74
A list of CVEs was identified on a web server. The systems administrator decides to close the ports and disable weak TLS ciphers.
Which of the following describes this vulnerability management stage?

A. Scamning
B. Assessment

C. Identification
D. Remediation
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Answer: D

Explanation:

Closing the ports and disabling weak TLS ciphers as a response to a list of identified CVEs (Common Vulnerabilities and
Exposures) describes the vulnerability management stage of

'remediation’. This stage involves taking actions to resolve vulnerabilities and mitigate potential risks.

NEW QUESTION # 75
Which of the following integration systers would best reduce unnecessary network traffic by allowing data to travel bidirectionally
and facilitating real-time results for developers who need to display critical information within applications?

A.RPC

B. GraphQL

C. REST API
D. Web sockets

Answer: D

Explanation:

Web sockets provide a full-duplex communication channel over a single, long-lived connection, allowing data to flow bidirectionally
between a client and a server. This is ideal for real-time applications where developers need to display critical information without
unnecessary network overhead, as it reduces the need for repetitive HTTP requests and allows for more efficient, instantaneous data
updates and interactions.

NEW QUESTION # 76

A cloud engineer is troubleshooting a connectivity issue. The application server with IP

192.168.1.10 in one subnet is not connecting to the MySQL database server with IP 192.168.2 20 in a different subnet. The cloud
engineer reviews the following information:

Application Server Stateful Firewall




Application Server Subne{ Royting Table
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Which of the following should the cloud engineer address lo fix the communication issue?

A. The MySQL Server Stateful Firewall

B. The Application Server Subnet Routing Table
C. The Application Server Stateful Firewall

D. The MySQL Server Subnet Routing Table

Answer: A

Explanation:

The connectivity issue between the application server and the MySQL database server in different subnets is likely due to the
MySQL Server Stateful Firewall's inbound rules. The application server has an IP 0of 192.168.1.10, but the MySQL server's
inbound rules only permit [P 192.168.1.10/32 on port 3306. This rule allows only a single IP address (192.168.1.10) to
communicate on port 3306, which is typical for MySQL. However, if the application server's IP is not 192.168.1.10 or the
application is trying to communicate on a different port, it would be blocked. To fix the commumication issue, the cloud engneer
should address the inbound rules on the MySQL Server Stateful Firewall to ensure that the application server's IP address and the
required port are allowed.

NEW QUESTION # 77
A cloud engineer is troubleshooting an application that consumes muitiple third-party REST APIs.
The application is randomly expenenang high latency. Which of the following would best help determine the source of the latency?

e A. Configuring centralized logging to analyze HTTP requests
e B. Enabling tracing to detect HTTP response times and codes
e C. Configuring an API gateway to track all incoming requests
e D. Running a flow log on the network to analyze the packets

Answer: B

Explanation:

Enabling tracing in the application can help determine the source of high latency by providing detailed information on HTTP request
and response times, as well as response codes. This can identify which API calls are experiencing delays and contribute to overall
application latency, allowing for targeted troubleshooting and optimization.



NEW QUESTION # 78

Five thousand employees always access the company's public cloud-hosted web application on a daily basis during the same time
frame. Some users have been reporting performance issues while attempting to connect to the web application Which of the
following is the best configuration approach to resolve this issue?

A. Scale vertically based on a trend.

B. Scale vertically based on a load.

C. Scale horizontally based on a schedule
D. Scale horizontally based on an event

Answer: C

Explanation:

For a web application accessed by a large number of enployees daily during the same time frame, the best configuration approach
to resolve performance issues is to scale horizontally based on a schedule. This means adding more server instances to handle the
load during known peak times.

NEW QUESTION # 79
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