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CompTIA Cloud+ (2024) Sample Questions (Q79-Q84):
NEW QUESTION # 79 
Which of the following is the most cost-effective way to store data that is infrequently accessed?

A. Off-site
B. Cold site
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C. Warm site
D. Hot site

Answer: A

Explanation:
The most cost-effective way to store data that is infrequently accessed is typically an off-site storage service, often referred to as
cold or archival storage. This type of storage is designed for data that is rarely accessed, providing lower storage costs.References:
Data storage solutions and their cost implications, including off-site (cold or archival) storage for infrequently accessed data, are part
of the cloud storage options discussed in CompTIA Cloud+.

NEW QUESTION # 80 
A cloud administrator recently created three servers in the cloud. The goal was to create ACLs so the servers could not
communicate with each other. The servers were configured with the following IP addresses:

After implementing the ACLs, the administrator confirmed that some servers are still able to reach the other servers. Which of the
following should the administrator change to prevent the servers from being on the same network?

A. The IP address of Server 1 to 172.16.12.2
B. The IP address of Server 2 to 172.16.14.14
C. The IP address of Server 1 to 172.16.12.36
D. The IP address of Server 2 to 172.16.12.18

Answer: A

Explanation:
To prevent the servers from being on the same network and communicating with each other, the administrator should change the IP
address of Server 1 to 172.16.12.2. This IP address is outside the subnet defined by the subnet mask 255.255.255.240, which
would place Server 1 on a different subnet, preventing direct communication without routing. Reference: CompTIA Cloud+ Study
Guide (Exam CV0-004) by Todd Montgomery and Stephen Olson

NEW QUESTION # 81 
A cloud engineer wants to implement a disaster recovery strategy that:
- Is cost-effective.
- Reduces the amount of data loss in case of a disaster.
- Enables recovery with the least amount of downtime.
Which of the following disaster recovery strategies best describes what the cloud engineer wants to achieve?

A. Cold site
B. Warm site
C. Off site
D. Hot site

Answer: D

Explanation:
A hot site is a disaster recovery strategy that is cost-effective, minimizes data loss, and allows for the fastest recovery time in case of
a disaster. It is an exact replica of the original site of the organization, with full computer systems as well as near-complete backups
of user data. Hot sites are operational 24/7 and can take over functionality from the primary site immediately or with minimal delay.



NEW QUESTION # 82 
An organization has been using an old version of an Apache Log4j software component in its critical software application. Which of
the following should the organization use to calculate the severity of the risk from using this component?

A. CVE
B. CWE
C. CVSS
D. CWSS

Answer: C

Explanation:
The Common Vulnerability Scoring System (CVSS) is what the organization should use to calculate the severity of the risk from
using an old version of Apache Log4j software component. CVSS provides an open framework for communicating the
characteristics and impacts of IT vulnerabilities. References: CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Risk
Management

NEW QUESTION # 83 
Which of the following is a field of computer science that enables computers to identify and understand objects and people in images
and videos?

A. Computer vision
B. Facial recognition
C. Image reconstruction
D. Natural language processing

Answer: A

Explanation:
Computer vision is a field of computer science that enables computers to identify and understand objects and people in images and
videos. It involves the development of systems that can capture and interpret visual information from the world, similar to the way
humans do.
The application of computer vision and its role in cloud services, particularly in relation to AI and machine learning capabilities, is
discussed in CompTIA Cloud+.
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