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What is the function of the PHY Preamble?
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A. Carries the NDP used in Transmit Beamforming and MU-MIMO
B. Allows the receiver to detect and synchronize with the signal
C. To terminate a conversation between transmitter and receiver
D. To set the modulation method for the MPDU

Answer: B

Explanation:
The function of the PHY preamble is to allow the receiver to detect and synchronize with the signal. The PHY preamble is a part of
the PPDU that is transmitted before the PHY header and the PSDU. The PHY preamble consists of a series of training fields that
help the receiver to adjust its parameters, such as frequency, timing, and gain, to match the incoming signal. The PHY preamble also
helps the receiver to estimate the channel conditions and noise level. References: [Wireless Analysis Professional Study Guide
CWAP-405], Chapter 4:
802.11 Physical Layer, page 99-100

NEW QUESTION # 51 
You are troubleshooting VoIP WLAN issues. When performing a PING to a remote device that would be involved in a call link,
you see that the time value averages 220 milliseconds.
How much extra delay beyond that recommend for VoIP links is in this link?

A. There is 80 milliseconds more delay than recommended
B. There is 70 milliseconds more delay than recommended
C. There is no extra delay beyond that recommended, instead there is 80 milliseconds less
D. There is not enough information because the PING command give round-trip-times

Answer: C

NEW QUESTION # 52 
You are analyzing a packet decode of a Probe Request and notice the SSID element has a length of zero.
What do you conclude about the transmitting STA?

A. The STA's WLAN adaptor is disabled
B. The WLAN adaptor is configured in promiscuous mode
C. The STA is discovering a list of available BSSs
D. The STA is operating in Ad-Hoc mode

Answer: C

Explanation:
The STA is discovering a list of available BSSs by sending a Probe Request with an empty SSID element.
This is also known as a broadcast Probe Request, as it does not specify any particular SSID to probe for. Any AP that receives this
Probe Request will respond with a Probe Response containing its own SSID and other information about its BSS. This way, the
STA can learn about all the BSSs in its vicinity and choose which one to associate with . References: CWAP-405Certified Wireless
Analysis Professional Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 191; CWAP-405Certified
Wireless Analysis Professional Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 193.

NEW QUESTION # 53 
Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are configured in the analyzer
software. When performing packet capture (in a non-FT environment) which frames are required in order for PSK frame decryption
to be possible?

A. 4-Way Handshake
B. Probe Response
C. Reassociation
D. Authentication

Answer: A



Explanation:
The 4-way handshake is the process that establishes the pairwise transient key (PTK) between the client and the AP in WPA2-
PSK. The PTK is derived from the PSK, the SSID, and some random numbers exchanged in the handshake frames. The PTK is
used to encrypt and decrypt the data frames between the client and the AP. Therefore, in order to decrypt WPA2-PSK data
packets, a protocol analyzer needs to capture the 4-way handshake frames and have the PSK and SSID configured in the analyzer
software12 References:
* CWAP-405Study Guide, Chapter 3: 802.11 MAC Layer Frame Formats and Technologies, page 87
* CWAP-405Objectives, Section 3.5: Analyze security exchanges

NEW QUESTION # 54 
What does the value of the Listen Interval field in an Association Request frame indicate?

A. How long a STA waits for an Ack before retransmitting the frame
B. How often a STA in power save mode wakes up to listen to Beacon frames
C. How often a STA will go off channel to look for other BSSs
D. How long a STA performing active scanning will listen for Probe Responses before changing channels

Answer: B

Explanation:
The value of the Listen Interval field in an Association Request frame indicates how often a STA in power save mode wakes up to
listen to Beacon frames. The Listen Interval is expressed in units of Beacon Intervals (typically 100 TU or 102.4 ms). For example,
if the Listen Interval is set to 10, it means that the STA will wake up every 10 Beacon Intervals (or about 1 second) to check for
buffered frames at the AP. The Listen Interval is used by the AP to determine how long it can hold frames for a STA in power save
mode before discarding them . References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide,
Chapter 6: MAC Sublayer Frame Exchanges, page 197; CWAP-405Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 198.
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