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Q84):
NEW QUESTION # 79 
The network administrator at ABC Engineering has taken a large packet capture from one of their APs running in monitor mode.
She has very little knowledge of 802.11 protocols but would like to use the capture file to evaluate the overall health and
performance of their wireless network. When she asks your advice, which tool do you recommend she opens the packet capture file
with?

A. Python
B. Capture visualization tool
C. WLAN scanner
D. Spectrum analyzer

Answer: B

Explanation:
A capture visualization tool is a software application that can open a packet capture file and display various graphs, charts, tables,
and statistics that illustrate the characteristics and behavior of the wireless network. A capture visualization tool can help a network
administrator with little knowledge of 802.11 protocols to evaluate the overall health and performance of their wireless network by
providing a visual and intuitive representation of the captured data. A spectrum analyzer is a hardware device that measures the radio
frequency signals in a given frequency range and displays their amplitude, frequency, and modulation. A spectrum analyzer can help
identify sources of interference and noise in the wireless environment, but it cannot open a packet capture file. Python is a
programming language that can be used to write scripts or applications that manipulate or analyze packet capture files, but it requires
coding skills and knowledge of
802.11 protocols. A WLAN scanner is a software application that scans for available wireless networks and displays information
such as SSID, BSSID, channel, signal strength, security type, and vendor. A WLAN scanner can help discover wireless networks
and their basic parameters, but it cannot open a packet capture file345 References:
* CWAP-405Study Guide, Chapter 2: Protocol Analysis, page 63
* CWAP-405Objectives, Section 2.5: Use capture visualization tools
* CWAP-405Study Guide, Chapter 4: Spectrum Analysis and Troubleshooting, page 117
* CWAP-405Objectives, Section 4.1: Use spectrum analysis tools
* CWAP-405Study Guide, Chapter 2: Protocol Analysis, page 33
* CWAP-405Objectives, Section 2.2: Analyze field values

NEW QUESTION # 80 
A manufacturing facility has installed a new automation system which incorporates an 802.11 wireless network. The automation
system is controlled from tablet computers connected via the WLAN. However, the automation system has not gone live due to
problem with the tablets connecting to the WLAN. The WLAN vendor has been onsite to perform a survey and confirmed good
primary and secondary coverage across the facility. As a CWAP you are called in to perform Spectrum Analysis to identify any
interference sources.
From the spectrum analysis, you did not identify any interference sources but were able to correctly identify the issue. Which of the
following issues did you identify from the spectrum analysis?

A. There is a power mismatch between the APs and the clients
B. The tablets are entering power save mode and failing to wake up to receive the access points transmissions
C. A high noise floor has resulted in a SNR of less than 20dB
D. The tablets are connecting to the wrong SSID

Answer: A

Explanation:
The most likely issue that can be identified from the spectrum analysis is a power mismatch between the APs and the clients. A
power mismatch occurs when the APs transmit at a higher power level than the clients, or vice versa. This can cause asymmetric
communication, where one side can hear the other, but not vice versa.
This can result in poor performance, disconnections, or packet loss. A spectrum analysis can reveal a power mismatch by showing
different signal amplitudes or RSSI values for the APs and the clients on the same channel or frequency. The other options are not
correct, as they cannot be identified from the spectrum analysis alone. The tablets' SSID, power save mode, and noise floor can be
determined by using other tools or methods, such as protocol analysis, site survey, or device configuration. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 3: Spectrum Analysis, page 79-80



NEW QUESTION # 81 
What element was added to the general frame of 802.11 with the 802.11e amendment and the 802.11-2007 rollup?

A. RSN-IE
B. Address 4
C. QoS Control
D. HT Control

Answer: C

NEW QUESTION # 82 
You are analyzing a problem with a specific client adapter. The vendor specifications sheet does not provide detailed information.
What tool can you use to provide the most detailed specification information in many such cases?

A. WLAN controller
B. FCC ID Search
C. Wi-Fi finder
D. Spectrum analyzer

Answer: B

NEW QUESTION # 83 
You are performing 802.3 network analysis. For what are the DA and SA fields used in the frame header?

A. Defining the addresses sending and receiving the frame
B. They are not used; addresses are only used in the 802.11 header
C. Defining either direct access or sourced access
D. Defining either distance access routing or strict access routing

Answer: A

NEW QUESTION # 84
......
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