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You view a protocol analyzer capture decode with the following protocol frames listed in the following order (excluding the ACK
frames): 1) 802.11 Probe Request and 802.11 Probe Response 2) 802.11 Auth and another 802.11 Auth 2) 802.11 Assoc Req
and 802.11 Assoc Rsp 4) EAPOL-Start 5) EAP Request and EAP Response 6) EAP Request and EAP Response 7) EAP
Request and EAP Response 8) EAP Request and EAP Response 9) EAP Request and EAP Response 10) EAP Success 19)
EAPOL-Key (4 frames in a row) What are you seeing in the capture file?

A. WPA2-Enterprise authentication
B. WPA2-Personal authentication
C. Wi-Fi Protected Setup with PIN
D. 802.1X with Dynamic WEP

Answer: A

NEW QUESTION # 72 
Finish the statement:
It is possible to distinguish between_______22 MHz transmissions and________20 MHz transmissions when looking at an FFT
plot.

A. HT and VHT
B. HR/DSSS and ERP
C. OFDM and HT
D. ERP and VHT

Answer: C

Explanation:
It is possible to distinguish between OFDM 20 MHz transmissions and HT 20 MHz transmissions when looking at an FFT plot.
OFDM and HT are two different modulation schemes used by 802.11 WLANs.
OFDM is used by legacy 802.11a/g devices, while HT is used by newer 802.11n/ac devices. OFDM and HT have different
spectral characteristics that can be observed on an FFT plot. OFDM transmissions have a flat spectrum with sharp edges, while HT
transmissions have a tapered spectrum with rounded edges. This is because HT uses guard intervals and cyclic prefixes to reduce
inter-symbol interference and improve performance. The other options are not correct, as they do not describe different modulation
schemes or channel widths that can be distinguished on an FFT plot. References: [Wireless Analysis Professional Study Guide
CWAP-405], Chapter 3: Spectrum Analysis, page 70-71

NEW QUESTION # 73 
You are evaluating a protocol capture file in Wireshark. The following filter is applied:
wlan_radio.11ac.bandwidth - - 4
What kind of frames are displayed?

A. Only frames supporting 4 radio chains
B. Only 80 MHz frames
C. Only 40 MHz frames
D. Only frames supporting 4 spatial streams

Answer: B

NEW QUESTION # 74 
Which one of the statements regarding the Frame Control field in an 802.11 MAC header is true?

A. The Frame Control field is used to communicate the duration value
B. Only Control frames have a Frame Control field
C. The Frame Control field contains subfields, and soma in 1-bit flags
D. The Frame Control field is always set to 0

Answer: C

Explanation:



The statement that the Frame Control field contains subfields, and some 1-bit flags is true. The Frame Control field is a 2-byte field
in the MAC header that contains information about the type, subtype, and characteristics of a frame. The Frame Control field is
divided into several subfields, each with a specific function and length.
Some of these subfields are 1-bit flags, which can be set to 0 or 1 to indicate a certain condition or status. For example, the To DS
and From DS subfields are 1-bit flags that indicate whether a frame is destined for or originated from the DS (Distribution System).
The other statements are not true, as they do not describe the Frame Control field correctly. All types of frames (management,
control, and data) have a Frame Control field, not just control frames. The Frame Control field is not used to communicate the
duration value, which is a separate field in the MAC header. The Frame Control field is not always set to 0, as it varies depending on
the type, subtype, and characteristics of each frame. References: [Wireless Analysis Professional Study Guide CWAP-405],
Chapter 5: 802.11 MAC Sublayer, page 113-114

NEW QUESTION # 75 
You have received reports of performance problems in a BSS. One specific user is indicating that her downloads are taking a very
long time compared to other users around her. You want to determine if the AP is sending frames multiple times to get through to the
user's computer.
Where should you monitor with the protocol analyzer to see retries from the AP in this scenario?

A. Directly in the middle of the AP and client STA
B. Capture from another AP in another BSS
C. Very near the AP
D. Very near the client STA

Answer: C
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......
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