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CWNP CWSP-208 Exam Syllabus Topics:

Topic Details

Topic 1

Security Policy: This section of the exam measures the skills of a Wireless Security Analyst and covers how
WLAN security requirements are defined and aligned with organizational needs. It emphasizes evaluating
regulatory and technical policies, involving stakeholders, and reviewing infrastructure and client devices. It
also assesses how well high-level security policies are written, approved, and maintained throughout their
lifecycle, including training initiatives to ensure ongoing stakeholder awareness and compliance.

Topic 2

WLAN Security Design and Architecture: This part of the exam focuses on the abilities of a Wireless
Security Analyst in selecting and deploying appropriate WLAN security solutions in line with established
policies. It includes implementing authentication mechanisms like WPA2, WPA3, 802.1X
EAP, and guest access strategies, as well as choosing the right encryption methods, such as AES or
VPNs. The section further assesses knowledge of wireless monitoring systems, understanding of AKM
processes, and the ability to set up wired security systems like VLANs, firewalls, and ACLs to support
wireless infrastructures. Candidates are also tested on their ability to manage secure client onboarding,
configure NAC, and implement roaming technologies such as 802.11r. The domain finishes by evaluating
practices for protecting public networks, avoiding common configuration errors, and mitigating risks tied to
weak security protocols.

Topic 3

Security Lifecycle Management: This section of the exam assesses the performance of a Network
Infrastructure Engineer in overseeing the full security lifecycle—from identifying new technologies to
ongoing monitoring and auditing. It examines the ability to assess risks associated with new WLAN
implementations, apply suitable protections, and perform compliance checks using tools like SIEM.
Candidates must also demonstrate effective change management, maintenance strategies, and the use of
audit tools to detect vulnerabilities and generate insightful security reports. The evaluation includes tasks
such as conducting user interviews, reviewing access controls, performing scans, and reporting findings in
alignment with organizational objectives.

Topic 4

Vulnerabilities, Threats, and Attacks: This section of the exam evaluates a Network Infrastructure Engineer
in identifying and mitigating vulnerabilities and threats within WLAN systems. Candidates are expected to
use reliable information sources like CVE databases to assess risks, apply remediations, and implement
quarantine protocols. The domain also focuses on detecting and responding to attacks such as
eavesdropping and phishing. It includes penetration testing, log analysis, and using monitoring tools like
SIEM systems or WIPS
WIDS. Additionally, it covers risk analysis procedures, including asset management, risk ratings, and loss
calculations to support the development of informed risk management plans.

CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q41-Q46):
NEW QUESTION # 41 
Given: Many corporations configure guest VLANs on their WLAN controllers that allow visitors to have Internet access only. The
guest traffic is tunneled to the DMZ to prevent some security risks.
In this deployment, what risks are still associated with implementing the guest VLAN without any advanced traffic monitoring or
filtering features enabled? (Choose 2)

A. Once guest users are associated to the WLAN, they can capture 802.11 frames from the corporate VLANs.
B. Peer-to-peer attacks can still be conducted between guest users unless application-layer monitoring and filtering are
implemented.
C. Intruders can send spam to the Internet through the guest VLAN.
D. Unauthorized users can perform Internet-based network attacks through the WLAN.
E. Guest users can reconfigure AP radios servicing the guest VLAN unless unsecure network management protocols (e.g.
Telnet, HTTP) are blocked.

Answer: C,D
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Explanation:
Without traffic monitoring or filtering on guest VLANs, the following threats remain possible:
Spammers can exploit the open Internet access to send unsolicited traffic en.wikipedia.org Guests may launch external network
attacks (e.g., scanning, DDoS) Peer-to-peer attacks are prevented if client isolation is enabled. AP management plane security is a
separate concern from VLAN separation, and VLAN isolation prevents frame sniffing into corporate networks.

NEW QUESTION # 42 
You have been recently hired as the wireless network administrator for an organization spread across seven locations. They have
deployed more than 100 APs, but they have not been managed in either an automated or manual process for more than 18 months.
Given this length of time, what is one of the first things you should evaluate from a security perspective?

A. The VLANs in use
B. The channels in use
C. The channel widths configured
D. The firmware revision

Answer: D

Explanation:
In a security context, outdated firmware is one of the most critical vulnerabilities. Firmware updates typically patch known security
issues, fix bugs, and provide new features or improved encryption support. If the APs have not been updated or checked in over 18
months, they could be running firmware with known exploits or lacking critical security patches, making firmware review a top
priority.
References:
CWSP-208 Study Guide, Chapter 8 - WLAN Security Lifecycle and Maintenance CWNP CWSP-208 Objectives: "Firmware and
Security Patch Management"

NEW QUESTION # 43 
A single AP is configured with three separate WLAN profiles, as follows:
1. SSID: ABCData - BSSID: 00:11:22:00:1F:C3 - VLAN 10 - Security: PEAPv0/EAP-MSCHAPv2 with AES-CCMP - 3
current clients
2. SSID: ABCVoice - BSSID: 00:11:22:00:1F:C4 - VLAN 60 - Security: WPA2-Personal with AES-CCMP
- 2 current clients
3. SSID: Guest - BSSID: 00:11:22:00:1F:C5 - VLAN 90 - Security: Open with captive portal authentication
- 3 current clients
Three STAs are connected to ABCData. Three STAs are connected to Guest. Two STAs are connected to ABCVoice.
How many unique GTKs and PTKs are currently in place in this scenario?

A. 1 GTK - 8 PTKs
B. 2 GTKs - 5 PTKs
C. 3 GTKs - 8 PTKs
D. 2 GTKs - 8 PTKs

Answer: C

Explanation:
PTK (Pairwise Transient Key) is established per-client, so:
ABCData: 3 clients = 3 PTKs
ABCVoice: 2 clients = 2 PTKs
Guest: 3 clients = 3 PTKs
Total: 8 PTKs
GTK (Group Temporal Key) is shared per SSID, so:
One GTK per SSID (ABCData, ABCVoice, Guest)
Total: 3 GTKs
References:
CWSP-208 Study Guide, Chapter 3 (Key Hierarchy)
IEEE 802.11 Key Management Architecture



NEW QUESTION # 44 
What disadvantage does EAP-TLS have when compared with PEAPv0 EAP/MSCHAPv2 as an 802.11 WLAN security solution?

A. EAP-TLS does not protect the client's username and password inside an encrypted tunnel.
B. EAP-TLS is supported only by Cisco wireless infrastructure and client devices.
C. EAP-TLS cannot establish a secure tunnel for internal EAP authentication.
D. Fast/secure roaming in an 802.11 RSN is significantly longer when EAP-TLS is in use.
E. EAP-TLS requires extensive PKI use to create X.509 certificates for both the server and all clients, which increases
administrative overhead.

Answer: E

Explanation:
EAP-TLS is considered one of the most secure EAP types, but:
It requires a Public Key Infrastructure (PKI).
Every client device must have a unique certificate, adding to administrative burden and cost.
Incorrect:
A). Roaming speed is not inherently slower with EAP-TLS if supported by the infrastructure.
B). EAP-TLS protects client credentials; passwords aren't even used-it uses certificates.
C). EAP-TLS does establish a secure tunnel-it's the original TLS-based method.
D). EAP-TLS is vendor-agnostic and supported by most enterprise WLAN infrastructure.
References:
CWSP-208 Study Guide, Chapter 4 (EAP Comparison and TLS Overview)
CWNP EAP Method Deployment Guide

NEW QUESTION # 45 
What attack cannot be detected by a Wireless Intrusion Prevention System (WIPS)?

A. Deauthentication flood
B. Eavesdropping
C. Soft AP
D. Hot-spotter
E. EAP flood
F. MAC Spoofing

Answer: B

Explanation:
WIPS (Wireless Intrusion Prevention Systems) monitor the RF environment and detect unauthorized activities. However,
eavesdropping involves passive listening to wireless communications without transmitting any signals. Because the attacker is not
transmitting or generating any detectable activity, a WIPS has no RF signal to detect and is thus unable to identify or prevent this
attack.
References:
CWSP-208 Study Guide, Chapter 5 - Threats and Attacks
CWNP CWSP-208 Official Exam Objectives: "WLAN Threats", "WIPS Capabilities and Limitations"

NEW QUESTION # 46
......
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