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CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q29-Q34):
NEW QUESTION # 29 
An attack is under way on the network. The attack is preventing users from accessing resources required for business operations,
but the attacker has not gained access to any files or data. What kind of attack is described?

A. Hijacking
B. Man-in-the-middle
C. DoS
D. ASLEAP

Answer: C

Explanation:
A Denial-of-Service (DoS) attack focuses on preventing legitimate users from accessing network resources. In this case, the
attacker has not accessed files or data but is interrupting services. This aligns perfectly with a DoS attack scenario.
References:
CWSP-208 Study Guide, Chapter 5 (WLAN Threat Categories)
CWNP Learning Center: DoS and Availability Attacks

NEW QUESTION # 30 
Which of the following security attacks cannot be detected by a WIPS solution of any kind? (Choose 2)

A. DoS
B. Social engineering
C. Rogue APs
D. Eavesdropping

Answer: B,D

Explanation:
Wireless Intrusion Prevention Systems (WIPS) are excellent for detecting on-air threats such as rogue APs, DoS attacks, spoofing,
and misconfigured devices. However, WIPS cannot detect:
C). Eavesdropping - Passive listening on wireless transmissions cannot be detected because no signal is transmitted by the attacker.
D). Social engineering - Human-based attacks like phishing or pretexting fall outside the scope of wireless monitoring.
Incorrect:
A). Rogue APs can be detected via MAC address comparison, frame analysis, and signal triangulation.
B). DoS attacks, such as deauth floods or RF jamming, can be detected with appropriate WIPS sensors.
References:
CWSP-208 Study Guide, Chapter 5 (WLAN Threats and Attacks)
CWNP WIPS Implementation Guidelines
CWNP Whitepapers on Wireless Threat Detection Capabilities

NEW QUESTION # 31 
Given: An 802.1X/EAP implementation includes an Active Directory domain controller running Windows Server 2012 and an AP
from a major vendor. A Linux server is running RADIUS and it queries the domain controller for user credentials. A Windows client
is accessing the network.
What device functions as the EAP Supplicant?

A. An unlisted WLAN controller
B. An unlisted switch
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C. Linux server
D. Windows client
E. Access point
F. Windows server

Answer: D

Explanation:
In an 802.1X/EAP authentication model:
Supplicant: The device requesting access (the Windows client).
Authenticator: The AP or switch enforcing access decisions.
Authentication Server: The RADIUS server (Linux in this case), which communicates with a backend credential database (Active
Directory).
The Windows client runs the EAP supplicant software to initiate authentication.
Incorrect:
A). The Linux server is the Authentication Server (not Supplicant).
C). The AP acts as the Authenticator.
D). The Windows Server is the credential store, not the supplicant.
References:
CWSP-208 Study Guide, Chapter 4 (802.1X Roles and Communication)
CWNP 802.1X Architecture Diagram

NEW QUESTION # 32 
You have been recently hired as the wireless network administrator for an organization spread across seven locations. They have
deployed more than 100 APs, but they have not been managed in either an automated or manual process for more than 18 months.
Given this length of time, what is one of the first things you should evaluate from a security perspective?

A. The VLANs in use
B. The channel widths configured
C. The channels in use
D. The firmware revision

Answer: D

Explanation:
In a security context, outdated firmware is one of the most critical vulnerabilities. Firmware updates typically patch known security
issues, fix bugs, and provide new features or improved encryption support. If the APs have not been updated or checked in over 18
months, they could be running firmware with known exploits or lacking critical security patches, making firmware review a top
priority.
References:
CWSP-208 Study Guide, Chapter 8 - WLAN Security Lifecycle and Maintenance CWNP CWSP-208 Objectives: "Firmware and
Security Patch Management"

NEW QUESTION # 33 
Given: WLAN protocol analyzers can read and record many wireless frame parameters.
What parameter is needed to physically locate rogue APs with a protocol analyzer?

A. IP Address
B. Noise floor
C. BSSID
D. Signal strength
E. RSN IE
F. SSID

Answer: D

Explanation:
While BSSID and SSID help identify and classify rogue APs, physically locating them requires using signal strength (often displayed
as RSSI or dBm). By measuring signal strength from different locations, administrators can use a method called "triangulation" or



"directional analysis" to approximate the physical location of the rogue device.
References:
CWSP-208 Study Guide, Chapter 6 - WLAN Protocol Analysis and Troubleshooting CWNP CWSP-208 Objectives: "Rogue
Device Location and Tracking"
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