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Exam has become a very popular exam in the IT area. More and more people register for the exam and passing the certification
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CompTIA SecAI+ Certification Exam Sample Questions (Q101-Q106):
NEW QUESTION # 101 
A short AI-generated video shows a celebrity's likeness talking about a fake public security event.
Which of the following was used to create this video?

A. Convolutional neural network
B. Random forest
C. Statistical analysis
D. Machine learning (ML) classifier

Answer: A

Explanation:
Convolutional neural networks (CNNs) are commonly used in generating deepfake videos, where a person's likeness is realistically
mapped and animated to create fake but convincing audiovisual content.

NEW QUESTION # 102 
A recently deployed AI system becomes persistently unavailable. A restart temporarily fixes the issue, but the issue happens again.
Upon examination of application programming interface (API) logs, an analyst finds that external calls continued to use system
resources after the action completed.
Which of the following is the best way to improve availability of the system?
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A. Implementing multifactor authentication (MFA)
B. Enforcing session expiration
C. Increasing system memory
D. Creating token limits

Answer: B

Explanation:
The persistent unavailability is caused by external calls consuming resources even after completion, indicating sessions are not being
closed. Enforcing session expiration ensures unused sessions are terminated, freeing resources and improving system availability.

NEW QUESTION # 103 
An AI security administrator notices that the information referenced by the model is incorrectly formatted and missing values. Which
of the following job roles would most likely be responsible for correcting this error?

A. AI architect
B. Data engineer
C. Platform engineer
D. Machine learning operations (MLOps) engineer

Answer: B

Explanation:
A data engineer is responsible for preparing, cleaning, and formatting data pipelines. When information is incorrectly formatted or
missing values, the data engineer ensures data integrity and quality before it is used by AI models.

NEW QUESTION # 104 
Which of the following is the most concerning risk for a company that allows corporate end users to use public-facing large language
models (LLMs)?

A. Inaccuracies due to hallucinations
B. Data security regulatory violations
C. Out-of-date acceptable use policies
D. Malicious code generation

Answer: B

Explanation:
The greatest concern with employees using public-facing LLMs is the potential exposure of sensitive or regulated corporate data.
Submitting such information to external systems may violate data protection laws (e.g., GDPR, HIPAA), creating legal and
compliance risks that outweigh issues like hallucinations or malicious outputs.

NEW QUESTION # 105 
A security architect performs threat modeling of an AI system. The architect needs to determine which attacks can be performed
against the system.
Which of the following actions should the architect take next?

A. Identify trust boundaries and perform threat modeling with Open Worldwide Application Security Project (OWASP) Top
10.
B. Analyze MITRE Adversarial Threat Landscape for AI Systems (ATLAS) for tactics, techniques, and procedures (TTPs).
C. Quantify the risk of known vulnerabilities identified in the AI system.
D. Leverage a large language model (LLM) to map likely attack paths based on the code base.

Answer: A

Explanation:
MITRE ATLAS is specifically designed to catalog adversarial TTPs targeting AI systems. By analyzing ATLAS, the architect can
determine which types of attacks are possible against the AI system, making it the most appropriate resource for threat modeling in



this context.
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......
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