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NEW QUESTION # 89 
Which term describes the prevention of damage to. protection of, and restoration of computers and electronic communications
systems/services, including information contained therein, to ensure its availability, integrity, authentication, confidentiality, and
nonrepudiation?

A. Information security
B. Cybersecurity
C. Network security
D. Data security

Answer: B

Explanation:
The term that describes"the prevention of damage to, protection of, and restoration of computers and electronic communication
systems/services, including information contained therein, to ensure its availability, integrity, authentication, confidentiality, and non-
repudiation"isCybersecurity.
Step-by-Step Breakdown:#1. Cybersecurity Defined
* Cybersecurityfocuses onprotecting networks, systems, and datafrom cyber threats.
* It includes measures to ensure:
* Availability(data is accessible when needed).
* Integrity(data is accurate and unaltered).
* Authentication(verifying users' identities).
* Confidentiality(ensuring only authorized access).
* Non-repudiation(preventing denial of actions).
* The definition in the questionaligns directly with cybersecurity principles, making it the best answer.
#2. Why the Other Answer Choices Are Incorrect:
* (B) Data Security#
* Data securityfocusesspecificallyon protectingstored information(e.g., encryption, access controls), but cybersecurity is broader-it
includesnetworks, systems, and communication services.
* (C) Network Security#
* Network securityis asubset of cybersecuritythat focuses on protectingnetwork infrastructure(e.g., firewalls, intrusion detection
systems).
* The definition in the question includesmore than just networks, so cybersecurity is the better choice.
* (D) Information Security#
* Information security (InfoSec)is related but broader than cybersecurity.
* InfoSeccoversphysical and organizational security(e.g., policies, procedures) in addition todigital protections.
* CMMC and NIST SP 800-171 define cybersecurityas the protection ofsystems, networks, and data from cyber threats.
* DoD Cybersecurity Definitions(aligned with NIST) confirm that cybersecurity is the term thatbest fits the definition in the question.
Final Validation from CMMC Documentation:

NEW QUESTION # 90 
When assessing SI.L2-3.14.6: Monitor communications for attack, the CCA interviews the person responsible for the intrusion
detection system and examines relevant policies and procedures for monitoring organizational systems. What would be a possible
next step the CCA could conduct to gather sufficient evidence?

A. Upload known malicious code and observe the system response.
B. Interview the intrusion detection system's supplier.
C. Conduct a penetration test
D. Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on
intrusion detection and prevention systems.

Answer: D

Explanation:
Understanding SI.L2-3.14.6: Monitor Communications for AttacksThe practiceSI.L2-3.14.6fromNIST SP
800-171(aligned with CMMC Level 2) requires an organization tomonitor organizational communications for indicators of attack.
This typically includes:
#Intrusion Detection Systems (IDS)andIntrusion Prevention Systems (IPS)
#Log analysis and network monitoring
#Incident response planningfor detected threats



As part of aCMMC Level 2 assessment, theCertified CMMC Assessor (CCA)must ensure that theOSC (Organization Seeking
Certification)hasproperly implemented and documenteditsmonitoring capabilities.
* TheCCA must collect sufficient objective evidenceto determine compliance.
* Reviewing anartifact(such as system configurations, IDS/IPS logs, or security policies)helps validatethat intrusion detection is
properly implemented.
* Configuration settings providedirect evidenceof whethermonitoring for attacksis effectively applied.
Why "Review an artifact to check key references for the configuration of the IDS or IPS" is Correct?
Breakdown of Answer ChoicesOption
Description
Correct?
A: Conduct a penetration test
#Incorrect-Penetration testing isnot requiredfor CMMC Level 2 assessments and falls outside an assessor's responsibilities.
B: Interview the intrusion detection system's supplier.
#Incorrect-Thesupplier does not determine compliance; the assessor needs evidence from theOSC's implementation.
C: Upload known malicious code and observe the system response.
#Incorrect-This would beinvasive testing, which isnot part of a CMMC assessment.
D: Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on intrusion
detection and prevention systems.
#Correct - Reviewing system artifacts provides direct evidence of compliance with SI.L2-3.14.6.
* NIST SP 800-171 SI.L2-3.14.6- Requires monitoring communications for attack indicators.
* CMMC Assessment Process Guide (CAP)- Describesartifact reviewas an essential assessment method.
Official References from CMMC 2.0 and NIST SP 800-171 DocumentationFinal Verification and ConclusionThe correct answer
isD. Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on intrusion
detection and prevention systems.
This aligns withCMMC 2.0 Level 2 assessment requirementsandSI.L2-3.14.6 compliance verification.

NEW QUESTION # 91 
When are data and documents with legacy markings from or for the DoD required to be re-marked or redacted?

A. When under the control of the DoD
B. When a derivative document's original information is not CUI
C. When a document is being shared outside of the organization
D. When the document is considered secret

Answer: C

Explanation:
Background on Legacy Markings and CUI
Legacy markings refer to classification labels used before the implementation of theControlled Unclassified Information (CUI)
ProgramunderDoD Instruction 5200.48.
Documents with legacy markings (such as "For Official Use Only" (FOUO) or "Sensitive But Unclassified" (SBU)) must be
reviewed for re-marking or redaction to align withCUI requirements.
When Must Legacy Markings Be Updated?
If the document is retained internally (Answer A - Incorrect): Documents under DoD control do not require immediate re-marking
unless they are being shared externally.
If the document is classified as Secret (Answer B - Incorrect): This question is aboutCUI, not classified information. Secret-level
documents follow different marking rules underDoD Manual 5200.01.
If a document is being shared externally (Answer C - Correct):
According toDoD Instruction 5200.48, Section 3.6(a), organizations mustreview legacy markings before sharing documents outside
the organization.
The document must bere-markedin compliance with the CUI Program before dissemination.
If the original document does not contain CUI (Answer D - Incorrect): The original source document's status does not affect the
requirement to re-mark a derivative document if it contains CUI.
Conclusion
The correct answer isC: Documents with legacy markings must bere-marked or redacted when being shared outside the
organizationto comply with DoD CUI guidelines.
DoD Instruction 5200.48(Controlled Unclassified Information)
CUI Marking Handbook by NARA(National Archives and Records Administration) CMMC 2.0 Scoping Guide for CUI
Environments



NEW QUESTION # 92 
What is the BEST document to find the objectives of the assessment of each practice?

A. CMMC Assessment Guide Levels 1 and 2
B. CMMC Glossary
C. CMMC Assessment Process
D. CMMC Appendices

Answer: A

Explanation:
1. Understanding the Role of Assessment Objectives in CMMC 2.0Theassessment objectivesfor each CMMC practice define
thespecific criteriathat an assessor uses to evaluate whether a practice is implemented correctly. These objectives break down each
control into measurable components, ensuring a structured and consistent assessment process.
To determine where these objectives are best documented, we need to consider theofficial CMMC documentation sources.
2. Why Answer Choice "D" is Correct - CMMC Assessment Guide Levels 1 and 2TheCMMC Assessment Guide (Levels 1 & 2)is
theprimary documentthat provides:
#The detailedassessment objectivesfor each practice
#A breakdown of the expectedevidence and implementation details
#Step-by-stepassessment criteriafor assessors to verify compliance
Each CMMC practice in the Assessment Guide is aligned with the correspondingNIST SP 800-171 or FAR
52.204-21 control, and the guide specifies:
* How to assess compliancewith each practice
* What evidenceis required for validation
* What stepsan assessor should follow
#Reference from Official CMMC Documentation:
* CMMC Assessment Guide - Level 2 (Aligned with NIST SP 800-171)explicitly states:
"Each practice is assessed based on defined assessment objectives to determine if the practice is MET or NOT MET."
* CMMC Assessment Guide - Level 1 (Aligned with FAR 52.204-21)provides similar objectives tailored for foundational
cybersecurity requirements.
Thus,CMMC Assessment Guide Levels 1 & 2 are the BEST sources for assessment objectives.
3. Why Other Answer Choices Are IncorrectOption
Reason for Elimination
A: CMMC Glossary
#The glossary only defines terminology used in CMMC but does not provide assessment objectives.
B: CMMC Appendices
#The appendices contain supplementary details, but they do not comprehensively list assessment objectives for each practice.
C: CMMC Assessment Process (CAP)
#While the CAP document describes the assessmentworkflow and methodology, it does not outline the specific objectives for each
practice.
4. ConclusionTo locate thebest reference for assessment objectives, theCMMC Assessment Guide Levels 1 &
2are the most authoritative and detailed sources. They contain step-by-step assessment criteria, ensuring that practices are evaluated
correctly.
#Final answer:
D: CMMC Assessment Guide Levels 1 and 2

NEW QUESTION # 93 
In scoping a CMMC Level 1 Self-Assessment, all of the computers and digital assets that handle FCI are identified. A file cabinet
that contains paper FCI is also identified. What can this file cabinet BEST be determined to be?

A. In scope, because it is an asset that stores FCI
B. In scope, because it is part of the same physical location
C. Out of scope, because it does not process or transmit FCI
D. Out of scope, because they are all only paper documents

Answer: A
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