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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q99-Q104):

NEW QUESTION # 99

The DevSecOps team for an organization manages a continuous integration and continuous deployment (CI

/CD) pipeline for a three-tier web application. Management has asked the teamto performa series of comprehensive post-
deployment tests to make sure that all of the components of the application can interact and function properly.

What should the team recommend?

A. Package scanning

B. Integration testing

C. Dynamic code analysis
D. Static code analysis

Answer: B

Explanation:

The correct answer is C - Integration testing,

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), integration testing verifies that different modules or
components of an application work together as intended. This type of testing is essential after deployment to ensure the overall
system functions correctly across all tiers (e.g., web, application, and database layers).

Static code analysis (A) examines source code without execution. Dynamic code analysis (B) tests running code for vulnerabilities
but not necessarily component interaction. Package scanning (D) reviews third-party libraries for vulnerabilities but does not test
integration.

Reference Extract from Study Guide:

"Integration testing verifies that multiple components of an application function correctly when combined, ensuring end-to-end system
reliability post-deployment.”

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Software Development and Testing

NEW QUESTION # 100
Which item facilitates communication between applications and databases?

A. Database driver

B. Database application
C. Application database
D. Application driver

Answer: A

Explanation:

A database driver is a software component that enables communication between an application and a database.

* Function: It acts as a bridge, allowing applications to send queries to the database and retrieve results.

* Types: Common database drivers include ODBC (Open Database Connectivity) and JDBC (Java Database Connectivity).
References

* "Database System Concepts" by Abraham Silberschatz, Henry F. Korth, and S. Sudarshan

* "Data Management for Researchers" by Kristin Briney
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NEW QUESTION # 101

An organization's engineering team is developing a mobile application that uses near-field communication (NFC) capabilities but
wants to ensure that information commumnicated using this protocol remains confidential.

A. Kerberos centralized server for token and certificate management

B. Portable device management (PDM) to allow only authorized protocols
C. Encryption to prevent man-in-the-middle and eavesdropping attacks

D. Bluetooth device honing restrictions for increased-risk transactions

Answer: C

Explanation:

The correct answer is D - Encryption to prevent man-in-the-middle and eavesdropping attacks.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that while NFC is inherently short-range, it is still
vulnerable to eavesdropping and man-in-the-middle attacks. Applying encryption ensures that even if communication is intercepted,
the data remains protected and confidential

Kerberos (A) is primarily for authentication within internal networks. Bluetooth restrictions (B) are unrelated to NFC. PDM (C)
restricts device usage but does not directly protect NFC commumication.
Reference Extract from Study Guide:

"Encrypting near-field communication ensures confidentiality and protects against interception and manipulation through man-in-the-
middle and eavesdropping attacks."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Wireless and Mobile Security Concepts

NEW QUESTION # 102
Match the legislative purpose with the corresponding legislation.
Answer options may be used more than once or not at all.

Makes it illegal to violate copy “alSiF DMCA
FERPA
HIPPA
SEAL

Prohibits agencies from distributing an individual's heaith information without the individual's consent |
DMCA
FERPA
HIPPA
SEAL

Gives students the right to access their own educational records and prevents schools from distributing student records without permission. (i
DMCA
FERPA
HIPPA
SEAL

Answer:

Explanation:




Makes it illegal to violate copyrights by disseminating digitized material 1“%

FERPA
HIPPA
SEAL

Prohibits agencies from distributing an individual's health information without thejindwidual’s consent
DMCA
_FERPA.
_HIPPA |
SEAL

Gives students the right to access their own educational gégords’and prevents schools from distributing student records without permission. (R
-DMCA- -
| FERPA |

HIPPA —
SEAL

* DMCA (Digital Millennium Copyright Act)

* Purpose: The DMCA makes it illegal to violate copyrights by disseminating digitized material.

* Explanation: The DMCA was enacted in 1998 to address the issues of digital rights management and copyright infringement in the
digital age. It provides legal protection to copyright holders against unauthorized copying, sharing, and distribution of their digital
works. The legislation

* criminalizes the production and dissemination of technology, devices, or services intended to circumvent measures that control
access to copyrighted works (commonly known as DRM-Digital Rights Management).

* References: DMCA Overview - U.S. Copyright Office

* HIPAA (Health Insurance Portability and Accountability Act)

* Purpose: Prohibits agencies from distributing an individual's health nformation without the individual's consent.

* Explanation: HIPAA, enacted in 1996, is designed to protect individuals' medical records and other personal health information.
The Privacy Rule under HIPAA sets standards for the protection of health information by health plans, healthcare clearinghouses,
and healthcare providers that conduct certain healthcare transactions electronically. It mandates the protection and confidential
handling of protected health information (PHI).

* References: HIPAA Privacy Rule - U.S. Department of Health & Human Services

* FERPA (Family Educational Rights and Privacy Act)

* Purpose: Gives students the right to access their own educational records and prevents schools from distributing student records
without permission.

* Explanation: FERPA is a federal law enacted in 1974 that protects the privacy of student education records. It grants parents
certain rights with respect to their children's education records, which transfer to the student when they reach 18 years of age or
attend a school beyond the high school level. FERPA requires that schools must have written permission from the student or parent
to release any information froma student's education record.

* References: FERPA Regulations - U.S. Department of Education

NEW QUESTION # 103
A government agency is planning a hybrid cloud deployment. Strict controls must be in placethat can label classified data. The
solution must ensure that access rights will be granted based on the user's government security classification.

¢ A. Role-Based Access Control (RBAC)
¢ B. Mandatory Access Control (MAC)
¢ C. Attribute-Based Access Control (ABAC)

Answer: B

Explanation:

Mandatory Access Control (MAC)is the access control model used in environments that manage classified information such as
government or military systems. Under MAC, access is based onsecurity labels(e.g., Top Secret, Confidential), and userscannot
changeaccess controls.

NIST SP 800-53 Rev. 5 - AC-3 (Access Enforcement):

"MAC policies enforce access based on system-enforced labels, without user discretion, and are ideal for high- security
environments where strict data control is essential." MAC is theonly modelwhere access control decisions arecentrally controlled and
enforced by a policy administrator, making it ideal for environments requiringdata labeling and user classification.

#WGU Course Alignment:

Domain:Access Control and Identity Management

Topic:Understand and apply MAC for high-security environments



NEW QUESTION # 104
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