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Different from the common question bank on the market, Cybersecurity- Architecture-and- Engineering exam guide is a scientific and
efficient learning system that is recognized by many industry experts. In normal times, you may take months or even a year to review
a professional exam, but with Cybersecurity- Architecture-and- Engineering exam guide you only need to spend 20-30 hours to
review before the exam. And with Cybersecurity- Architecture-and- Engineering learning question, you will no longer need any other
review materials, because our study materials already contain all the important test sites. At the same time, Cybersecurity-
Architecture-and- Engineering Test Prep helps you to master the knowledge in the course of the practice. And at the same time,
there are many incomprehensible knowledge points and boring descriptions in the book, so that many people feel a headache and
sleepy when reading books. But with Cybersecurity- Architecture-and- Engineering learning question, you will no longer have these
troubles.

WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q41-Q46):

NEW QUESTION # 41
Which type of services are Google Apps, Dropbox. and GoToMeeling?

A. Platform-as-a-Service (PaaS)
B. Software-as-a-Service (SaaS)
C. Security-as-a-Service (SECaaS)
D. Infrastructure-as-a-Service (laaS)

Answer: B

Explanation:

Google Apps, Dropbox, and GoToMeeting are examples of Software-as-a-Service (SaaS). SaaS provides software applications
over the nternet as a service. Users can access the software through a web browser without needing to install and maintain the
software on their local devices, making it convenient and cost-effective for both individuals and businesses.

NEW QUESTION # 42
A software development company uses file transfer protocol (FTP) to transfer software code between different teams.
‘Which security control is essential for protecting the integrity of software code that is transferred using FTP?

¢ A Implementing intrusion detection and prevention systens can help detect and prevent unauthorized access to the FTP
server and software code.

¢ B. Regularly backing up the software code stored in the FTP server and having a disaster recovery plan can help ensure the
integrity of the software code.

e (. Calculating and comparing the hash values of the software code before and afer transfer using FTP can help detect any
changes and ensure the integrity of the code.

¢ D. Enforcing strict access controls can limit the number of users with access to the FTP server and prevent unauthorized
access.

Answer: C

Explanation:

The correct answer is A - Calculating and comparing the hash values of the software code before and after transfer using FTP can
help detect any changes and ensure the integrity of the code.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), verifying the integrity of transferred files can be
done by using cryptographic hash fmctions. Comparing pre- and post-transfer hashes ensures that the data was not tampered with
during transmission.

Intrusion detection (B) focuses on unauthorized access. Access control (C) protects the server but does not ensure file integrity.
Backups (D) provide data recovery but do not validate file integrity during transfers.

Reference Extract from Study Guide:

"Hashing verifies data integrity by allowing a comparison of original and received file values, ensuring no tampering occurred during
transit."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Data Integrity Assurance
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NEW QUESTION # 43
An on-call security engineer has been notified after business hours that a possible threat could be impacting production applications.
Which type of threat intelligence should be used by first responders?

A. Commodity malware
B. Strategic

C. Operational

D. Tactical

Answer: D

Explanation:

The correct answer is A - Tactical

Based on WGU Cybersecurity Architecture and Engineering (KFO1 / D488) study material, tactical threat intelligence provides
technical details such as indicators of compromise (IOCs), IP addresses, file hashes, domain names, and other evidence needed to
detect and respond to threats immediately. This type of intelligence is used by security teams to perform real-time monitoring and
incident response.

Operational intelligence (C) addresses campaigns or actor behavior but is not immediately actionable.

Strategic mntelligence (D) provides high-level, long-term threat trends. Commodity malware (B) refers to low- level malware types,
not intelligence classifications.

Reference Extract from Study Guide:

"Tactical threat intelligence focuses on technical indicators of compromise (I0Cs) and immediate actionable nformation that
responders use to detect and contain active threats."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Threat Intelligence Concepts

NEW QUESTION # 44
What is true about an operating system?

A. 1t is a hardware component of the computer system.

B. It is an application program similar to word processors.

C. It is a software program that directly supports the computer itself.
D. It is a firmware burned onto the computer mother board.

Answer: C

Explanation:

* Anoperating system (OS)is a system software that manages computer hardware and software resources and provides common
services for computer prograis.

* It serves as an intermediary between users and the computer hardware.

* Key functionsof an OS include:

* Managinghardware resourceslike the CPU, memory, and /O devices.

* Providing auser interface(UI) for interaction with the system.

* File managementand handling file operations.

* Process managementand multitasking,

* Securityand access control.

* Examples include Windows, Linux, and macOS.

References:

* "Operating System Concepts" by Abraham Silberschatz, Greg Gagne, and Peter B. Galvin.
* "Modern Operating Systens" by Andrew S. Tanenbaum

NEW QUESTION # 45

A company has discovered a vulnerability in its domain name system (DNS) that could allow attackers to redirect users to malicious
websites. The company has decided to implement a risk management strategy to mitigate this vulnerability.

What is the most effective risk management strategy for this vulnerability?

e A Restricting DNS access to trusted internet protocol (IP) addresses only
¢ B. Conducting regular security awareness training for employees on the risks of phishing attacks



¢ (. Increasing the frequency of DNS server patching
¢ D. Implementing domain name system security extensions (DNSSEC) to digitally sign DNS responses and prevent DNS
spoofing attacks

Answer: D

Explanation:

The correct answer is B - Implementing domain name system security extensions (DNSSEC) to digitally sign DNS responses and
prevent DNS spoofing attacks.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) teaches that DNSSEC protects the integrity and authenticity of
DNS responses, thereby preventing DNS spoofing (also called DNS cache poisoning), which could redirect users to malicious sites.
Restricting DNS access (A) is not sufficient against spoofing, Increasing patching frequency (C) is good practice but does not
specifically stop spoofing. Security awareness training (D) helps against phishing, not DNS vulnerabilities.

Reference Extract from Study Guide:

"DNSSEC digitally signs DNS data to ensure the integrity and authenticity of DN'S responses, mitigating risks such as DNS spoofing
and cache poisoning."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Networking Protocols

NEW QUESTION # 46

Our Cybersecurity- Architecture-and- Engineering exam questions almost guarantee that you pass the exam. Even if you don't pass,
you don't have to pay any price for our Cybersecurity- Architecture-and- Engineering simulating exam for we have money back
guarantee to all of our exam materials. I hope we have enough sincerity to impress you. And our pass rate of the Cybersecurity-
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