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A #177

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Network security groups (NSGs) can deny inbound traffic fromthe internet @] O
Network security groups (NSGs) can gdeny.outbound traffic to the internet O O
Network security groups (NSGS) can filter traffigbased\on IF.address| O O

nrotocol and nort
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Statements | Ml Cros OftYes No

Network secunty groups (NSGs) can deny inbound traffic from the internet. O O
Network security groups (NSGs).can deny-outbound traffic to the internet. O O
Network security groups (NSGs) can filter traffic based on IP address, O (@)
1rgerfc;tocol. and port.

Tence:

https://docs.microsoft.comven-us/azure/virtual-network/network-security- groups-overview
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Which type of identity is created when you register an application with Active Directory (Azure AD)?

A. auser-assigned managed identity
B. a system-assigned managed identity
C. a user account

D. a service principal

E: D

fEE

‘When you register an application through the Azure portal, an application object and service principal are automatically created in
your home directory or tenant.

Reference:

httpsz//docs.microsoft.conv/en-us/azure/active-directory/develop/howto-create-service-principal-portal

HM #179
Select the answer that correctly completes the sentence.

In the Microsoft 365 Defender portal, an incident is a collection of corrélated
events
vulnerabiiies - .
Microsoft Secure Scoreimobvleriearacibhis

In the Microsoft 365 Defender portal, an incident is a collection of cérrelated
events
vulnerabilities
Microsoft Secure Score improviniént actiops

In the Microsoft 365 Defender portal, an incident is a collection of corelafed
events

vulnerabilities

Microsaft Secig]Sqoneimproveinent actions

Z R #180
You have an Azure subscription that contains a Log Analytics workspace.
Youneed to onboard Microsoft Sentinel.



‘What should you do first?

A. Connect to your security sources.
B. Correlate alerts into incidents.

C. Create a hunting query.
D. Create a custom detection rule.

Ef#: B
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What is a characteristic of a sensitivity label in Microsoft 3657

® A persistent
¢ B. restricted to predefined categories

e C. encrypted
EE: A
R -

In Microsoft 365 information protection guidance, Microsoft explains that sensitivity labels are persistent:

when a label is applied to a file or emil, the label information is stored as metadata so that the protection settings "travel with the
content" wherever it's saved or shared. Labels can apply encryption, content marking (headers, footers, watermarks), and DLP-
fiiendly metadata, but encryption is optional-some labels only classify/mark without encryption. Microsoft also emphasizes that labels
are not restricted to predefined categories; admmistrators can create custom label names, descriptions, and scoped policies to reflect
an organization's taxonomy (for example, Public, Confidential, Highly Confidential, or industry-specific categories). Because the
defining property that always applies is that the label remains attached to the content and enforces configured policy across
Microsoft 365 services and supported third-party locations, the accurate characteristic is persistent. Options "encrypted" (not
always) and "restricted to predefined categories" (incorrect-labels are customizable) do not universally describe sensitivity labels.
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