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HPE Campus Access Switching Expert Written Exam Sample Questions
(Q20-Q25):

NEW QUESTION # 20
You are configuring an SSID thatisusing 802.1X as a security mechanism. Whatis the reason tor using WPA3- Ertorpnse (CCM-
128) when deploying Wi-Fi 6 networks?

e A WPA3-Enterprise (CCM-128) is also called WPA3-Ente'prise Transition Mode. It will allow WPA2 clients to conned.

¢ B. WPA3-Entorprise(CCM-128) is also called WPA3-Entorpnso 192-bit mode. It is WPA3 only and enforces specific EAP
certificate ciphers.

¢ C. WPA3-Enterprise(CCM-128) is also called WPA3-EnterpriseOnly Mode. There is no support tor WPA2 clients.

¢ D. WPA3-Enterprise(CCM-128) is also called WPA3-Eniarpnse Compatibility Mode. It will alow WPA2 clients to
connect.

Answer: A

Explanation:

The question asks for the reason for using WPA3-Enterprise (CCM-128) when deploying Wi-Fi 6 networks.

* WPA3-Enterprise Modes:

* CCM-128:Uses AES-CCMP-128 (same cipher as WPA2). Its main purpose is to provide a transition path from WPA2 to
WPA3. It allows both WPA3-capable and WPA2-only clients to connect to the same SSID. It enforces Protected Management
Frames (PMF, 802.11w) when possible(required for WPA3, optional for WPA2). It's often called "Transition Mode" or
"Compatibility Mode".

* GCMP-256:Uses stronger AES-GCMP-256. It operates in "WPA3-Only Mode" and doesnot allow WPA2 clients.

* Wi-Fi6 (802.11ax) & WPA3:Wi-Fi 6 certification requires support for WPA3.

* Analysis of Options:

* A: Incorrectly calls CCM-128 "192-bit mode" and "WPA3 only".

* B: Correctly calls CCM-128 "Transition Mode" and states it allows WPA2 clients.

* C: Correctly calls CCM-128 "Compatibility Mode" and states it allows WPA2 clients.

"Compatibility Mode" and "Transition Mode" are used interchangeably for this WPA3 mode.

* D: Incorrectly calls CCM-128 "Only Mode" and states no WPA2 support.

* Conclusion:Both Option B and Option C accurately describe WPA3-Enterprise (CCM-128). It is designed as a
transition/compatibility mode to allow environments to adopt WPA3 features (like mandatory PMF for capable clients) while still
supporting legacy WPA2 clients on the same network during the migration period. Selecting either B or C would be finctionally
correct based on common terminology.

References:Wi-Fi Alliance WPA3 specifications, Aruba WPA3 deployment guides, 802.11ax standard information. This relates to
the "WLAN" (9%) and "Security" (10%) objectives.

NEW QUESTION # 21

An administrator is monitoring third-party WLAN transmitters in HPE Aruba Networking Central and some of them are classified as
rogue and suspected rogue.

How are rogue classified when using the default classification method for the rule "Detected on Wire" in HPE Aruba Networking
Central?

A. plugged into a wired network AND WLAN classification = "Interfering”

B. plugged into a wired network OR WLAN classification = "Interfering”

C. plugged into a wired network

D. plugged into a wired network AND WLAN classification = "Detected on Wire"

Answer: C

Explanation:

In HPE Aruba Networking Central, when using the default classification method, an AP is classified as a rogue if it is detected
plugged nto the wired network. Ifit is only seen over the air without wired connectivity, it may be classified as suspected rogue or
mnterfering, but "Detected on Wire" defaults to rogue.
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NEW QUESTION # 22
Security administrators are complaining about the number if HPE Aruba Networking ClearPass Access Tracker events from the
user 'radius-test'. Given the configuration below, hao can the nuimber of events be reduced?

A. Decrease the tracking retries.

B. Increase the tracking interval.

C. Configure 'any' tracking mode.

D. Configure 'dead-only' tracking mode.

Answer: D

Explanation:

The configuration shown enables RADIUS server tracking using the test user radius-test. By default, this generates continuous
Access Tracker events because every probe attempt is logged.

To reduce the number of events, the tracking mode should be changed to dead-only, which limits authentication probes to when the
RADIUS server is marked as unreachable. This way, ClearPass only sees test authentications when a failure condition occurs,
significantly reducing unnecessary log entries.

NEW QUESTION # 23
Which statements accurately describe OSPF Graceful Restart considerations? (Choose two.)

A. Younust ensure your VSF stack has a secondary member when acting as a GR helper.

B. A grace period timer must be configured on the GR helper.

C. The GR restarter function is only supported on AOS-CX 6200, CX 6300, CX 6400, and CX 8400 models.
D. You must be careful not to set the grace period too long or it may suppress routing updates.

E. To mitiate GR, the restarter sends out a link-local nuilticast.

Answer: B

Explanation:

The GR helper must be configured with a grace period timer so it knows how long to continue advertising adjacencies while the
restarting router recovers.

Ifthe grace period is set too long, routing updates may be suppressed unnecessarily, delaying convergence.

NEW QUESTION # 24
You arc about lo deploy a gateway that is on factory default. ZTP cannot be used for different reasons, but you are searching
forvalid alternatives. What are two valid alternatives for ZTP? (Select two.)

e A. UseOTP by connecting to port 0/0/1. and use a Web browser to completeprovisioning,

¢ B. Use OTP by connecting lo the console port, and use terminal software to complete provisioning, *Static- Activate" should
be used.

e C. Use OTP by connecting to port 0/0/1 with a static IP. and use a Web browser to complete provisioning,

e D. Use OTP by connecting to the console port, and use terminal software to complete provisioning, "Full- Setup" should be
used.

e E. Use OTP by connecting to port 0/0/0. and use a Web browser to conplete provisioning,

Answer: A,D

Explanation:

The question asks for valid alternatives to Zero Touch Provisioning (ZTP) for initially configuring a factory default Aruba gateway
when ZTP cannot be used.

* Aruba Gateway Initial Provisioning Methods:

* ZTP:Automated provisioning using Activate/Central.

* One-Touch Provisioning (OTP) / Manual Setup:Involves direct connection for initial configuration.

* Web UL:Connecting a laptop to a specific management or designated setup port (often GEO

/0/1 on many gateway models) allows access to a web-based setup wizard.

* Console Port:Connecting via the serial console port allows CLI access, which includes guided setup scripts or manual



configuration.

* Analysis of Options:

* A: Port 0/0/0 is typically the OOBM port, not the standard OTP web UI port.

* B: Port 0/0/1 is commonly used for OTP via Web browser on many Aruba gateway models.

* C: Using the console port with terminal software for mitial setup (potentially using a "Full-Setup" wizard or script) is a standard
manual method.

* D: "Static- Activate" refers to manual registration with the Activate service, not a console setup mode.

* E: Requires setting a static IP, adding complexity beyond the basic OTP connection method described in B.

* Conclusion:Using the designated OTP Ethernet port (commonly GE0/0/1) with a web browser (Option B) and using the console
port with terminal software (Option C) are the standard, valid alternatives to ZTP for initial gateway setup.

References:Aruba Gateway Installation and Quick Start Guides, AOS-10 Fundamentals Guide (Provisioning sections). This relates
to "Connectivity" (9%) and "Troubleshooting" (10%) objectives.

NEW QUESTION # 25
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