i E & CISABH BB ah B-aA B D ¥4l LD &
% CISABLEE S RE

ZRB(ChH-EA

. 16,6004
ISACA &8 E&# (135%)
ISACA CISA Review Questions, Answers & 22,400

Explanations Manual, 12th Edition(t > ZFILRS (1298 + 53.53%)

BRIE) + iH

ISACASREISZER CISAHERTEE I — 2 5,000/
- 78,000/

CISAZETEFE (575%)

ait #1122,000F

B % &HIZ CertShken CISAD —#%# 7 SV FA ML —Y M E6KX U > o — T & &7 : hitps//drive.google.com/open?
id=11.221XKteP6BwsSisoQrrK5L.04dUufjOq

BRIEEITEHT A EBE L T2 H %121k ISACADOCISARE R E#BABL £ L 725 ? CISAREBRRE AR OB
MmMeEL a707oE—ya >y &KiLb 4. HEETCISARRBRE —REEHK LWL S, RYHTHDISACADCISA
GRIESELFL I, 2. CISARIBECEBEND I L. A=V THLELETLES L,

CertShiken® CISAZ DL E ERLZUFAN SN T 3CISAREBICE A T 312 1& « ISACA D Certified Information
Systerrs Auditor ¥ B HEM D & 5 % FAOKBEEM CEE T IVENDH Y ET. HLdRMEEEOHTHRRED
CISAIBIRT ¥. ¥OEODHEE . SEHMOFEEHA FroslEd T &L, BHOBFEF. 7R by
OB £y THEMELBIEL £ 4. Certified Information Systens Auditor® CISA kL —=> 7 BHED 4 X TD
AVFYVIEL BACFEFENTVBRDOTELRL, COZY 7D — e Lo THEREN T ET. Bt
BHELZNVA—ZE BHMBRCBT SN EBTAANOCISAREE 25| &0 Y — X+ 7V 2 fliKcl->Ta &
L & 9. Certified Information Systems Auditor® 7 £ X4 A F&FEHAL T, BL WER 2L T E S0,

>> CISAR F & ¥ <<

fEFICISA | ZhFH & CISAR T &R B | 35 O %45 75 ¥4 Certified
Information Systems Auditort# [5 fE

Frz b DCISAREE M L. ZEEELERT2-00BME AV — 58N TE LY. BERCERES
CISARE#HMEIRMTE, b EBCRFERL 4. /2. CISAREEMOBREL WM EROIENT
&, BB BEATHET. BEHECISAREHMO L WV ROEBETARIC T 220 bEREERL
¥,

CISABE#Z T 3201 ld. BRHEEERI AT LEE, avbo—, gk vF2Y 74 OBEMNLEEER
EFRIESEF - TOINERDY £¥. 2L, BETIPHFCELES i3 BEE2FH - T BREEL. &
KCIHEDRBEERBE T 2N TEEF T, BELBBL 2B, EMFEUEN L BB CEMHRFEEZEL T
HBPAF VAR TI2UERNDY £ 7. 2. CISAREE . BRI AT LEBE L vx2 ) 71 %
Oy e 7zyyatiléoTs FrL Yy Y7 CHRMOBO X v Y 7 AR £BMEL 27,

CISABTCHERCERCEHEINATEY.. BRI AT LOBE, BH., X2V 714 TOFv V7 H{REL
WEMARIZE>TEELEETT. CORER . HAFPOMABC £ > TEBS T Y. BANEMMF L &
HADIIy bAY MNEEETBENLHTETT. &KE L T, CISAREBIE . BRI A7 20EE. M, ©


https://drive.google.com/open?id=1L221XKteP6BwsSisoQrrK5LO4dUufjOq
https://www.jpexam.com/CISA_exam.html
https://www.passtest.jp/ISACA/CISA-shiken.html
https://www.certshiken.com/CISA-shiken.html
https://www.goshiken.com/ISACA/CISA-mondaishu.html

F2 )T ALBTBEMEOMB. A X, BAOBELMETH Y. EMIRXSEATE CEIES 2 XHT
2ENITTETT

ISACA Certified Information Systems Auditor 58 CISA & 5% 5 /& (Q298-
Q303):

H A #298
Which of'the following layer of an OSI model responsible for routing and forwarding of a network packets?

A. Physical Layer
B. Data Link Layer
C. Transport Layer
D. Network Layer

Ef#: D

A :

Section: Information System Operations, Maintenance and Support

Explanation/Reference:

The network layer controls the operation of the subnet, deciding which physical path the data should take
based on network conditions, priority of service, and other factors.

For CISA exam you should know below information about OSI model:

The Open Systens Interconnection model (OSI) is a conceptual model that characterizes and standardizes
the nternal fimctions of a communication system by partitioning it into abstraction layers. The model is a
product of the Open Systens Interconnection project at the International Organization for Standardization
(ISO), maintained by the identification ISO/IEC 7498-1.

The model groups communication functions into seven logical layers. A layer serves the layer above it and
is served by the layer below it. For example, a layer that provides error-free communications across a
network provides the path needed by applications above it, while it calls the next lower layer to send and
receive packets that make up the contents of that path. Two instances at one layer are connected by a
horizontal OSI Model

PHYSICAL LAYER

The physical layer, the lowest layer of the OSI model, is concerned with the transmission and reception of
the unstructured raw bit stream over a physical medium It describes the electrical/optical, mechanical, and
functional interfaces to the physical medium, and carries the signals for all of the higher layers. It provides:
Data encoding: modifies the simple digital signal pattern (1s and 0s) used by the PC to better
accommodate the characteristics of the physical medium, and to aid in bit and frame synchronization. It
determines:

‘What signal state represents a binary 1

How the receiving station knows when a "bit-time" starts

How the receiving station delimits a frame

DATA LINK LAYER

The data link layer provides error-free transfer of data frames from one node to another over the physical
layer, allowing layers above it to assume virtually error-free transmission over the link. To do this, the data
link layer provides:

Link establishment and termination: establishes and terminates the logical link between two nodes.

Frame traffic control: tells the transmitting node to "back-off” when no frame buffers are available.

Frame sequencing; transmits/receives frames sequentially.

Frame acknowledgment: provides/expects frame acknowledgments. Detects and recovers from errors that
occur in the physical layer by retransmitting non-acknowledged frames and handling duplicate frame
receipt.

Frame delimiting; creates and recognizes frame boundaries.

Frame error checking: checks received frames for integrity.

Media access management: determines when the node "has the right" to use the physical medium
NETWORK LAYER

The network layer controls the operation of the subnet, deciding which physical path the data should take
based on network conditions, priority of service, and other factors. It provides:

Routing: routes frames among networks.

Subnet traffic control: routers (network layer intermediate systems) can instruct a sending station to
"throttle back" its frame transmission when the router's buffer fills up.

Frame fragmentation: if it determines that a downstream router's maximum transmission unit (MTU) size is



less than the frame size, a router can fragment a frame for transmission and re-assembly at the destination
Station.

Logical-physical address mapping; translates logical addresses, or names, into physical addresses.

Subnet usage accounting; has accounting functions to keep track of frames forwarded by subnet
ntermediate systens, to produce billing information.

Comnumications Subnet

The network layer software must build headers so that the network layer software residing in the subnet
intermediate systenms can recognize them and use themto route data to the destination address.

This layer relieves the upper layers of the need to know anything about the data transmission and
intermediate switching technologies used to connect systemns. It establishes, maintains and terminates
connections across the intervening communications facility (one or several intermediate systems in the
communication subnet).

In the network layer and the layers below, peer protocols exist between a node and its immediate neighbor,
but the neighbor may be a node through which data is routed, not the destination station. The source and
destination stations may be separated by many intermediate systemns.

TRANSPORT LAYER

The transport layer ensures that messages are delivered error-fiee, in sequence, and with no losses or
duplications. It relieves the higher layer protocols firom any concern with the transfer of data between them
and their peers.

The size and conplexity of a transport protocol depends on the type of service it can get from the network
layer. For a reliable network layer with virtual circuit capability, a minimal transport layer is required. Ifthe
network layer is unreliable and/or only supports datagram's, the transport protocol should include extensive
error detection and recovery.

The transport layer provides:

Message segmentation: accepts a message from the (session) layer above 1, splits the message into
smaller units (if not already small enough), and passes the smaller units down to the network layer. The
transport layer at the destination station reassembles the message.

Message acknowledgment: provides reliable end-to-end message delivery with acknowledgments.
Message traffic control: tells the transmitting station to "back-off" when no message buffers are available.
Session multiplexing: multiplexes several message streams, or sessions onto one logical link and keeps
track of which messages belong to which sessions (see session layer).

Typically, the transport layer can accept relatively large messages, but there are strict message size limits
imposed by the network (or lower) layer. Consequently, the transport layer must break up the messages
into smaller units, or frames, pretending a header to each frame.

The transport layer header information must then include control information, such as message start and
message end flags, to enable the transport layer on the other end to recognize message boundaries. In
addition, if the lower layers do not maintain sequence, the transport header must contain sequence
information to enable the transport layer on the receiving end to get the pieces back together in the right
order before handing the received message up to the layer above.

End-to-end layers

Unlike the lower "subnet" layers whose protocol is between immediately adjacent nodes, the transport layer
and the layers above are true "source to destination" or end-to-end layers, and are not concerned with the
details of the underlying communications facility. Transport layer software (and software above it) on the
source station carries on a conversation with similar software on the destination station by using message
headers and control messages.

SESSION LAYER

The session layer allows session establishment between processes running on different stations. It
provides:

Session establishment, maintenance and termination: allows two application processes on different
machines to establish, use and terminate a connection, called a session.

Session support: performs the functions that allow these processes to commumnicate over the network,
performing security, name recognition, logging, and so on.

PRESENTATION LAYER

The presentation layer formats the data to be presented to the application layer. It can be viewed as the
translator for the network. This layer may translate data from a format used by the application layer into a
common format at the sending station, then translate the common format to a format known to the
application layer at the receiving station.

The presentation layer provides:

Character code translation: for exanmple, ASCII to EBCDIC.

Data conversion: bit order, CR-CR/LF, integer-floating point, and so on.

Data compression: reduces the number of bits that need to be transmitted on the network.



Data encryption: encrypt data for security purposes. For example, password encryption.
APPLICATION LAYER

The application layer serves as the window for users and application processes to access network
services. This layer contains a variety of commonly needed functions:

Resource sharing and device redirection

Remote file access

Remote printer access

Inter-process communication

Network management

Directory services

Electronic messaging (such as mail)

Network virtual terminals

The following were incorrect answers:

Transport layer - The transport layer ensures that messages are delivered error-free, in sequence, and with
1o losses or duplications. It relieves the higher layer protocols from any concern with the transfer of data
between them and their peers.

Data link layer - The data link layer provides error-free transfer of data frames from one node to another
over the physical layer, allowing layers above it to assume virtually error-free transmission over the link.
Physical Layer - The physical layer, the lowest layer of the OSI model, is concerned with the transmission
and reception of the unstructured raw bit stream over a physical medium It describes the electrical/optical,
mechanical, and finctional interfaces to the physical medium, and carries the signals for all of the higher
layers.

The following reference(s) were/was used to create this question:
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M #299
Active radio frequency ID (RFID) tags are subject to which of the following exposures?

A. Phishing
B. Eavesdropping

C. Malicious code
D. Session hijacking

IEf#: B

fi .-

Section: Protection of Information Assets

Explanation:

Like wireless devices, active RFID tags are subject to eavesdropping. They are by nature not subject to
session hijacking, malicious code or phishing,

R #300
Which of the following documents would be MOST useful in detecting a weakness in segregation of duties?

A. Data flowdiagram
B. Systens flowchart
C. Entity-relationship diagram
D. Process flowchart

IEf: C

R #301
A startup organization wants to develop a data loss prevention (DLP) program The FIRST step should be to implement:

e A Data classification
e B. Access controls
e (. Security awareness training



Ef#:

D. Data encryption
A

A #302
During the review of a web-based software development project, an IS auditor realizes that coding standards are not enforced and
code reviews are rarely carried out. This will MOST likely increase the likelihood of a successful:

Ef#:
AR -

A. brute force attack.

B. distributed denial-of-service attack.
C. buffer overflow.

D. war dialing attack.

C

Explanation/Reference:

Explanation:

Poorly written code, especially in web-based applications, is often exploited by hackers using buffer overflow techniques. A brute
force attack is used to crack passwords. A distributed denial-of-service attack floods its target with numerous packets, to prevent it
from responding to legitimate requests. War dialing uses modem-scanning tools to hack PBXs.

1 #303
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