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Which of the following is a proactive measure to enhance security?
Response:

A. Regularly updating software patches

B. Ignoring security awareness training
C. Disabling all security controls

D. Waiting for an incident to occur before taking action

ER: A

=8 #23
Which approach is best when analyzing logs after a suspected security breach?
Response:

e A Ignore logs older than 24 hours
¢ B. Focus on logs from the affected systems only
e C. Delete all logs to protect privacy
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¢ D. Correlate logs from multiple sources to identify patterns

ZE: D
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When is the use of BIG-1Q required?
(Select TWO)

Response:

A. Managing multiple F5 devices across different locations
B. Implementing a standalone firewall in a small network
C. Providing centralized visibility for all security events

D. Handling a single device in a small office

BER: AC

PR #25

Which of the following are potential impacts on an organization that can be determned by analyzing external threat research?
(Select all that apply)

Response:

A. Identifying emerging threats and vulnerabilities
B. Benchmarking security practices

C. Estimating the financial cost of a data breach
D. Evaluating employee performance

EX: AB

R #26
What is the primary goal of threat modeling when determining risk profiles of infrastructure and applications?
Response:

¢ A To estimate the financial cost of a breach

e B. To identify all potential threats and vulnerabilities
e C. To create marketing materials

¢ D. To allocate blame for security breaches

E%: B
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