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HH #44
An analyst is reviewing the Threats page in the TAP Dashboard.

Which of the top four threats seen in the exhibit should be prioritised for nvestigation?

A. The BEC (Business Email Compromise) threat

B. The Credential Phishing threat

C. The TOAD (Telephone-Oriented Attack Delivery) threat
D. The Malware Delivery threat
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In Proofpoint-driven triage, threats are prioritized by likelhood of immediate compromise and blast radius.

Credential phishing typically ranks highest because a single successful credential submission can lead to account takeover (ATO),
which then enables follow-on attacks: internal phishing, mailbox rule abuse, OAuth consent abuse, wire-fraud/BEC escalation, and
data access. Proofpoint TAP surfaces credential phishing with strong indicators (URL defense verdicts, rewritten URL clicks,
campaign clustering, and known phishing kits

/landing pages), making it actionable for containment. Compared to malware delivery, credential theft often bypasses endpoint
controls and produces fewer immediate artifacts, so rapid response is critical: password reset, token revocation, MFA enforcement,
and mailbox audit. TOAD and BEC can be high impact, but in many environments they require human interaction outside email
controls (phone/social steps) and may not always show definitive technical IOCs early. The TAP "Threats" view is designed for
quick pivoting (Intended/At Risk/Impacted) and credential phishing typically correlates strongly with "Tmpacted" activity
(clicks/submissions), which is why it should be investigated first when competing itenrs are present.

B #45

‘What does a notification of "Cleared" mean when shown in the header of an individual threat tab?

e A The threat has been detected but hasn't been resolved yet.

¢ B. The threat has been identified but is not considered a priority for investigation.
¢ (. The threat has been successfully neutralized and no longer poses a risk.

e D. The threat has been temporarily contained but may still pose a risk.

Ef#: C
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In Proofpoint TAP/Threat Protection Workbench-style workflows, "Cleared" indicates the threat is no longer considered active or
dangerous in the environment. This status is used after Proofpoint systems (and/or analyst actions) determine that the malicious
component is neutralized-commonly because URLs are now blocked, the threat has been remediated post-delivery
(pulled/quarantined), or further analysis reclassified the item as safe. In containment terms, "Cleared" commumicates that the
mmediate risk has been reduced: users should not be able to access the malicious URL through URL Defense, and attachment-
based threats may have been condenmed and/or removed from mailboxes where applicable. IR teans still use the cleared state as a
pivot point: they confirm whether any users were already impacted (clicks/credential entry), validate that remediation actions
succeeded across all intended mailboxes (no "unavailable" gaps), and ensure preventive controls are in place (custom blocklists,
authentication enforcement, banner rules, supplier controls).

"Cleared" is not the same as "not important"; it means the threat no longer poses an ongoing hazard, but scoping and user follow-up
may still be required.

E Y #46
You would like to view the total number of uncleared threats or false positives that have been interacted with by users over the past
2 weeks. How can this be accomplished on the TAP Dashboard?

A. On the Threats page, select Last 14 days and click on the "At Risk" column header.

B. On the Threats page, select Last 14 days and click on the "Tmpacted" column header.
C. On the Threats page, select Last 14 days and click on the "Highlighted" column header.
D. On the Threats page, select Last 14 days and click on the "Intended" column header.

EfE: B
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"Interacted with by users" maps to Proofpoint's Impacted concept-users who clicked, engaged, or otherwise interacted with the
threat (depending on threat type and telemetry). To view the total count of uncleared threats or false positives with interaction in the
last two weeks, you use the Threats page with a Last 14 days time filter and then sort or focus via the Impacted column (C).
Intended measures attempted targeting; At Risk reflects delivery/exposure without necessarily any interaction; Highlighted flags
special categories (notable techniques, false positive indicators, notable items) but is not the direct measure of user interaction. In
Proofpont-focused IR, "lmpacted last 14 days" is a core operational view because it narrows work to threats with the highest
likelihood of real compromise outcomes (credential submission, malware execution, BEC replies). Analysts then pivot into impacted-
user drilldowns to confirm whether the threat is still uncleared, whether post-delivery quarantine has succeeded, and whether user
remediation is required. This is also a key SOC metric for prioritization and for demonstrating risk reduction when controls and
training reduce impacted counts over time.



HE #47
When filtering for threats on the TAP People page, which two filters have the highest chance of finding compromises? (Select two.)

A. Exposure > Delivered with Accessible Threat
B. Users > Locations

C. Users > VIP

D. Exposure > Permitted Clicks

E. Threats > False Positives Only

_EE%: A\ D
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Compromise likelhood increases sharply when users both (1) received a threat that remained accessible and (2) successfully
interacted with it. "Exposure > Permitted Clicks" (A) directly indicates that a user clicked a rewritten/protected URL and the click
was permitted (not blocked), which is one of the strongest leading indicators for credential theft or malware execution pathways.
"Exposure > Delivered with Accessible Threat" (C) indicates delivery of a message that still contained an accessible malicious
component at the time of access (e.g., URL remained reachable/uncleared), raising the chance of interaction leading to compromise.
In Proofpoint IR, these two filters are used to rapidly build a "likely compromised" watchlist for immediate follow-up: validate click
details, check for credential submission, correlate with suspicious logins, review mailbox rules/forwarding, and trigger post-delivery
remediation (quarantine/pull) if copies remain. "Users > VIP" is important for business impact, but VIP status alone doesn't indicate
compromise. "False Positives Only" reduces compromise fikelihood by definition, and location filtering is contextual-not a direct
compromise signal.

H #48
Based on the exhibit,

which user would most benefit from attending security awareness training based on their behavior?

e A Jacob Lewis
e B. Emma Taylor
e C. Scarlett Wilson
e D. Logan Green

EfE: A
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In Proofpoint user-risk views (People page / user lists), "behavior" signals that drive training prioritization typically include
measurable interaction with threats-especially clicks on email threats and repeated exposure patterns. The exhibit indicates that
Jacob Lewis stands out behaviorally (e.g,, elevated "Clicks on Email Threats" relative to peers and/or meaningful exposure
indicators), making them the best candidate for targeted awareness intervention. From an IR preparation standpoint, training is most
effective when it is risk- based and individualized: users who click are statistically more likely to become the mitial foothold for
credential theft and account takeover. Proofpoint programs commonly combine technical controls (URL Defense blocking,
attachment detonation, post-delivery quarantine) with human controls (just-in-time coaching, targeted modules, reinforcement after
real-world reports). Assigning training to high-click users reduces future incident volume by cutting successful phishing rates,
improving reporting via "Report Suspicious," and increasing early detection. Operationally, analysts also pair training with
compensating controls for repeat clickers (stricter URL access policy, heightened monitoring, enforced MFA, mailbox rule audits) to
reduce risk while behavior improves.
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