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질문  # 37 
Refer to the exhibits.
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You configured a spearphishing event handler and the associated rule. However. FortiAnalyzer did not generate an event.
When you check the FortiAnalyzer log viewer, you confirm that FortiSandbox forwarded the appropriate logs, as shown in the raw
log exhibit.
What configuration must you change on FortiAnalyzer in order for FortiAnalyzer to generate an event?

A. Configure a FortiSandbox data selector and add it tothe event handler.
B. In the Log Type field, change the selection to AntiVirus Log(malware).
C. Change trigger condition by selecting. Within a group, the log field Malware Kame (mname> has 2 or more unique values.
D. In the Log Filter by Text field, type the value: .5 ub t ype ma Iwa re..

정답：A

설명：
Understanding the Event Handler Configuration:
The event handler is set up to detect specific security incidents, such as spearphishing, based on logs forwarded from other Fortinet
products like FortiSandbox.
An event handler includes rules that define the conditions under which an event should be triggered.
Analyzing the Current Configuration:
The current event handler is named "Spearphishing handler" with a rule titled "Spearphishing Rule 1".
The log viewer shows that logs are being forwarded by FortiSandbox but no events are generated by FortiAnalyzer.
Key Components of Event Handling:
Log Type: Determines which type of logs will trigger the event handler.
Data Selector: Specifies the criteria that logs must meet to trigger an event.
Automation Stitch: Optional actions that can be triggered when an event occurs.
Notifications: Defines how alerts are communicated when an event is detected.
Issue Identification:
Since FortiSandbox logs are correctly forwarded but no event is generated, the issue likely lies in the data selector configuration or
log type matching.
The data selector must be configured to include logs forwarded by FortiSandbox.
Solution:
B . Configure a FortiSandbox data selector and add it to the event handler:
By configuring a data selector specifically for FortiSandbox logs and adding it to the event handler, FortiAnalyzer can accurately



identify and trigger events based on the forwarded logs. Steps to Implement the Solution:
Step 1: Go to the Event Handler settings in FortiAnalyzer.
Step 2: Add a new data selector that includes criteria matching the logs forwarded by FortiSandbox (e.g., log subtype, malware
detection details).
Step 3: Link this data selector to the existing spearphishing event handler.
Step 4: Save the configuration and test to ensure events are now being generated.
Conclusion:
The correct configuration of a FortiSandbox data selector within the event handler ensures that FortiAnalyzer can generate events
based on relevant logs.
Reference: Fortinet Documentation on Event Handlers and Data Selectors FortiAnalyzer Event Handlers Fortinet Knowledge Base
for Configuring Data Selectors FortiAnalyzer Data Selectors By configuring a FortiSandbox data selector and adding it to the event
handler, FortiAnalyzer will be able to accurately generate events based on the appropriate logs.

질문  # 38 
In designing a stable FortiAnalyzer deployment, what factor is most critical?

A. The scalability of storage and processing resources
B. The version of the client software
C. The color scheme of the user interface
D. The physical location of the servers

정답：A

질문  # 39 
Refer to Exhibit:

A SOC analyst is designing a playbook to filter for a high severity event and attach the event information to an incident.
Which local connector action must the analyst use in this scenario?

A. Attach Data to Incident
B. Update Asset and Identity
C. Get Events
D. Update Incident

정답：A

설명：
Understanding the Playbook Requirements:
The SOC analyst needs to design a playbook that filters for high severity events. The playbook must also attach the event
information to an existing incident. Analyzing the Provided Exhibit:
The exhibit shows the available actions for a local connector within the playbook.
Actions listed include:



Update Asset and Identity
Get Events
Get Endpoint Vulnerabilities
Create Incident
Update Incident
Attach Data to Incident
Run Report
Get EPEU from Incident
Evaluating the Options:
Get Events: This action retrieves events but does not attach them to an incident.
Update Incident: This action updates an existing incident but is not specifically for attaching event data.
Update Asset and Identity: This action updates asset and identity information, not relevant for attaching event data to an incident.
Attach Data to Incident: This action is explicitly designed to attach additional data, such as event information, to an existing incident.
Conclusion:
The correct action to use in the playbook for filtering high severity events and attaching the event information to an incident is Attach
Data to Incident.
Reference: Fortinet Documentation on Playbook Actions and Connectors.
Best Practices for Incident Management and Playbook Design in SOC Operations.

질문  # 40 
Which FortiAnalyzer connector can you use to run automation stitches9

A. FortiOS
B. Local
C. FortiMail
D. FortiCASB

정답：A

설명：
* Overview of Automation Stitches:
* Automation stitches in FortiAnalyzer are predefined sets of automated actions triggered by specific events. These actions help in
automating responses to security incidents, improving efficiency, and reducing the response time.
* FortiAnalyzer Connectors:
* FortiAnalyzer integrates with various Fortinet products and other third-party solutions through connectors. These connectors
facilitate communication and data exchange, enabling centralized management and automation.
* Available Connectors for Automation Stitches:
* FortiCASB:
* FortiCASB is a Cloud Access Security Broker that helps secure SaaS applications.
However, it is not typically used for running automation stitches within FortiAnalyzer.

질문  # 41 
Which trigger type requires manual input to run a playbook?

A. ON_SCHEDULE
B. ON_DEMAND
C. INCIDENT_TRIGGER
D. EVENT_TRIGGER

정답：B

질문  # 42
......
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