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R #18
Which Anypoint Platform component should a MuleSoft developer use to create an API specification prior to building the API
implementation?

A. Runtime Manager

B. MDint (Likely typo in PDF, refers to MUnit or similar tools)
C. API Manager

D. API Designer

IEf@E: D

A -

Design-First Approach: The lifecycle starts with Design.

API Designer: This is the web-based tool within Design Center where developers write the API contract using RAML (RESTful
API Modeling Language) or OAS (OpenAPI Specification). 9 Functionality: It provides syntax highlighting, error checking, and a
"Mocking Service" that allows you to test the API's behavior before writing any actual code.

Why others are incorrect:

API Manager: Used after design to manage policies and gateways.
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Runtime Manager: Used after build to deploy the application.

B #19

An IT integration team followed an API-led connectivity approach to implement an order-fulfiliment business process. It created an
order processing API that coordinates stateful interactions with a variety of microservices that validate, create, and fulfill new
product orders.

A. Aggregation
B. Multicasting
C. Orchestration

D. Streaming
Ef#: C

AR

Orchestration: This refers to the logic where a central controller (the Process APIT) manages the interactions between multiple
systems to achieve a business goal.

The Scenario: The API is "coordinating stateful interactions" (e.g., Step 1: Validate Customer -> Step 2: Check Inventory -> Step 3:
Debit Payment -> Step 4: Create Shipment). This strictly sequential or logic-driven coordination is the definition of Orchestration.
Why others are incorrect:

Aggregation: Specifically refers to just gathering data from multiple sources (Scatter-Gather) and combining the results, usually
without complex state management or sequential logic.

Streaming; Refers to processing data in continuous chunks, not the logic of coordinating services.

HR #20
‘What is an advantage of using OAuth 2.0 client credentials and access tokens over only API keys for API authentication?

A. Ifthe client secret is compromised, the client credentials do not have to be reissued
B. Ifthe access token is compromised, the client credentials do not have to be reissued
C. Ifthe access token is compromised, it can be exchanged for an API key

D. Ifthe client ID is compromised, it can be exchanged for an API key

IEf#: B

fEERA -

Security Mechanisis:

API Keys (Client ID/Secret): These are static, long-lived credentials. Ifa Client Secret is stolen, you must reset it, update the
application code, and redeploy-a painful process.

OAuth 2.0 (Access Tokens): The client uses the ID/Secret to request a temporary Access Token (TTL of usually 15-60 minutes).
The Advantage: The API client sends the token (not the secret) in the header. If this token is intercepted/compromised, it will expire
shortly. The attacker cannot generate new tokens without the original Client Secret. Therefore, the underlying credentials remain
safe, and you do not need to reissue them.

HME #21
According to the National Institute of Standards and Technology (NIST), which cloud computing deployment model describes a
composition of two or more distinct clouds that support data and application portability?

e A Private cloud

¢ B. Community cloud
e C. Hybrid cloud

e D. Public cloud
FfE: C
fR e«

NIST Definition: The NIST definition of Hybrid Cloud is explicitly "a composition of two or more distinct cloud infrastructures
(private, community, or public) that remain unique entities, but are bound together by standardized or proprietary technology that
enables data and application portability." 1 MuleSoft Context: This is highly relevant to MuleSoft's Runtime Plane options. A



customer might run some apps in CloudHub (Public Cloud) and others on Runtime Fabric (Private Data Center), creating a Hybrid
deployment to ensure data portability and local processing where needed.

Why others are incorrect:

Public Cloud: Open for open use by the general public (e.g., AWS, Azure).

Private Cloud: Exclusive use by a single organization.

Community Cloud: Exclusive use by a specific community of consumers from organizations that have shared concerns.

HP #22
An organization is not meeting its growth and innovation objectives because IT cannot deliver projects fast enough to keep up with
the pace of change required by the business.

A. Adopt a new approach that decouples core IT projects from the mnovation that happens within each line of business

B. Switch from a design-first to a code-first approach for IT development

C. Hire more IT developers, architects, and project managers to increase IT delivery

D. Modify IT governance and security controls so that line of business developers can have direct access to the organization's
systers of record

EfE: A

-

The IT Delivery Gap: This question addresses the "IT Delivery Gap'-the widening gap between business demands and IT's capacity
to deliver.

The Solution (New Operating Model): MuleSoft recommends shifting from a centralized factory model to an Asset-Based
consumption model

Decoupling (Option A): By using API-led Connectivity:

Central IT builds reusable System APIs (unlocking core assets/systems of record) and governs them

Lines of Business (LOB) consume these assets to build their own Process and Experience APIs (Innovation)2.

Why others fail:

(B) Hiring doesn't scale linearly with exponential demand.

(C) Removing governance creates security risks ("Shadow IT").

(D) Code-first ignores reuse and leads to technical debt.
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