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¢ Alerting and Detection Processes: This section of the exam measures the skills of Security Analysts and
focuses on recognizing and managing different types of analytic alerts in the Palo Alto Networks XSIAM

FEw 21 platform It includes alert prioritization, scoring, and incident domain handling. Candidates must

demonstrate understanding of configuring custom prioritizations, identifying alert sources like correlations

and XDR indicators, and taking corresponding actions to ensure accurate threat detection.

¢ Automation and Playbooks: This section of the exam measures the skills of SOAR Engineers and focuses

on leveraging automation within XSIAM. It includes using playbooks for automated incident response,
ey 72 identifying playbook components like tasks, sub-playbooks, and error handling, and understanding the
purpose of the playground environment for testing and debugging automated workflows.

o Threat Intelligence Management and ASM: This section of the exam measures the skills of Threat
Intelligence Analysts and focuses on handling and analyzing threat indicators and attack surface

FEy 23 management (ASM). It includes importing and managing indicators, validating reputations and verdicts,

creating prevention and detection rules, and monitoring asset nventories. Candidates are expected to use

the Attack Surface Threat Response Center to identify and remediate threats effectively.



https://drive.google.com/open?id=1V7NbdleTNdOECdJtZsfN6_O-9AOIQM-k
https://www.passtest.jp/XSIAM-Analyst-exam.html

¢ Data Analysis with XQL: This section of the exam measures the skills of Security Data Analysts and covers

using the XSIAM Query Language (XQL) to analyze and correlate security data. It involves understanding
bEY 7 4 Cortex Data Models, analyzing events through datasets, and interpreting XQL syntax, schema, and query
options such as libraries and scheduled queries.

¢ Incident Handling and Response: This section of the exam measures the skills of Incident Response
Analysts and covers managing the complete lifecycle of incidents. It involves explaining the incident creation
process, reviewing and investigating evidence through forensics and identity threat detection, analyzing and
hEY 75 responding to security events, and applying automated responses. The section also focuses on interpreting
incident context data, differentiating between alert grouping and data stitching, and hunting for potential
10Cs.
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R #105
A SOC team member implements an incident starring configuration, but incidents created before this configuration were not starred.
What is the cause of this behavior?

A. Starring configuration is applied to the newly created alerts, and the incident is subsequently starred

B. The analyst must manually star incidents after determining which alerts within the incident were automatically starred
C. Starring is applied to alerts after they have been merged into incidents, but incidents are not starred

D. It takes 48 hours for the configuration to take effect

EE: A
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The correct answer isD - Starring configuration is applied to the newly created alerts, and the incident is subsequently starred.
Incident starring configuration in Cortex XSIAM isnot retroactive. It only applies tonew alerts and incidents created after the
configuration is implemented. Pre-existing incidents are not starred automatically and must be managed manually if needed.
"Starring configurations take effect for new alerts and incidents created after the configuration is applied.

Existing incidents are not updated retroactively."

Document Reference:XSIAM Analyst ILT Lab Guide.pdf

Page:Page 33 (Incident Handling and Response section)

E M #106
‘Why would an analyst schedule an XQL query?

A. To trigger endpoint isolation action

B. To auto-resolve a false positive alert

C. To increase accuracy of queries during off-peak load times

D. To retrieve data either at specific intervals or at a specified time

IEf#: D
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The correct answer isB - To retrieve data either at specific intervals or at a specified time.

Scheduling XQL queries allows analysts and teans toautomate the retrieval of data at regular intervals or specific times(such as
daily, hourly, or during set windows), supporting reporting, monitoring, and automation workflows without requiring manual
mtervention.

"Analysts can schedule XQL queries to automatically retrieve data or generate reports at regular intervals or specified times."
Document Reference:EDU-270c-10-lab-guide 02.docx (1).pdf Page:Page 25 (Data Analysis with XQL section)

H #107

An analyst is responding to a critical incident involving a potential ransomware attack. The analyst immediately initiates full isolation
on the compromised endpoint using Cortex XSIAM to prevent the malware from spreading across the network. However, the
analyst now needs to collect additional forensic evidence from the isolated machine, including memory dumps and disk images
without reconnecting it to the network.

‘Which action will allow the analyst to collect the required forensic evidence while ensuring the endpoint remains fully isolated?

A. Using the endpoint isolation feature to create a secure tunnel for evidence collection

B. Using the management console to remotely run a predefined forensic playbook on the associated alert
C. Disabling full isolation temporarily to allow forensic tools to commumnicate with the endpoint

D. Collecting the evidence manually through the agent by accessing the machine directly and running
"Generate Support File"

Ef: D

A -

The correct answer isB, Collecting the evidence manually through the agent by accessing the machine directly and running "Generate
Support File".

In situations where full isolation is enabled on an endpoint, all network communication is completely restricted. To ensure that the
endpoint remains isolated while still obtaining forensic evidence such as memory dumps or disk images, the analyst needs to use
manual collection via the agent directly on the machine. The

"Generate Support File" feature within the agent allows analysts to locally gather detailed forensic data without breaking network
isolation.

This manual method ensures the endpoint does not reconnect or communicate externally, maintaining strict isolation for security
purposes.

"In endpoint isolation mode, network commumication is completely blocked. Analysts should utilize the local

'Generate Support File' function on the agent to collect forensic data while maintaining full isolation." Document Reference: XSIAM
Analyst ILT Lab Guide.pdf Exact Page:Page 14 (Endpoints section)

E M #108

Which interval is the duration of time before an analytics detector can raise an alert?

A. Test period

B. Activation period

C. Deduplication period
D. Training period

IEfE: D
R e«

The correct answer isC - Training period.

Analytics detectors within Cortex XSIAM utilize atraining periodto establish a baseline of normal behavior.

During this interval, the detector learns and identifies patterns and behaviors that are considered normal within the environment. Once
the training period is complete, the detector can accurately detect and raise alerts on anomalies.

Other intervals mentioned do not match the definition:

* Activation period:Refers to the time from activation to full functionality.

* Test period:Typically refers to internal or manual testing stages.

* Deduplication period:The time during which similar alerts are suppressed.

"Analytics detectors require an initial training period to learn normal patterns before being able to accurately raise alerts." Document
Reference:EDU-270c-10-lab-guide 02.docx (1).pdf Exact Page:Page 28 (Alerting and Detection Processes Section)



HH #109
With regard to Attack Surface Rules, how often are external scans updated?

A. Weekly
B. Daily
C. Hourly

D. Monthly
IEf#: B

TR

The correct answer isB - Daily.

In Cortex XSIAM's Attack Surface Management (ASM), external scans and associated attack surface rules are refreshed and
updated on adaily basis. Daily updates ensure that security analysts are provided with timely and relevant insights regarding exposed
assets and potential vulnerabilities that could impact the organization's security posture.

"External scans for Attack Surface Rules are updated daily to ensure the latest and most relevant security visibility." Document
Reference: XSIAM Analyst ILT Lab Guide.pdf Exact Page:Page 41 (Attack Surface Management Section)
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