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PRI #98
An organization uses an Al image generation platformto create promotional materials. An IS auditor identifies that the platform

includes copyrighted images in its training data. Which of the following is the auditor's BEST recommendation to address this issue?

e A Label all Al-generated images to disclaim the possibility of third-party content.
e B. Use a platform that certifies the provenance and licensing of its training data.
e (. Suspend the use of the platform until the training data is sanitized.
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¢ D. Implement a manual review process to ensure no copyrighted images are used in generated outputs.
EX: B

it BB -

Ensuring that Al tools are trained on properly licensed and documented data sets is critical to avoiding copyright infringement and
legal exposure. The AAIA™ Study Guide emphasizes using platforms with certified and traceable training data to meet ethical and
legal standards.

"Organizations must verify the provenance and licensing of data used to train Al systens. Platforms that certify data sources reduce
the risk of using protected intellectual property without consent." Manual review (A) is resource-intensive and may not detect
embedded copyright violations. Labeling (C) is not sufficient for legal protection. Suspension (D) may be excessive without first
attempting remediation.

Thus, B is the most strategic and effective recommendation.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Ethical and Legal Considerations in AL" Subsection:
"Intellectual Property and Data Licensing in Al Systers"

FIRE #99

Which of the following correctly summarizes the conclusions of the model card excerpt provided?

Model Card - Electrical Grid Predictive Maintenance Model

Model Information:

Description: Al model designed to predict mantenance needs for electrical grid components, reduce unplanned downtime, and
improve grid reliability.

Inputs: Real-time sensor data, historical maintenance records, and operational logs.

Outputs: Maintenance needs predictions for 60 & 90 days.Evaluation:

Approach: Cross-validation and validation of accuracy, precision, and recall.

Results: Accuracy 72%; Precision 60%; Recall 95%; F1 76%

A. Grid failure is predicted to occur after 90 days.

B. The electrical grid uptime is expected to be 72% of the time.

C. The Al model correctly predicts maintenance needs 95% of the time.

D. F1 indicates that the model identifies true maintenance needs 76% of the time.

ZX: D

PR #100
An Al tool is being implemented for a regional healthcare organization. Which of the following training methods BEST ensures the Al
output does not reveal whether someone's personal data was used?

A. Data augmentation during training to improve privacy
B. Transfer learning using public health data sets

C. Differential privacy applied during model training

D. Supervised learning with labeled patient records

ZER: C

fE R A«

Differential privacyintroduces carefully calibrated noise during training or query responses so that it becomes mathematically difficult
to infer whether any specific individual's record is included in the training set. For healthcare data-highly sensitive and subject to strict
privacy laws-this technique directly supports privacy-by-design, reducing the risk that model outputs leak membership information or
reconstruct personal records.

Option A uses real patient records directly and does not, by itself; mitigate inference risk. Option B (data augmentation) may expand
the dataset but does not guarantee resistance to membership inference attacks.

Option D (transfer learning using public data) can help, but if any private data is used in fine-tuning, privacy risks remain. Differential
privacy, as in option C, is the most appropriate control to ensure that outputs do not reveal whether particular personal data was
used.

References:

ISACA,AAIA Exam Content Outline- Domain 1: Privacy and Data Governance Programs; Domain 2: Data Management Specific
to Al (data confidentiality, data security).

ISACA guidance on privacy-by-design and Al risk management concepts reflected in AAIA.



R #101
Which of'the following is the GREATEST risk associated with the use of Al coding tools by software developers?

A. Difficulty in training developers due to the complexity of Al tools

B. Introduction of security vulnerabilities by Al tools

C. Excessive reliance on Al tools to accomplish routine development tasks
D. Increased likelihood of hurman biases in code

EX: B

R -

Al-based coding assistants can inadvertently generate insecure code patterns, reuse vulnerable libraries, or bypass secure coding
practices.

AAIA highlights security vulnerabilities as the primary risk because insecure code can lead to:
* Data breaches

* Injection attacks

* Authentication bypasses

* Supply chain compromise

* Privilege escalation

Excessive reliance (A) affects productivity but not security.

Human bias (B) is possible but not as severe as security flaws.

Training complexity (D) is not a risk to Al system integrity.

Therefore, the introduction of security vulnerabilities is the greatest risk.

References:

AAIA Domain 2: Al Risks in Software Development

AAIA Domain 5: Security and Ethical Development Practices

i RE #102
Which of the following should be an IS auditor's GREATEST concern if class imbalance is identified in training data for an Al
model?

A. Data quality

B. Model overfitting
C. Model bias

D. Data drift

ER: C

fRRERR A

Class imbalanceoccurs when one or more classes are underrepresented in the training data. The GREATEST concern ismodel
bias(C): the model may learn to favor the majority class, leading to poor performance and unfair treatment for minority classes. In
high-stakes applications (e.g., fraud detection, credit scoring, medical diagnosis), this can translate intosystematic discrimination or
incorrect decisions. AAIA highlights class imbalance as a common source of bias and stresses mitigation techniques (resampling,
reweighting, threshold adjustments).

Data drift (A) refers to changes in data distributions over time-related but distinct. Data quality (B) is broader and may or may not
be affected by imbalance. Overfitting (D) is a risk, but class imbalance more directly raises faimess and representativeness concerns
rather than overfitting alone. Thus,bias arising from class imbalanceis the auditor's primary concern.

References:

ISACA,AAIA Exam Content Outline- Domain 2: Data Management Specific to Al (data balancing, bias risk).

ISACA Al ethics and model risk guidance discussing class imbalance and fairness.

PR #103
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