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¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects
and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and

bEY 71 trust concerns, data management controls, monitoring mechanisis, and security control implementation
tailored to Al systems.

¢ Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
FEw 22 assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, ncluding
risk treatment plans and vendor oversight.

¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security

Governance Professionals and focuses on advising stakeholders in implementing Al security through
hEY 73 governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.
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A B E (Q150-Q155):

HA #150
For a life insurance company deploying Al for fraud detection, which factor is MOST critical?

A. Accuracy
B. Adaptability
C. Robustness

D. Explainability
Ef: C

TR

AAISM emphasizes robustness as the key requirement for fraud-detection systerns because they must resist adversarial
manipulation, data poisoning, spoofing, and input tampering,

Accuracy (B) matters but does not protect against adversarial attacks. Explainability (C) is important but secondary. Adaptability
(D) is useful but not the top security requirenment.

References: AAISM Study Guide - Al Robustness; Fraud Detection and Adversarial Resistance.

B #151

How can an organization best remain compliant when decommissioning an Al system that recorded patient data?

e A. Ensure backups are tested and access controls are audited
¢ B. Ensure a certificate of destruction is received and archived
e C. Performa post-destruction risk assessment

¢ D. Update governance policies based on lessons learned

Ef#: B

fEEL:

AAISM and healthcare privacy regulations (HIPAA-like guidance within AAISM contexts) stress that documented destruction of
sensitive data is required when decommissioning systens.

A certificate of destruction ensures:

* proof of lawful data disposal

* auditability

* regulatory compliance

* defensibility during inspections

Post-destruction risk assessments (A) are not primary compliance evidence. Backup tests (B) are operational tasks, not
decommissioning proof. Policy updates (C) are future improvements.

References: AAISM Study Guide - Al Decommissioning & Regulatory Compliance; Data Destruction Evidence.

R #152
‘When robust input controls cannot prevent prompt injections in an LLM, what is the BEST compensating control?

A. Implement identity and access management (IAM)
B. Conduct human reviews of Al system inputs

C. Review and annotate the Al systen's outputs

D. Fine-tune the system to validate inputs

IEf: C

Rt :

AAISM identifies output review and annotation as the most practical compensating control when robust input validation cannot be
applied.

Output moderation detects:

* maliciously influenced responses

* unsafe outputs

* security-policy violations

IAM (B) does not mitigate prompt injection itself. Human review of inputs (C) is unrealistic at scale. Fine- tuning (A) cannot



guarantee full prevention.
References: AAISM Study Guide - Generative Al Safeguards; Output Moderation Controls.

H #153
Which Al data management technique involves creating validation and test data?

A. Training
B. Splitting
C. Learning
D. Annotating

IEf#: B

TR

AAISM describes data splitting as the process of dividing datasets into:

* validation

* test sets

This is essential for reducing overfitting and ensuring robust evaluation.

Learning (A) refers to model traning. Annotating (D) labels data. Training (C) does not create validation/test data.
References: AAISM Study Guide - Al Data Preparation & Dataset Splitting,

H #154
Which strategy BEST ensures generative Al tools do not expose company data?

A. Conducting an independent Al data audit

B. Ensuring Al tools comply with local regulations

C. Testing Al tools before implementation

D. Implementing a solution prohibiting input of sensitive data

IEf#: D

fi .-

AAISM identifies the strongest immediate control for preventing data leakage into generative Al systens as technically restricting or
blocking user entry of sensitive data.

Audits (A) are retrospective. Testing tools (C) does not prevent user error. Regulatory compliance (D) does not stop operational
leakage.

References: AAISM Study Guide - Data Leakage Prevention and Input Restriction Controls.
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