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(Joe Adler has recently been offered a job as a DevSecOps engineer in an I'T company that develops software products and web
applications for the healthcare industry. He would like to implement DevSec Hardening Framework to add a layer into the
autormation framework that configures operating systems and services and takes care of difficult settings, compliance guidelines,
cryptography recommendations, and secure defaults.

To apply DevSec Hardening Framework to the machine, he scanned the machine using Nessus scanning tool; he then checked the
compliance results before using DevSec Hardening Framework. Which of the following commands should Joe use to run DevSec
Hardening Framework?.)

¢ A. Chefsolo -j solo.rb -c solo.json.
¢ B. Chef-solo -c solo.rb -j solo.json.
¢ C. Chefsolo -h solo.rb -msolo.json.
¢ D. Chef:solo -msolo.rb -h solo.json.

IEf#: B

R -

The DevSec Hardening Framework is commonly implemented usingChef, and it is executed locally using the chef-solo command.
The -c flag specifies the configuration file (solo.rb), and the -j flag specifies the JSON attributes file (solo.json). Option A correctly
uses both required parameters in the proper format. The other options incorrectly swap or misuse flags that are not supported by
Chefsolo. Running this command applies secure configurations, compliance controls, and cryptographic standards to the target
system. Executing DevSec Hardening Framework during the Operate and Monitor stage ensures that systerms remain secure,
compliant, and resilient against misconfiguration-based attacks.

B #39

(Elizabeth Moss has been working as a DevSecOps engineer in an I'T company located in San Diego, California. Due to the robust
security and cost-effective service provided by AWS, her organization transferred all the workloads from on-premto AWS cloud in
2017. Elizabeth would like to prevent committing AWS keys into repositories; therefore, she created a global git-templates directory
using command line. Then, she created another directory, named it as hooks, wherein she created a file named pre- commit. In the
pre-commit file, Elizabeth pasted the script that would prevent committing AWS keys into the repositories. She would like to ensure
that the hook is executable. Which of the following command should Elizabeth run to make sure that the pre-commit hook is
executable?)

A. chmod a+e ~/.hooks/git-templates/pre-commit.
B. chmod a+x ~/.git-templates/hooks/pre-commit.
C. chmod ate ~/.git-templates/hooks/pre-commit.
D. chmod a+x ~/.hooks/git-templates/pre-commit.

EfE: B

fiR .-

Git hooks must have executable permissions to run automatically during Git operations such as commits. The standard way to make
a file executable on Unix-like systems is by using the chmod command with the +x flag. In Elizabeth's setup, the pre-commit hook is
located in the ~/.git-templates/hooks/ directory, so the correct command is chmod a+x ~/.git-templates/hooks/pre-commit. The a+x
option grants execute permission to all users, ensuring that the hook runs regardless of the user context. Options using +e are nvalid
because e is not a recognized permission flag. Ensuring that the hook is executable during the Code stage helps prevent accidental
exposure of AWS credentials by enforcing security checks before commits are finalized.

R #40

(Debra Aniston has recently joined an MNC company as a DevSecOps engineer. Her organization develops various types of
software products and web applications. The DevSecOps team leader provided an application code and asked Debra to detect and
mitigate security issues. Debra used w3af'tool and detected cross-site scripting and SQL injection vulnerability in the source code.
Based on this information, which category of security testing tools is represented by w3af?.)

A. SCA.
B. IAST.
C. DAST.
D. SAST.



IEf: C

R :

w3af (Web Application Attack and Audit Framework) is aDynamic Application Security Testing (DAST) tool. It analyzes running
web applications by sending crafted requests and observing responses to identify vulnerabilities such as SQL injection, cross-site
scripting, and authentication flaws. Unlike SAST tools, w3af does not require access to source code and instead operates externally,
simulating real-world attack behavior.

SCA focuses on third-party dependencies, and IAST requires runtime instrumentation within the application.

Since Debra detected vulnerabilities by actively interacting with the application, w3af clearly represents DAST. DAST tools are
especially valuable during the Build and Test stage, as they validate application behavior from an attacker's perspective before
deployment.

HE#41

(Charles Drew has been working as a DevSecOps team leader in an I'T company located in Nashville, Tennessee. He would like to
look at the applications from an attacker's perspective and make security a part of the organizations' culture. Imagine, you are
working under Charles as a DevSecOps engineer. Charles has asked you to install ThreatPlaybook, which is a unified DevSecOps
Framework that allows you to go from iterative, collaborative threat modeling to application security testing orchestration. After
mstallation, you must configure ThreatPlaybook CLI; therefore, you have created a directory for the project and then you go to the
current directory where you would like to configure ThreatPlaybook. Which of the following commands will you use to configure
ThreatPlaybook? (Here, < your-email > represents your email id; < host info > represents IP address; and < port > represents the

nginx port.))

A. playbook configure -e < your-email > -h < host-info > -p < port >.
B. ThreatPlaybook configure -e < your-email > -h < host-info > -p < port >
C. playbook configure -e < your-email > -u < host-info > -p < port >.
D. ThreatPlaybook configure -e < your-email > -u < host-info > -p < port >.

Ef#: B

fEEL:

ThreatPlaybook CLI is configured using the ThreatPlaybook configure command, which mitializes the CLI with the required
connection and user details. The -e option is used to specify the user's email address, the -h option defines the host information such
as [P address or hostname, and the -p option specifies the port number. This configuration enables the CLI to securely commumicate
with the ThreatPlaybook service for orchestrating threat modeling and application security testing workflows. Options that use
playbook configure are incorrect because the executable name is explicitly ThreatPlaybook. Options using -u instead of -h do not
correctly specify host information. Configuring ThreatPlaybook during the Plan stage helps teams adopt an attacker's mindset early,
embedding security into the organization's culture and ensuring threats are identified and addressed before development and
deployment activities begin.

R #42

(Joyce Vincent has been working as a senior DevSecOps engineer at MazeSoft Solution Pvt. Ltd. She would like to integrate Trend
Micro Cloud One RASP tool with Microsoft Azure to secure container-based application by inspecting the traffic, detecting
vulnerabilities, and preventing threats. In Microsoft Azure PowerShell, Joyce created the Azure container instance in a resource
group (ACI) (named "aci-test-closh') and loaded the container image to it. She then reviewed the deployment of the container
mstance. Which of the following commands should Joyce use to get the logging information fiom the container?.)

e A. azcontainer logs -resource-group ACI -name aci-test-closh.

e B. az container logs --resource-group ACI --name aci-test-closh.

e C. azure container logs -resource-group ACI -name aci-test-closh.

e D. azure container logs --resource-group ACI --name aci-test-closh.

IEf#: B

A -

Aziure Container Instances (ACI) exposes container logs via the Azure CLI using the az container logs command. To retrieve logs,
you nust provide the resource group and the container group name using the long- form parameters --resource-group and --name.
Option A matches the correct CLI structure and parameter format: az container logs --resource-group ACI --name aci-test-closh.



Options B and D incorrectly use single- dash forns (-resource-group and -name), which are not valid for these long option names.
Options C and D incorrectly use azure instead of az; the Azure CLI command group is invoked with az, not azure. Getting logs after
deployment review is a critical Operate and Monitor activity: it helps confirm the container started correctly, diagnose runtime errors,
and validate that runtime protection (such as a RASP/micro-agent) is functioning. This visibility supports faster incident response and
helps ensure the containerized workload remains secure and stable in its runtime environment.
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