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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q145-Q150):

NEW QUESTION # 145

Universal Containers is using OpenlD Connect to enable a connection from their new mobile app to its production Salesforce org.

‘What should be done to enable the retrieval of the access token status for the OpenID Connect connection?

e A. Query using OpenID Connect discovery endpoint.
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¢ B. A Leverage OpenID Connect Token Introspection.
¢ (. Enable cross-origin resource sharing (CORS) for the /services/oauth2/token endpoint.
¢ D. Create a custom OAuth scope.

Answer: B

Explanation:

Explanation

According to the Salesforce documentationl, OpenlD Connect Token Introspection allows all OAuth connected apps to check the
current state of an OAuth 2.0 access or refresh token. The resource server or connected apps send the client app's client ID and
secret to the authorization server, initiating an O Auth authorization flow. As part of this flow, the authorization server validates, or
introspects, the client app's access token. Ifthe access token is current and valid, the client app is granted access.

NEW QUESTION # 146

Containers (UC) uses a legacy Employee portal for their employees to collaborate. Employees access the portal from their
company's internal website via SSO. It is set up to work with SiteMinder and Active Directory. The Employee portal has features to
support posing ideas. UC decides to use Salesforce Ideas for voting and better tracking purposes. To avoid provisioning users on
Salesforce, UC decides to integrate Employee portal ideas with Salesforce idea through the API. What is the role of Salesforce in
the context of SSO, based on this scenario?

A. Identity Provider, because the API calls are authenticated by Salesforce.

B. Connected App, because Salesforce is connected with Employee portal via APL
C. An independent system, because Salesforce is not part of the SSO setup.

D. Service Provider, because Salesforce is the application for managing ideas.

Answer: C

NEW QUESTION # 147

Universal Containers (UC) has built a custom token-based Two-factor authentication (2FA) system for their existing on-premise
applications. They are now implementing Salesforce and would like to enable a Two-factor login process for it, as well. What is the
recommended solution as Architect should consider?

A. Use the custom 2F A system for on-premise applications and native 2FA for Salesforce.

B. Replace the custom 2F A system with Salesforce 2FA for on-premise applications and Salesforce.

C. Use Custom Login Flows to connect to the existing custom 2FA system for use in Salesforce.

D. Replace the custom 2F A system with an AppExchange App that supports on premise application and salesforce.

Answer: B

Explanation:

Explanation

The recommended solution for UC to enable a two-factor login process for Salesforce and their existing on-premise applications is
to replace the custom 2FA system with Salesforce 2FA for on-premise applications and Salesforce. Salesforce 2FA is a feature that
requires users to verify their identity with a second factor, such as a verification code or a mobile app, after entering their username
and password. Salesforce 2FA can be enabled for both Salesforce and on-premise applications by using one of the following
methods:

Use Salesforce Authenticator, a mobile app that generates verification codes or sends push notifications to users' devices.

Use a third-party authenticator app, such as Google Authenticator or Microsoft Authenticator, that generates verification codes
based on a shared secret key.

Use a vertfication code sent by email or SMS to users' registered email address or phone number.

Use a U2F security key, such as YubiKey, that plugs into users' devices and provides a physical token.

By replacing the custom 2F A system with Salesforce 2FA, UC can benefit from the following advantages:

Improved security and compliance by using a standard and proven 2FA solution that protects against phishing, credential theft, and
brute force attacks.

Reduced complexity and cost by eliminating the need to maintain a custom 2FA system and integrating it with Salesforce.
Enhanced user experience and convenience by providing multiple options for verifying identity and allowing users to remember
trusted devices or browsers.

The other options are not recommended solutions for this scenario. Using the custom 2FA system for on-premise applications and
native 2FA for Salesforce would create inconsistency and confusion for users who have to use different methods of verification for



different applications. Replacing the custom 2FA system with an AppExchange app that supports on-premise applications and
Salesforce would require UC to find an app that meets their specific needs and pay for its license and maintenance. Using custom
login flows to connect to the existing custom 2FA system for use in Salesforce would require UC to write custom code and logic to
invoke the custom 2F A system from Salesforce, which could introduce security and performance issues. References: [Two-Factor
Authentication], [Salesforce Authenticator], [Third-Party Authenticator Apps], [Verification Code via Email or SMS], [U2F
Security Keys], [Custom Login Flows]

NEW QUESTION # 148
Universal containers (UC) is setting up their customer Community self-registration process. They are uncomfortable with the idea of
assigning new users to a default account record. What will happen when customers self-register in the community?

A. The self-registration page will ask user to select an account.

B. The self-registration page will create a new account record.

C. The self-registration process will produce an error to the user.

D. The self-registration process will create a person Account record.

Answer: D

Explanation:

Explanation

When customers self-register in the community, the self-registration process will create a person account record. A person account
is a special type of account that combines both account and contact information in one record. This allows customers to have their
own individual accounts without being associated with a default account. Option A is not a good choice because the self-registration
process will not produce an error to the user, unless there is some configuration or validation issue. Option B is not a good choice
because the self-registration page will not ask user to select an account, unless it is customized to do so. Option D is not a good
choice because the self-registration page will not create a new account record, unless it is customized to do so.

References: [How to Provision Salesforce Commumities Users], [Salesforce Licensing]

NEW QUESTION # 149

Northern Trail Outfitters (NTO) has a requirement to ensure all user logins include a single multi-factor authentication (MFA)
prompt. Currently, users are allowed the choice to login with a username and password or via single sign-on against NTO's
corporate Identity Provider, which includes built-in MFA.

‘Which configuration will meet this requirement?

e A Create and assign a permission set to all employees that includes "MFA for User Interface Logins."

¢ B. For all employee profiles, set the Session Level Required at Logn to High Assurance and add the corporate identity
provider to the High Assurance list for the org's Session Security Levels.

e C. Enable "MFA for User Interface Logins" for your organization from Setup -> Identity Verification.

e D. Create a custom login flow that enforces MFA and assign it to a permission set. Then assign the permission set to all
employees.

Answer: C

Explanation:

Explanation

Enabling "MFA for User Interface Logins" for the organization is the simplest way to ensure that all user logins include a single MFA
prompt. This setting applies to both direct logins and SSO logins, and overrides any other MF A settings at the profile or permission
set level. References: Enable MFA for Direct User Logins, Everything You Need to Know About MFA Auto-Enablement and
Enforcement

NEW QUESTION # 150
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