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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q28-Q33):
NEW QUESTION # 28 
An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator noticed
that some of the switches in the network continue to send traffic to the former primary unit.
The administrator decides to enable the setting link-failed-signal to fix the problem.
Which statement is correct regarding this command?

A. Sends a link failed signal to all connected devices.
B. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.
C. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new
master after a failover.
D. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover occurs.
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Answer: D

NEW QUESTION # 29 
An administrator has configured a dial-up IPsec VPN with one phase 2, extended authentication (XAuth) and IKE mode
configuration.
The administrator has also enabled the IKE real time debug:
diagnose debug application ike-1
diagnose debug enable
In which order is each step and phase displayed in the debug output each time a new dial-up user is connecting to the VPN?

A. Phase1; XAuth; IKE mode configuration; phase2.
B. Phase1; XAuth; phase 2; IKE mode configuration.
C. Phase1; IKE mode configuration; phase 2; XAuth.
D. Phase1; IKE mode configuration; XAuth; phase 2.

Answer: A

NEW QUESTION # 30 
Which of the following conditions must be met for a static route to be active in the routing table?
(Choose three.)

A. The next-hop IP address is up.
B. The link health monitor (if configured) is up.
C. The next-hop IP address belongs to one of the outgoing interface subnets.
D. There is no other route, to the same destination, with a higher distance.
E. The outgoing interface is up.

Answer: B,C,E

NEW QUESTION # 31 
Refer to the exhibits, which show the configuration on FortiGate and partial session information for internet traffic from a user on the
internal network.



If the priority on route ID 2 were changed from 10 to 0, what would happen to traffic matching that user session?

A. The session would remain in the session table, and its traffic would egress from port1.
B. The session would be deleted, and the client would need to start a new session.
C. The session would remain in the session table, but its traffic would now egress from both port1 and port2.
D. The session would remain in the session table, and its traffic would egress from port2.

Answer: A

NEW QUESTION # 32 
Refer to the exhibit, which shows a partial enterprise network.

An administrator would like the area 0.0.0.0 to detect the external network.
What must the administrator configure?

A. Configure a distribute-route-map-in on FortiGate B.
B. Set the area 0.0.0.l type to stub on FortiGate A and B.



C. Enable RIP redistribution on FortiGate B.
D. Configure a virtual link between FortiGate A and B.

Answer: C

Explanation:
The diagram shows amulti-area OSPF networkwhere:
#FortiGate Ais inOSPF Area 0 (Backbone area).
#FortiGate Bis inOSPF Area 0.0.0.1and is connected to anRIP network.
To ensure thatOSPF Area 0 (0.0.0.0) learns routes from the external RIP network, FortiGate B must redistribute RIP routes into
OSPF.
Steps to achieve this:
1.Enable route redistribution on FortiGate Bto inject RIP-learned routes into OSPF.
2. This allows OSPFArea 0.0.0.1to forward RIP routes toOSPF Area 0 (0.0.0.0), making the external network visible.
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