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¢ Security and Compliance: This section measures skills of Security Engineers and includes implementing
1AM policies, roles, MFA, and access controls. It focuses on troubleshooting access issues, enforcing

bEY 71 compliance, securing data at rest and in transit using AWS KMS and ACM, protecting secrets, and

applying findings from Security Hub, GuardDuty, and Inspector.

¢ Deployment, Provisioning, and Automation: This section measures the skills of Cloud Engineers and covers

provisioning and maintaining cloud resources using AWS CloudFormation, CDK, and third-party tools. It
hEY 72 evaluates automation of deployments, remediation of resource issues, and managing infrastructure using
Systems Manager and event-driven processes like Lambda or S3 notifications.
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¢ Reliability and Business Continuity: This section measures the skills of System Administrators and focuses

on maintaining scalability, elasticity, and fault tolerance. It includes configuring load balancing, auto scaling,
bEY 73 Multi-AZ deployments, implementing backup and restore strategies with AWS Backup and versioning,
and ensuring disaster recovery to meet RTO and RPO goals.

¢ Networking and Content Delivery: This section measures skills of Cloud Network Engineers and focuses

on VPC configuration, subnets, routing, network ACLs, and gateways. It includes optimizing network cost
ey 74 and performance, configuring DNS with Route 53, using CloudFront and Global Accelerator for content
delivery, and troubleshooting network and hybrid connectivity using logs and monitoring tools.

¢ Monitoring, Logging, Analysis, Remediation, and Performance Optimization: This section of the exam
measures skills of CloudOps Engineers and covers implementing AWS monitoring tools such as
CloudWatch, CloudTrail, and Prometheus. It evaluates configuring alarms, dashboards, and notifications,
analyzing performance metrics, troubleshooting issues using EventBridge and Systerms Manager, and
applying strategies to optimize compute, storage, and database performance.
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HH #64

An ecommerce company uses Amazon ElastiCache (Redis OSS) for caching product queries.

The CloudOps engineer observes a large number of cache evictions in Amazon CloudWatch metrics and needs to reduce evictions
while retaining popular data in cache.

‘Which solution meets these requirements with the least operational overhead?

e A Migrate to a new ElastiCache cluster with larger nodes.
* B. Add another node to the ElastiCache cluster.

e (. Increase the ElastiCache TTL value.

e D. Decrease the ElastiCache TTL value.

Ef#: A

R -

According to the AWS Cloud Operations and ElastiCache documentation, cache evictions occur when the cache runs out of
memory and must remove itenrs to make space for new data.

To reduce evictions and retain frequently accessed items, AWS recommends increasing the total available memory -- either by
scaling up to larger node types or scaling out by adding shards/nodes. Migrating to a cluster with larger nodes is the simplest and
most efficient solution because it immediately expands capacity without architectural changes.

Adjusting TTL (Options B and C) controls expiration timing, not memory allocation. Adding a single node (Option A) may help, but
redistributing data requires resharding, introducing more complexity.

Thus, Option D provides the lowest operational overhead and ensures high cache hit rates by increasing total cache memory.

I #65
A company runs an application on Amazon EC2 instances behind an Elastic Load Balancer (ELB) in an Auto Scaling group. The
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application performs well except during a 2-hour period of daily peak traffic, when performance slows.
A CloudOps engineer must resolve this issue with minimal operational effort.
‘What should the engineer do?

¢ A Create a scheduled scaling action to scale out the number of EC2 instances shortly before the increase in user traffic
occurs.

¢ B. Manually add a few more EC2 instances to the Auto Scaling group to support the increase in user traffic. Enable instance
scale-in protection on the Auto Scaling group.

¢ C. Adjust the launch tenplate that is associated with the Auto Scaling group to be more sensitive to increases in user traffic.

¢ D. Adjust the mnimum capacity of the Auto Scaling group to the size required to meet the increased demand during the 2-
hour period.

Ef#: A

TR

According to the AWS Cloud Operations and Compute documentation, when workloads exhibit predictable traffic patterns, the
best practice is to use scheduled scaling for Amazon EC2 Auto Scaling groups.

With scheduled scaling, administrators can predefine the desired capacity of an Auto Scaling group to increase before anticipated
demand (in this case, before the 2-hour peak) and scale back down afterward. This ensures that sufficient compute capacity is
provisioned proactively, avoiding performance degradation while maintaining cost efficiency.

AWS notes: "Scheduled actions enable scaling your Auto Scaling group at predictable times, allowing you to pre-warm instances
before demand spikes." Manual scaling (Option D) adds operational overhead. Adjusting launch templates (Option B) doesn't affect
scaling behavior, and permanently increasing minimum capacity (Option A) wastes resources outside of peak hours.

Thus, Option C provides an automated, cost-effective, and operationally efficient CloudOps solution.

HEH # 66

A company runs a retail website on multiple Amazon EC2 instances behind an Application Load Balancer (ALB). The company
nust secure traffic to the website over an HTTPS connection.

‘Which combination of actions should a SysOps administrator take to meet these requirements? (Select TWO.)

A. Create a public certificate in AWS Certificate Manager (ACM).
B. Create a private certificate in AWS Certificate Manager (ACM).
C. Export the certificate, and attach it to the website.

D. Attach the certificate to each EC2 instance.

E. Attach the certificate to the ALB.

IEf#: A\ E

fi .-

Comprehensive and Detailed Explanation From Exact Extract of AWS CloudOps Documents:

To secure nbound web traffic over HTTPS when using an Application Load Balancer, AWS CloudOps best practices recommend
terminating TLS at the load balancer. This is achieved by attaching an SSI/TLS certificate directly to the ALB listener. Therefore,
option B is required. By terminating HTTPS at the ALB, traffic between clients and the load balancer is encrypted, and the ALB can
then forward traffic to backend EC2 instances using HTTP or HTTPS based on design requirements.

The certificate used for a public-facing retail website must be trusted by internet browsers. AWS Certificate Manager (ACM) public
certificates are specifically designed for this purpose and are trusted by common browsers and operating systens. Therefore, option
D is required. ACM manages certificate provisioning, renewal, and deployment automatically, which significantly reduces operational
overhead.

Option A is incorrect because attaching certificates to each EC2 instance is unnecessary and does not scale well. Option C is
ncorrect because private certificates are intended for internal use cases and are not trusted by public browsers. Option E is incorrect
because ACM-managed public certificates cannot be exported; they must be attached directly to supported AWS services such as
ALBs.

This approach aligns with AWS CloudOps guidance for secure, scalable, and highly available HTTPS architectures.

References:

Elastic Load Balancing User Guide - HTTPS listeners for Application Load Balancers AWS Certificate Manager User Guide -
Public certificates AWS SysOps Admmistrator Study Guide - Securing applications with ALB and ACM

HH #67
A SysOps administrator needs to implement a solution that protects credentials for an Amazon RDS for MySQL DB instance. The



solution must rotate the credentials automatically one time every week.
‘Which combination of steps will meet these requirements? (Select TWO.)

A. Create an AWS Lambda function to rotate the credentials.

B. Configure an RDS proxy to store the credentials.

C. Add the credentials to AWS Systerms Manager Parameter Store.

D. Add the credentials to AWS Secrets Manager.

E. Create an AWS Systens Manager Autormation runbook to rotate the credentials.

IE%: A\ D

TR

Comprehensive and Detailed Explanation From Exact Extract of AWS CloudOps Documents:

The correct answers are B and D. AWS CloudOps documentation clearly states that AWS Secrets Manager is the recommended
service for storing and managing database credentials securely. Secrets Manager integrates natively with Amazon RDS and supports
automatic, scheduled secret rotation.

To rotate credentials weekly, Secrets Manager requires a Lambda rotation function. AWS provides managed rotation templates for
Amazon RDS for MySQL that update the database password and the stored secret atomically. This combination ensures credentials
are protected, rotated automatically, and audited with minimal operational effort.

Option A is incorrect because RDS Proxy does not store or rotate credentials; it only retrieves them from Secrets Manager. Option
C is incorrect because Systems Manager Parameter Store does not support native automatic rotation. Option E is incorrect because
Automation runbooks are not the recommended mechanism for secrets rotation and add unnecessary complexity.

AWS CloudOps best practices strongly recommend Secrets Manager with Lambda-based rotation for database credential
protection and compliance.

References:

AWS Secrets Manager User Guide - Automatic Rotation

Amazon RDS User Guide - Credential Management

AWS SysOps Administrator Study Guide - Secrets and Key Management

B #68

A mutltinational company uses an organization in AWS Organizations to manage over 200 member accounts across multiple AWS
Regions. The company must ensure that all AWS resources meet specific security requirements.

The company must not deploy any EC2 instances in the ap-southeast-2 Region. The company must completely block root user
actions in all member accounts. The company must prevent any user from deleting AWS CloudTrail logs, including administrators.
The company requires a centrally managed solution that the company can automatically apply to all existing and fiture accounts.
Which solution will meet these requirements?

¢ A Enable AWS Security Hub across the organization. Create custom security standards to enforce the security requirements.
Use AWS CloudFormation StackSets to deploy the standards to all the accounts in the organization. Set up Security Hub
automated remediation actions.

¢ B. Create AWS Config rules with remediation actions in each account to detect policy violations.
Implement IAM permissions boundaries for the account root users.

e C. Use AWS Control Tower for account governance. Configure Region deny controls. Use Service Control Policies (SCPs)
to restrict root user access.

¢ D. Configure AWS Firewall Manager with security policies to meet the security requirements. Use an AWS Config
aggregator with organization-wide conformance packs to detect security policy violations.

Ef: C

AR

AWS CloudOps governance best practices emphasize centralized account management and preventive guardrails. AWS Control
Tower integrates directly with AWS Organizations and provides "Region deny controls" and "Service Control Policies (SCPs)" that
apply automatically to all existing and newly created member accounts. SCPs are organization-wide guardrails that define the
maximum permissions for accounts. They can explicitly deny actions such as launching EC2 instances in a specific Region, or block
root user access.

To prevent CloudTrail log deletion, SCPs can also include denies on cloudtrail:DeleteTrail and s3:

DeleteObject actions targeting the CloudTrail log S3 bucket. These SCPs ensure that no user, including administrators, can violate
the compliance requirements.

AWS documentation under the Security and Compliance domain for CloudOps states:

"Use AWS Control Tower to establish a secure, compliant, multi-account environment with preventive guardrails through service



control policies and detective controls through AWS Config." This approach meets all stated needs: centralized enforcement,
autormatic propagation to new accounts, region- based restrictions, and immutable audit logs. Options A, B, and D either detect
violations reactively or lack complete enforcement and automation across future accounts.

References:* AWS Certified CloudOps Engineer - Associate (SOA-C03) Exam Guide - Domain 4: Security and Compliance™*
AWS Control Tower - Preventive and Detective Guardrails* AWS Organizations - Service Control Policies (SCPs)* AWS Well-
Architected Framework - Security Pillar (Governance and Centralized Controls)
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