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Fortinet NSES_FNC_AD 7.6 Exam Syllabus Topics:

Topic Details

e Integration: This domain addresses connecting FortiNAC-F with other systens using Syslog and SNMP
traps, managing multiple instances through FortiNAC-F Manager, and integrating Mobile Device
Management for extending access control to mobile devices.

Topic 1

¢ Concepts and Initial Configuration: This domain covers organizing infrastructure devices within FortiNAC-
F and understanding isolation networks for quarantining non-compliant devices. It includes using the

Topic 2
ope configuration wizard for initial system setup and deployment.

e Network Visibility and Monitoring: This domain covers managing guest and contractor access, utilizing
logging options for tracking network events, configuring device profiling for automatic device identification

Topic 3
Pl and classification, and troubleshooting network device connection issues.

¢ Deployment and Provisioning: This domain focuses on configuring security automation for automatic event
responses, implementing access control policies, setting up high availability for system redundancy, and

Topic 4 . . - . .
creating security policies to enforce network security requirements.
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Fortinet NSE 5 - FortiNAC-F 7.6 Administrator Sample Questions (Q32-
Q37):

NEW QUESTION # 32

An administrator wants to build device profiling rules based on network traffic, but the network session view is not populated with
any records.

Which two settings can be enabled to gather network session information? (Choose two.)
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A. Netflow setting on the FortiNAC-F interfaces

B. Network traffic polling on any modeled infrastructure device
C. Layer 3 polling on the infrastructure devices

D. Firewall session polling on modeled FortiGate devices

Answer: AD

Explanation:

In FortiNAC-F, the Network Sessions view provides a real-time and historical log of traffic flows, including source/destination IP
addresses, ports, and protocols. This data is essential for building Device Profiling Rules that rely on "Traffic Patterns" or "Network
Footprints" to identify devices (e.g., an [P camera communicating with its specific NVR). If the network session view is empty, the
system is not receiving the necessary flow or session data from the network infrastructure.

According to the FortiNAC-F Admmnistration Guide, there are two primary methods to populate this view:

NetFlow/sFlow/IPFIX (C): FortiNAC-F can act as a flow collector. By enabling NetFlow settings on the FortiNAC-F service
interface (port2/ethl) and configuring your switches or routers to export flow data to the FortiNAC IP, the system can parse these
packets and record sessions.

Firewall Session Polling (B): For environments with FortiGate firewalls, FortiNAC-F can proactively poll the FortiGate via the
REST API to retrieve its current session table. This is particularly useful as it provides session visibility without requiring the
overhead of configuring NetFlow on every access layer switch.

Settings like Layer 3 Polling (D) only provide ARP table mappings (IP to MAC correlation) and do not provide the detailed flow
information required for the session view.

"The Network Sessions view displays information regarding active and inactive network traffic sessions... To populate this view,
FortiNAC must receive data through one of the following methods: * NetFlow/sFlow Support: Configure network devices to send
flow data to the FortiNAC service mterface. * Firewall Session Polling: Enable session polling on modeled FortiGate devices to
retrieve session information via API. These records are then used by the Device Profiler to match rules based on traffic patterns." -
FortiNAC-F Administration Guide: Network Sessions and Flow Data Collection.

NEW QUESTION # 33
Refer to the exhibit.
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An administrator has configured the DHCP scope for a registration isolation network, but the isolation process isn't working.
What is the problem with the configuration?

A. The lease pool does not contain a complete subnet.
B. The gateway defined for the scope is incorrect.

C. The domain name server designation is incorrect.
D. The label uses a systemr-reserved value.

Answer: B

Explanation:

In a FortiNAC-F deployment, the configuration of the DHCP scope for isolation networks (Registration, Remediation, etc.) must
perfectly align with the underlying network infrastructure to ensure that isolated hosts can communicate with the FortiNAC
appliance. In the provided exhibits, there is a clear discrepancy between the DHCP configuration and the Network Topology.

As shown in the "Network Topology" exhibit, the Registration Network resides on a router interface (or sub-interface) with the IP
address 192.168.180.1. This address represents the default gateway for any host placed into the Registration VLAN. However, the
"DHCP configuration” exhibit shows the scope "REG-ScopeOne" configured with a Gateway of 10.0.1.254. This 10.0.1.254
address belongs to the management/service network (port2 of FortiNAC), not the registration subnet. If a host in the Registration
VLAN receives this incorrect gateway via DHCP, it will attempt to send all off-link traffic to an unreachable IP, preventing it from
loading the Captive Portal or communicating with the FortiNAC server.

According to the FortiNAC-F Configuration Wizard Reference, when defining a Layer 3 network scope, the "Gateway" field must
contain the IP address of the router interface that acts as the gateway for that specific isolation VLLAN. The FortiNAC appliance
itself usually sits on a different subnet, and traffic is directed to it via the router's DHCP Relay (IP Helper) and DNS redirection.
"When configuring scopes for a Layer 3 network, the Gateway value must be the IP address of the router interface for that subnet.
This allows the host to reach its local gateway to route traffic. If the gateway is misconfigured, the host will be unable to reach the
FortiNAC ethl/port2 interface for registration... Ensure the Gateway matches the network topology for the isolation VLAN." -
FortiNAC-F Configuration Wizard Reference Manual: DHCP Scopes.

NEW QUESTION # 34
A healthcare organization is integrating FortiNAC-F with its existing MDM. Communication is failing between the systemns.
What could be a probable cause?

A. SOAP API commumication is failing
B. REST API communication is failing
C. SSH comnumication is failing

D. Security Fabric traffic is failing

Answer: B



Explanation:

The integration between FortiNAC-F and Mobile Device Management (MDM) platforns (such as Microsoft Intune, VMware
Workspace ONE, or Jamf) is a critical component for providing visibility into mobile assets that do not connect directly to the
managed infrastructure via standard wired or wireless protocols.

According to the FortiNAC-F MDM Integration Guide, the communication between the FortiNAC-F appliance and the MDM
server is handled through REST API calls. FortiNAC-F acts as an API client, periodically polling the MDM server to retrieve
device metadata, compliance status, and ownership information. If communication is failing, it is most likely because the API
credentials (Client ID/Secret) are incorrect, the MDM's API endpoint is unreachable from the FortiNAC-F service port, or the SSL
certificate presented by the MDM is not trusted by the FortiNAC-F root store.

While SSH (B) is used for switch CLI management and the Security Fabric (A) uses proprietary protocols for FortiGate
synchronization, neither is the primary vehicle for MDM data exchange. SOAP API (D) is an older protocol that has been largely
replaced by REST in modern FortiNAC integrations.

"FortiNAC integrates with MDM systems by utilizing REST API commumication to query the MDM database for device
information. To establish this link, administrators must configure the MDM Service Connector with the appropriate AP URL and
authentication credentials. If the '"Test Connection' fails, verify that the FortiNAC can reach the MDM provider via the REST API
port (usually HTTPS 443)." - FortiNAC-F Administration Guide: MDM Integration and Troubleshooting.

NEW QUESTION # 35

A network administrator is troubleshooting a network access issue for a specific host. The administrator suspects the host is being
assigned a different network access policy than expected.

Where would the administrator look to identify which network access policy, if any, is being applied to a particular host?

A. The Connections view

B. The Port Properties view of the hosts port
C. The Policy Details view for the host

D. The Policy Logs view

Answer: C

Explanation:

When troubleshooting network access in FortiNAC-F, it is offen necessary to verify exactly why a host has been granted a specific
level of access. Since FortiNAC-F evaluates policies from the top down and assigns access based on the first match, an
administrator needs a clear way to see the results of this evaluation for a specific live endpoint.

The Policy Details (C) view is the designated tool for this purpose. By navigating to the Hosts > Hosts (or Adapter View) in the
Administration U, an administrator can search for the specific MAC address or IP of the host in question. Right-clicking on the host
record reveals a context menu from which Policy Details can be selected. This view provides a real-time "look" into the policy
engine's decision for that specific host, showing the Network Access Policy that was matched, the User/Host Profile that triggered
the match, and the resulting Network Access Configuration (VLAN/ACL) currently applied.

While Policy Logs (A) provide a historical record of all policy transitions across the system, they are often too high-volume to
efficiently find a single host's current state. The Connections view (B) shows the physical port and basic status but lacks the granular
policy logic breakdown. The Port Properties (D) view shows the configuration of the switch interface itself; which is only one
component of the final access determination.

"To identify which policy is currently applied to a specific endpoint, use the Policy Details view. Navigate to Hosts > Hosts, select
the host, right-click and choose Policy Details. This window displays the specific Network Access Policy, User/Host Profile, and
Network Access Configuration currently in effect for that host record." - FortiNAC-F Admunistration Guide: Policy Details and
Troubleshooting,

NEW QUESTION # 36
A user was attenpting to register their host through the registration captive portal. After successfllly registering, the host remained in
the registration VLAN. Which two conditions would cause this behavior? (Choose two.)

A. There is no agent installed on the host.

B. There is another unregistered host on the same port

C. The port default VLAN is the same as the Registration VLAN.
D. The wrong agent s installed.

Answer: B,C

Explanation:



The process of moving a host firom a Registration VLAN to a Production VLAN (Access VLAN) is a fundamental part of the
FortiNAC-F "VLAN steering" workflow. When a host successfully registers via the captive portal, FortiNAC-F evaluates its
Network Access Policies to determine the correct VLAN. If the host remains stuck in the Registration VLAN despite a successful
registration, it is typically due to port-level restrictions or the presence of other unregistered devices.

The two most common reasons for this behavior as per the documentation are:

The port default VLAN is the same as the Regjstration VLAN: If the "Default VLAN" field in the switch port's model configuration
is set to the same ID as the Registration VLAN, the port will not change state because FortiNAC-F believes it is already in its
"normal” or "forced" state.

There is another unregistered host on the same port: FortiNAC-F maintains the security posture of the physical port. If multiple hosts
are connected to a single port (e.g., via a hub or unmanaged switch) and at least one host remains "Rogue" (unregistered),
FortiNAC-F will generally keep the entire port in the isolation/registration VLAN to prevent the unregistered host from gaining
unauthorized access to the production network.

Issues with agents (A, B) typically prevent a host from conmpleting compliance or registration but do not usually result in a "stuck"
status after registration has already been marked as successful in the system.

"Ifa port is identified as having Multiple Hosts, and those hosts require different levels of access, FortiNAC remains in the most
restrictive state (Regjstration or Isolation) until all hosts on that port are authorized... Additionally, verify the Default VLAN setting
for the port; if the Default VLAN and Registration VLAN match, the system will not trigger a VLAN change upon regjstration." -
FortiNAC-F Administration Guide: Troubleshooting Host Management.

NEW QUESTION # 37
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allotted to each topic. The best way to counter them s to use an updated NSES_ FNC_AD 7.6 Dunps.
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