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Palo Alto Networks XSOAR-Engineer Exam Syllabus Topics:

Topic Details

Topic 1

Use Case Planning and Development: This domain focuses on designing security use cases through incident
and indicator lifecycle management, field and layout customization, classifier and mapper configuration,
incident creation methods, pre
post-processing, and incident type configuration with playbooks, layouts, SLAs, and lists.

Topic 2

Planning, Installation, and Maintenance: This domain covers system setup and administration including
authentication configuration, engine deployment, dev
prod environment planning, Marketplace pack management, integration instance configuration, and system
maintenance.

Topic 3
Incident Interactions and Reporting: This domain covers incident operations including states and actions,
War Room activities, incident relationships, and dashboard and report configuration for metrics and
visualization.
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Topic 4
Threat Intelligence Management: This domain focuses on threat intelligence operations including indicator
creation and configuration, indicator relationships, enrichment with source reliability, external intelligence
sharing, and exclusion list management.

Topic 5
Playbook Development: This domain addresses automation through playbook creation including task
configuration, context data manipulation, various task types, sub-playbooks with looping, filters and
transformers, debugger usage, built-ins and scripts, automation script creation, and job management.

Palo Alto Networks XSOAR Engineer Sample Questions (Q191-Q196):
NEW QUESTION # 191 
An administrator wants to run an automation in the War Room to set the incident field "Description" to
"Confirmed Phishing". Which command should they enter in the War Room CLI?

A. /incidentSet description=Confirmed Phishing
B. !setIncident description="Confirmed Phishing"
C. !incidentSet description="Confirmed Phishing"
D. /setIncident description=Confirmed Phishing

Answer: C

NEW QUESTION # 192 
Which playbook will a job run by default?

A. The playbook assigned to the incident type
B. The playbook assigned by the integration
C. The playbook assigned to the indicator type
D. The playbook assigned during pre-processing

Answer: A

NEW QUESTION # 193 
An XSOAR Engineer has developed a playbook and would like to contribute it to the XSOAR Marketplace to share with other
users.
Which two options are available to the Engineer for contributing to the Marketplace? (Choose two.)

A. Create a pull request directly on Github
B. Contribute through the XSOAR UI
C. Send an email to contributions@xsoar.com
D. Open a ticket with the XSOAR support team

Answer: A,B

NEW QUESTION # 194 
Which two methods are used to add new content to the XSOAR Content Repository? (Choose two.)

A. Create a support ticket with the custom content for review by the support team
B. Create content and add it to the standard content by contributing through the Marketplace
C. Any custom content will be automatically uploaded to the content repository
D. Use the XSOAR GitHub Contribution Guide to add the contribution to the standard content

Answer: B,C

NEW QUESTION # 195 



An engineer's organization system is registered in the following manner: <SiteName-SystemID- Username>.
The engineer created a new indicator type for detecting systems using regex. The engineer would now like the username to be
created as a separate 'User' indicator automatically once a system is found.
What is the most efficient way for the engineer to achieve this?

A. Create a custom indicator field named 'username' and link it to the internal system indicator
B. Create a new indicator type of the internal username and have the regex included on any string that has dash at the
beginning
C. Change the reputation command for the internal system indicator type
D. Create a new indicator type of the internal username and set a formatting script to extract only theusername

Answer: D

Explanation:
Reference: https://docs.paloaltonetworks.com/cortex/cortex-xsoar/6-0/cortex-xsoar-threat-intel-management- guide/manage-
indicators/understand-indicators/indicator-types/indicator-type-profile

NEW QUESTION # 196
......
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