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Palo Alto Networks Cybersecurity Practitioner Sample Questions (Q56-
Q61):

NEW QUESTION # 56

In addition to integrating the network and endpoint components, what other component does Cortex integrate to speed up IoC
investigations?

A. Infrastructure

B. Computer

C. Switch
D. Cloud

Answer: D

Explanation:
Cortex XDR breaks the silos of traditional detection and response by natively integrating network, endpoint, and cloud data to stop
sophisticated attacks

NEW QUESTION # 57
How does adopting a serverless model impact application development?

A. slows down the deployment of application code, but it improves the quality of code development

B. costs more to develop application code because it uses more compute resources

C. reduces the operational overhead necessary to deploy application code

D. prevents developers from focusing on just the application code because you need to provision the underlying infrastructure
to run the code

Answer: C

Explanation:
List three advantages of serverless computing over
CaaS: - Reduce costs - Increase agility - Reduce operational overhead

NEW QUESTION # 58
Which activity is a technique in the MITRE ATT&CK framework?

A. Account discovery

B. Lateral movement

C. Resource development
D. Credential access

Answer: A

Explanation:

Account discovery is a technique in the MITRE ATT&CK framework under the Discovery tactic. It involves adversaries attempting
to identify user accounts on a system or network.

Credential access, lateral movement, and resource development are tactics - high-level objectives an attacker is trying to achieve.

NEW QUESTION # 59
‘Which action must Secunty Operations take when dealing with a known attack?

A. Limit the scope of who knows about the incident.

B. Increase the granularity of the application firewall.

C. Disclose details of lhe attack in accordance with regulatory standards.
D. Document, monitor, and track the incident.



Answer: D

Explanation:

Security Operations (SecOps) is the process of coordinating and aligning security teams and IT teams to improve the security
posture of an organization. SecOps involves implementing and maintaining security controls, technologies, policies, and procedures
to protect the organization from cyber threats and incidents. When dealing with a known attack, SecOps must take the following
action: document, monitor, and track the incident. This action is important because it helps SecOps to:

* Record the details of the attack, such as the source, target, impact, timeline, and response actions.

* Monitor the status and progress of the incident response and recovery efforts, as well as the ongoing threat activity and indicators
of compromise.

* Track the performance and effectiveness of the security controls and technologies, as well as the lessons learned and improvement
opportunities. Reference:

* Palo Alto Networks Certified Cybersecurity Entry-level Technician (PCCET)

* 6 Incident Response Steps to Take After a Security Event - Exabeam

* Dealing with Cyber Attacks-Steps You Need to Know | NIST

NEW QUESTION # 60
Which key component is used to configure a static route?

A. next hop IP address
B. enable setting

C. routing protocol

D. router ID

Answer: A

Explanation:

A static route is a manually configured route that specifies the destination network and the next hop IP address or interface to reach
it. A static route does not depend on any routing protocol and remains in the routing table until it is removed or overridden. Static
routes are useful for defining default routes, reaching stub networks, or providing backup routes in case of link failures. To configure
a static route in a virtual router on a Palo Alto Networks firewall, you need to specify the name, destination, interface, and next hop
IP address or virtual router of the route. Reference: Configure a Static Route in Virtual Routers, Palo Alto Networks Certified
Cybersecurity Entry-level Technician (PCCET), FREE Cybersecurity Education Courses
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