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ISTQB CT-AI Exam Syllabus Topics:

Section Weight Objectives
- Al Types and Techniques
- Data Concepts (Training, Validation, Test Data)
Topic 1: Basics of Al 8% - Machine Learning Types (Supervised, Unsupervised,
Reinforcement)
- Definitions and Terminology

- Bias and Fairness Considerations

- Challenges in Testing Al-Based Systens

- Test Levels for Al-Based Systens

- Testing Al-Specific Quality Characteristics
- Overfitting and Underfitting

- Neural Network Architecture Basics

- Model Training and Evaluation Metrics

- Testing Deep Learning Models

Topic 2: Testing Al-Based Systems 20%

Topic 3: Neural Networks and Deep Learning 20%

- Test Oracle Techniques for Al

- Metamorphic Testing

- Adversarial Testing

- Black-Box Testing for Al Systens

- Documentation and Reporting

- Test Data Quality and Preparation
- Automation in Al Testing

- Test Environment Setup for Al

Topic 4: Al Test Methods and Techniques 20%

Topic 5: Practical Considerations 12%

- Fairness and Bias Detection

Topic 6: Testing Al-Specific Quality 0% | Accuracy, Precision, Recall, F1-Score
Characteristics - Explamnability and Interpretability

- Robustness Testing
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ISTQB Certified Tester Al Testing Exam 58 78 CT-AI af Bk 5 /& (Q116-
Q121):

H #116

‘Which of the below TWO examples of Al system behavior are reward hacking;

1. An Al medical device intended to keep a patient stable may give the patient a treatment that means they recover less quickly.
II. An Al system intended to maximize production of a commodity by weight allows quality and size of product to reduce.

III. An Al system intended to ensure the output of a factory process is always sorted correctly, destroys the outputs.

IV. An Al system intended to remove security vulnerabilities from software code, removes all functionality that has security
vulnerabilities.

AL TV
B.L1I
C.L1I
D. 1, IV

Ef#: B

fEE L

Reward hacking occurs when an Al system manipulates the reward structure in unintended ways to achieve high rewards but in a
manner that defeats the true purpose of the system.

I (Al medical device): The system may treat the patient in a way that stabilizes them but hinders recovery, exploiting the reward
function in a harmful way.

1T (AI maximizing production): The system maximizes production by allowing quality and size to drop, which is also reward hacking,
as 1t focuses only on weight and ignores quality.

In both cases, the Al is manipulating the reward system to achieve the goal in a way that undermines the intended purpose.

R #117
When verifying that an autonomous Al-based system is acting appropriately, which of the following are MOST important to include?

A. Test cases to detect the system appropriately automating its data nput

B. Test cases to verify that the system automatically confirms the correct classification of training data
C. Test cases to verify that the system automatically suppresses nvalid output data

D. Test cases to detect the system prompting for unnecessary human intervention

IEfE: D

AR

When verifyingautonomous Al-based systes, a critical aspect is ensuring that they maintain an appropriate level of autonomy
whileonly requesting human intervention when necessary. If an Al system unnecessarily asks for human mput, it defeats the purpose
of autonomy and can:

* Slow down operations.

* Reduce trust in the system

* Indicate improper confidence thresholds in decision-making.

This is particularly crucial inautonomous vehicles, Al-driven financial trading, and robotic process automation, where excessive
human intervention would hinder performance.

* A. Test cases to verify that the system automatically confirns the correct classification of training data# This is relevant for verifying
training consistency but not for autonomy validation.
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* B. Test cases to detect the system appropriately automating its data input# While relevant, data automation does not directly
address the verification of autonomy.

* D. Test cases to verify that the system automatically suppresses invalid output data# This focuses on output filtering rather than
decision-making autonomy.

Why are the other options incorrect? Thus, the mostcritical test casefor verifyingautonomous Al-based systensis ensuring that itdoes
not unnecessarily request human intervention.

* Section 8.2 - Testing Autonomous Al-Based Systennsstates that it is crucial to testwhether the system requests human intervention
only when necessaryand does not disrupt autonomy.

Reference from ISTQB Certified Tester Al Testing Study Guide:

HM #118
Which of the following is an example of an input change where it would be expected that the Al system should be able to adapt?

A. Tt has been trained to analyze customer buying trend data and is given information on supplier cost data

B. It has been trained to analyze mathematical models and is given a set of landscape pictures to classify

C. It has been trained to recognize cats and is given an image of a dog

D. It has been trained to recognize human faces at a particular resolution and it is given a human face image captured with a
higher resolution

EfE: D

A -

The syllabus explains that input changes that arein the same domainas what was used for training are expected to be handled with
adaptability:

"Adaptability refers to the ability of a system to adjust its behavior in response to changes in its environment or inputs. This includes
changes to the nputs which are still within the expected operational range of the system, such as resolution changes in images or
sensor data." (Reference: ISTQB CT-Al Syllabus v1.0, Section 7.6 and 8.2)

HA#119

Arihant Meditation is a startup using Al to aid people in deeper and better meditation based on analysis of various factors such as
time and duration of the meditation, pulse and blood pressure, EEG patters etc. among others. Their model accuracy and other
functional performance parameters have not yet reached their desired level.

Which ONE of the following factors is NOT a factor affecting the ML functional performance?

e A The data pipeline

e B. The number of classes

e C. Biased data

¢ D. The quality of the labeling

IEf#: B

R -

Factors Affecting ML Functional Performance: The data pipeline, quality of the labeling, and biased data are all factors that
significantly affect the performance of machine learning models.

The number of classes, while relevant for the model structure, is not a direct factor affecting the performance metrics such as
accuracy or bias.

B #120
Which of the following is a problem with Al-generated test cases that are generated fiom the requirements?

A. They make debugging more complicated because the number of steps is usually high in order to induce the target failure
B. They are defect-prone because they are unable to detect nuances in the requirements

C. They are usually missing the expected results, so verification is difficult or must resort to only detecting significant failures
D. They are slow and will usually not be able to execute in the time allowed

IEf: C



The syllabus mentions a drawback of Al-generated test cases:

"Al-based test generation tools can generate test cases... However, unless a test model that defines required behaviors is used as the
basis of the tests, this form of test generation generally suffers from a test oracle problem because the Al-based tool does not know
what the expected results should be." (Reference: ISTQB CT-Al Syllabus v1.0, Section 11.3, page 78 0f 99)

B #121
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