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Microsoft Designing and Implementing Microsoft Azure Networking
Solutions Sample Questions (Q68-Q73):

NEW QUESTION # 68
You have an Azure virtual network named Vnetl that contains two subnets named Subnet] and Subnet2.
You have the NAT gateway shown in the NATgateway1 exhibit.
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You have the virtual machine shown in the VM1 exhibit.
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Subnetl is configured as shown in the Subnet1 exhibit.



Subnet1

Vnet1

Name
Subneti

Subnet address range * (O
| 10.100.1.0/24

10.100.1.0 - 10.100.1.255 (251 + 5 Azure reserved addresses)

D Add IPv6 address space O

NAT gateway "
| NATgateway1 ~ |

MNetwork security group
| None v |

Route table
[ RouteTable1 ~ I

SERVICE ENDPOINTS

Create service gfidpoint pelicies to allow traffic to specific azure rasnulces fmrnxour Co
virtual netWark 'aver service endpoints. Learn more 1L [ |

Services ()
Microsoft.Storage ~ [

Service Status

Microsoft.Storage Succeeded ‘_ﬁ'

Service endpoint policies
| 0selected v |

SUBNET DELEGATION

Delegate subnets to a service ()
| Mone ~ [

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

VM1 can communicate outbound by using NATgatewayl R s O
| o -

The virtual machines in Subnet2 communicate eutbound by using NATgateway1l O

All the virtual machines that use NATgatéwayl to connect to the internet use the same O
public IP address

Answer:

Explanation:

OO0 3



Statements . Yes No

[
-
I
|

VM1 can communicate outbound by using NATgatewayl O

O

—y

The virtual machines in Subnet2 communicate eutbound by using NATgateway1 iO |

OO

All the virtual machines that use NATgateway1 to connect to the internet use the same O
public IP address

Explanation:

Statements Yes No
VM1 can communicate outbound by using NATgateway1 O O
The virtual machines in Subnet2 communicate outbound by using NATgateway1 O O
All the virtual machines that use NATgat€way1 to/tannect tq the-internet use the same O O
public IP address
Box 1: No

VM1 is in Zone2 whereas the NAT Gateway is in Zonel. The VM would need to be in the same zone as the NAT Gateway to be
able to use it. Therefore, VM1 cannot use the NAT gateway.

Box 2: Yes

NATgateway! is configured in the settings for Subnet2.

Box 3:No

The NAT gateway does not have a single public IP address, it has an IP prefix which means more than one IP address. The VMs
the use the NAT Gateway can use different public IP addresses contained within the TP prefix.

Reference:

httpsz/docs.microsoft.conven-us/azure/virtual-network/nat- gateway/nat- gateway-resource

NEW QUESTION # 69

You have an Azure Front Door instance named FD1 that is protected by using Azure Web Application Firewall (WAF).

FDI uses a frontend host named app1.contoso.comto provide access to Azire web apps hosted in the East US Azure region and
the West US Azure region.

You need to configure FD1 to block requests to app1.contoso.com from all countries other than the United States.

‘What should you include in the WAF policy?

A. a customrule that uses a rate limit rule
B. a managed rule set

C. a customrule that uses a match rule
D. a frontend host association

Answer: C

NEW QUESTION # 70

You need to connect an on-premises network and an Azure environment. The solution must use ExpressRoute and support failing
over to a Site-to-Site VPN comnection if there is an ExpressRoute failure.

‘What should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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NEW QUESTION # 71
You have an Azure private DNS zone named contoso.com that is linked to the virtual networks shown in the following table.

10.1.0.0/16
10.2.0.0/16

The links have auto regjstration enabled.
You create the virtual machines shown in the following table.

IP address
%,}alu_
y 10.10
.10.2.10.11
You manually addthefo]lowmg entry to the contoso.com zone:
* Name: VM1

* P address: 10.1.10.9
For each of the following statements, select Yes of the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

GQ““ o

Q
Q

VM2 will resolve vm1.conto: aito

Deletin “axgl VM1 records automatically. Q) «©
C C

a 3 obtains a different IP addveIlLM/ieFecs o‘ﬁtd

automatically.



Answer:
Explanation:
Statements
VM2 will resolve vm1i.contosa.com to 10.1.10.10.
Deleting YM1 will delete all VM1 records automatically

If VM3 obtains a differantiP addrdie folind Azyre, VI 3'S DNS r&ard is updated

automatically

Explanation:
Answer Area D -
Statements I | Yes Ne

VM2 will resolve vm1.contos@ncom to 10.1.10.10. L
Deleting VM1 will daletiedll VM1 records automatically -
If VM3 ght@ansd different IP address from Azure, VM3's DNS record is updated .
automatically’

Box 1: No

The manual DNS record will overwrite the auto-registered DNS record so VM1 will resolve to 10.1.10.9.

Box 2: No

The DNS record for VML is now a manually created record rather than an auto-registered record. Only auto- registered DNS
records are deleted whena VM is deleted.

Box 3:No

This answer depends on how the IP address is changed. To change the IP address ofa VM manually, you would need to select
'Static' as the IP address assignment. In this case, the DNS record will not be updated because only DHCP assigned IP addresses
are auto-registered.

Reference:

https:/docs.microsoft.com/en-us/azure/dns/dns-fag-private

NEW QUESTION # 72

You have three on-premises networks.

You have an Azure subscription that contains a Basic Azure virtual WAN. The virtual WAN contains a single virtual hub and a
virtual network gateway that is limited to a throughput of 1 Gbps.

The on-premises networks connect to the virtual WAN by using Site-to-Site (S2S) VPN connections.

Youneed to increase the throughput of the virtual WAN to 3 Gbps. The solution must minimize administrative effort.

‘What should you do?

A. Increase the number of gateway scale units.

B. Add an additional VPN gateway to the Azure subscription.
C. Create an additional virtual hub.

D. Upgrade the virtual WAN to the Standard SKU.

Answer: A

Explanation:
https://learn.microsoft.conven-us/azure/virtual- wan/gateway- settingsts2s

NEW QUESTION # 73
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