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EAE #80

(Full question statement start from here)

‘When you change FortiSwitch management mode fromstandalonetormanaged, what happens to the existing standalone configuration?
(Choose one answer)

e A FortiSwitch merges the existing standalone configuration with the default FortiLink configuration.

¢ B. FortiSwitch registers to FortiSwitch Cloud to save a copy before managing with FortiGate.

e C. FortiSwitch saves the standalone configuration and changes to the default FortiLink configuration.

e D. FortiGate automatically saves the existing FortiSwitch configuration during the FortiLink management process.
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Y.

When a FortiSwitch is converted fromstandalone (local) management modetoFortiGate-managed mode using FortiLink,
FortiSwitchOS follows a well-defined and protective transition process. According to the FortiSwitchOS 7.6 Administrator Guide,
the switchdoes not mergeits existing standalone configuration with FortiLink-managed settings, nor does FortiGate import or
preserve the active configuration for reuse.

Instead, when the management mode change occurs, the FortiSwitchsaves the current standalone configuration internallyand
thenresets its operational configuration to the default FortiLink configuration. This default configuration is required so the switch can
correctly establish FortiLink control- plane communication with the FortiGate, including CAPWAP-based management, VLAN
4094 usage, and dynamic policy provisioning.

Once the FortiSwitch is under FortiGate management,all configuration is controlled centrally by the FortiGate, including VLLANs,
port policies, security features, and firmware management. The previously saved standalone configuration is retained only as a
backup reference on the switch and isnot actively used unless the switch is later reverted back to standalone mode.

This behavior ensures configuration consistency, prevents conflicts between local and centralized policies, and aligns the switch with
the FortiGate-centricSecurity Fabric architecture. It also avoids unpredictable results that could occur if legacy standalone settings
were merged with FortiLink-managed profiles.

The other options are incorrect because FortiSwitch does not register with FortiSwitch Cloud automatically, does not merge
configurations, and FortiGate does not back up the standalone configuration during onboarding.

Therefore, the correct and fully documented answer isC. FortiSwitch saves the standalone configuration and changes to the default
FortiLink configuration.

EE #81
Youneed to deploy routing on a standalone FortiSwitch and want to maximize routing performance. Which type of routing is best
for this deployment? (Choose one answer)

A. Hardware-based routing because the routing is performed directly by the kernel
B. Hardware-based routing because it relies on ASIC for faster performancel

C. Software-based routing because it is preferred for high-speed backbone networks
D. Software-based routing because it bypasses the CPU to increase routing speed

He. B

MH.

According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6.1 Administration Guide-Standalone Mode,
FortiSwitch units support two primary methods for processing Layer 3 traffic:

software-based routing and hardware-based routing, To maximize performance, the documentation specifies thatHardware-based
routing (Option A)is the superior choice for high-speed environments.

The primary technical reason for this performance advantage is the use ofApplication-Specific Integrated Circuits (ASICs). In
hardware-based routing, the routing table and forwarding information are programmed directly into the switch's specialized hardware
silicon. This allows the FortiSwitch to perform packet lookups and forwarding decisions at "wire speed," which refers to the full
throughput capacity of the physical ports.

By offloading these tasks to the ASIC, the switch minimizes latency and prevents the performance bottlenecks associated with
general-purpose CPU processing,

In contrast,software-based routing(Options B and D) requires the main system CPU and kernel to process every packet, which is
significantly slower and can lead to high CPU utilization during heavy traffic loads.

Option C is factually incorrect because hardware-based routing specifically avoids the kernel's software path to increase speed.
Therefore, for a deployment focused on maximizing routing performance, especially in a backbone or high-density branch
environment, utilizing the ASIC-driven hardware forwarding path is the recommended approach in FortiSwitchOS 7.6.

EAE #82

(Full question statement start from here)

You enable Dynamic Host Configuration Protocol (DHCP) snooping on a VLAN and configure a FortiSwitch port astrustedfor
DHCP snooping. What additional step is required to configure the port as trusted for Dynamic ARP Inspection (DAI)? (Choose one
answer)

A. Manually set the port as trusted for DAI through the CLL
B. Enable IP Source Guard (IPSG) on the port.

C. Enable static MAC learning on the port.

D. DAI implicitly trusts the port.



HE: D

Y.

In FortiSwitchOS 7.6,Dynamic ARP Inspection (DAI)is tightly integrated withDHCP snoopingto provide Layer 2 protection against
ARP spoofing and man-in-the-middle attacks. DAI relies on theDHCP snooping binding table, which contains trusted IP-to-MAC-
to-port mappings learned from legitimate DHCP transactions. Because of this dependency, the trust model for DAI is directly
inherited from DHCP snooping.

According to the FortiSwitchOS 7.6 Administrator Guide, when a switch port is configured astrusted for DHCP snooping, that
same port isautomatically treated as trusted by DAL No additional configuration is required. This implicit trust relationship exists
because trusted DHCP snooping ports are assumed to be connected to legitimate infrastructure devices such as DHCP servers,
routers, or upstream network devices that must be allowed to send valid ARP replies.

On untrusted ports, DAI inspects ARP packets and validates them against the DHCP snooping database. If an ARP packet does
not match an existing binding, it is dropped. On trusted ports, ARP packets bypass DAI inspection to ensure normal network
operation and to avoid blocking valid infrastructure traffic.

The other options are incorrect. There is no separate CLI command required to trust a port for DAI (Option A). IP Source Guard
(Option C) is another Layer 2 security feature that also depends on DHCP snooping but is not required to establish DAI trust. Static
MAC learning (Option D) is unrelated to DAI trust behavior.

Therefore, once a port is configured as trusted for DHCP snooping, DAI implicitly trusts the port, making Option Bthe correct and
fully verified answer based on FortiSwitchOS 7.6 documentation.

HE#83

Exhibit.

LAG and MCLAG are used to increase the available network bandwidth and enable redundancy. How does spanning tree protocol
see MCLAG and LAG ifthey are configured based on the physi-cal view shown in the exhibit? (Choose two)

A. Switch 1. Switch 2, and Switch 3 are seen as one MCLAG peer group
B. Switch 3 and Switch 4 uplinks are treated as single interfaces.

C. Switch 3 and switch 4 are seen as one MCLAG switch client

D. Switch 1 and Switch 2 both seen as one single switch.

HE. BD

MH.

According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, Multichassis Link Aggregation
(MCLAG) and standard Link Aggregation Groups (LAG) are designed to provide link-level and node-level redundancy while
presenting a simplified logical view to the Spanning Tree Protocol (STP).

In the provided topology:

* Logical Switch View (Option D):Switch 1 and Switch 2 are configured asMCLAG peersconnected via an Inter-Chassis Link
(ICL). From the perspective of downstream devices and STP, these two physical switches act as a single logical entity. This
prevents STP from seeing a loop between the two switches and the downstream Switch 3, as the redundant physical paths are
bundled into a single logical MCLAG trunk.

* Logical Interface View (Option B):The exhibit shows Switch 4 connected to Switch 3 via two physical links bundled into alLAG,
and Switch 3 connected to the MCLAG peers via split links. In both cases, STP treats the aggregated physical links as asingle
logical interface. Because the muiltiple physical paths are managed by the Link Aggregation Control Protocol (LACP) as one trunk,
STP does not block individual ports to prevent loops; instead, it sees one high-bandwidth path.

Regarding the incorrect options:Option Ais false because Switch 3 is an MCLAGclient, not a peer in the group.Option Cis incorrect
because Switch 3 and Switch 4 are separate physical and logical nodes; they are not seen as a single client entity by the core.

EE #84

Exhibit.

portl and port2 are the only ports configured with the same native VLAN 10.
What are two reasons that can trigger port1 to shut down? (Choose two.)

A. STP triggered a loop and applied loop guard protection on portl.

B. Loop guard frame sourced from port] was received on portl.

C. portl was shut down by loop guard protection.

D. An endpoint sent a BPDU on portl that it received from another interface.

dY: B,C
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