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¢ Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec

topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex muilti-
FH 1 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.
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¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
=x 2 configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.

¢ Centralized Management: This domamn evaluates network administrators’ competence in deploying and
=3 managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.

¢ Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
=X 4 rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

¢ SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
=5 Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,
routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.
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A2 #18
You have configured the performance SLA with the probe mode as Prefer Passive.
What are two observable impacts of this configuration? (Choose two.)

A. During passive monitoring, the SLA performance rule cannot detect dead members.

B. FortiGate passively monitors the member if [CMP traffic is passing through the member.

C. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

D. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.
E. FortiGate passively monitors the member if TCP traffic is passing through the member.

Y. BE

dE:

FortiGate passively monitors the member if TCP traffic is passing through the member # With Prefer Passive mode, FortiGate
mspects existing traffic (like TCP flows) to measure performance metrics without generating its own probes.

FortiGate passively monitors the member if ICMP trafic is passing through the member # Similarly, when ICMP flows exist,
FortiGate uses them for SLA checks.

EE#19

Refer to the exhibit. An administrator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to configure
the source and destination part of the rule looks as shown in the exhibit. The GUI page shows no option to configure an application
as the destination of the SD-WAN rule Why?
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e A FortiGate allows the configuration of applications as the destination of SD-WAN rules only on the CLI.
e B. You must enable the feature first using the GUI menu System > Feature Visibility.

e C. Younust enable the feature on the CLI

¢ D. You cannot use applications as the destination when FortiGate is used for a DIA setup.

He:. D

EAE #20
Refer to the exhibit, which shows the SD-WAN rule status and configuration.

SD-WAN rule status and configuration

branchl_fgt # diagnose sys sdwan serviced 3

Service (3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority:2
Gen(43), TOS(0x0/0x0), Protocol(0): src(1->65535):dst(1->65535), Mode(priority),
link-cost-factor (packet loss), link-cost-threshold(10), heath-check (HUB1_HC)

Members (3) :
e amn g 1-VPN1 HUBl), alive, latency: 96.349, selected
F- — . 2 81-VPN2 HUBl), alive, latency: 141.278, selected

3: Seq num(6 HUB1-VPN3 HUB1), alive, laténcy: 190.984, selected
Src address(l):
10.0.1.0-10.0.1.255

Dst address(1l):
10.0.0.0-10.255.255.255

branchl_fgt (service) # show
config service
edit 3
set name “Corp”
set mode priority
set dst “Corp-net”
set src “LAN-net”
set health-check “HUB1l_HC”
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 4 5 6
next

Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred member?

e A. When HUBI-VPNI has a latency of 200 ms
¢ B. When HUBI-VPN3 has a latency of 80 ms



e C. When HUBI-VPN3 has a latency of 90 ms
¢ D. When HUBI1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2

HE: A

Y.

The rule is in priority mode with HUB1-VPNI1 (seq 4) as the first preferred member, HUBI-VPN2 second, and HUB1-VPN3
third. Latency itself does not cause HUB1-VPN3 to become preferred unless a higher-priority member fails SLA. IfHUB1-VPN1's
latency exceeds the SLA threshold (here simulated by latency reaching 200 ms), FortiGate stops using it and moves down the
priority list. That is when HUB1-VPN3 could become the active path.

AE#21
Refer to the exhibit. An admmistrator checks the status of an SD-WAN topology using the FortiManager SD-WAN monitor menus.
All members are configured with one or two SLAs. Which two conclusions can you draw fiom the output shown? (Choose two.)

FortiManager SD-WAN monitor
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A. This SD-WAN topology contains only two branch devices.

B. branch2_fgt establishes six tunnels to the hubs and they are all up.
C. One member of branch2_fgt is missing the SLAs.

D. The template view should be used to see the hub devices.

: AC

Y.

The monitor shows only two devices (branchl _fgt and branch2_fgt), indicating the topology contains two branch devices.
HUBI1-VPN2 under branch?_fgt has an orange X, indicating it's up but not meeting SLA requirements - likely due to missing or
failing SLA targets.
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EE #22
Refer to the exhibit.
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The admnistrator used the SD-WAN overlay template to prepare an IPsec tunnels configuration for a hub-and-spoke SD-WAN
topology. The exhibit shows the FortiManager installation preview for one FortiGate device.
Based on the exhibit, which statement best describes the configuration applied to the FortiGate device?

A. Tt is a hub device. It can send ADVPN shortcut offers.

B. It is a spoke device that establishes dynamic IPsec tunnels to the hub It can send ADVPN shortcut requests.

C. It is a hub device. It will automatically discover the spoke devices and add them to the SD-WAN topology.

D. It is a spoke device that establishes dynamic IPsec tunnels to the hub. The local subnet range is 10.10.128.0/23.
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