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EE#19

Create Network Policy

Task information Details:

Create a NetworkPolicy named mysql-db-conn that permits ingress to database pods only from pods matching the specified labels
in namespaces labeled tean=devsecops , on TCP port 3306 .

e

ME:

See the solution below in Explanation.
Explanation:

Solution:

* Create a file named mysql-db-conn.yaml:
apiVersion: networking k8s.io/v1

kind: NetworkPolicy

metadata:

name: mysql-db-conn

spec:

podSelector:

matchLabels:

networking k8s.io/v1/network: database
policyTypes:

- Ingress

ingress:

- from;

- namespaceSelector:

matchLabels:

team: devsecops

podSelector:

matchLabels:

deployment: my-web-mysql

ports:

- protocol: TCP

port: 3306

* Apply it:

oc apply -fmysql-db-conn.yaml

* Verify:

oc get networkpolicy

oc describe networkpolicy mysql-db-conn
This task tests namespace/pod label selection and application isolation using OpenShift networking policy controls.

A2 #20

Create Resource Quota for Project Rocky

Task information Details:

Use project rocky and create a quota named rocky-quota with limits for CPU, memory, pods, services, replication controllers, and
secrets.

He:

dY:

See the solution below in Explanation.
Explanation:

Solution:

* Ensure the project exists and switch to it:
oc new-project rocky

oc project rocky

* Create the quota:

oc create quota rocky-quota \
--hard=limits.cpu=2, limits.memory=1Gi,pods=3,services=6,replicationcontrollers=6,secrets=6
* Verify:



oc get resourcequota -n rocky

oc describe quota rocky-quota -n rocky

Notes:

* The lab text uses cpu=2,memory=1G and secret=6; in real OpenShift usage, the more reliable forns are limits.cpu, limits.memory,
and secrets.

* Ifthe exam specifically expects the exact resource names shown in the lab environment, use what the cluster accepts.

This task checks quota enforcement and namespace resource governance.

AE#21
Scale an application manually
Manually scale the minion application in the gru project to a total of 5 replicas.

HE:

Y.

See the solution below in Explanation.
Explanation:

Solution:

$ oc project gru

$ oc get pods

$ oc get all | grep deployment

$ oc scale --replicas=5 deployment.apps/minion
$ oc get pods

A2 #22

Configure cluster permissions

Configure your OpenShift cluster to meet the following requirements: The user account jobs can perform cluster administration tasks
The user account wozniak can create projects The user account wozniak cannot perform cluster administration tasks The user
account armstrong cannot create projects The user account kubeadmin is not present

He:

MH.

See the solution below in Explanation.

Explanation:

Solution:

$ oc adm policy add-cluster-role-to-user cluster-admin jobs

$ oc adm policy remove-cluster-role-from-group self-provisioner
systemauthenticated:oauth

$ oc adm policy add-cluster-role-to-user self-provisioner wozniak
$ oc delete secret kubeadmin -n kube-system

A2 #23

Create Secure Route in Quart Project

Task information Details:

Create an edge route named htquart for service httpd , using the specified hostname and TLS certificate/key files.

He:

Y.

See the solution below in Explanation.
Explanation:

Solution:

* Switch to the quart project:

oc project quart

* Create the secure route:

oc create route edge htquart \



--service=httpd \

--hostname=quart.apps.ocp4.example.com\

--cert=./req.crt \

--key=./req.key

* Verify:

oc get route htquart

oc describe route htquart

* Test resolution and access if DNS is available:

curl -k httpsz/quart.apps.ocp4.example.com

This task checks route exposure, TLS termination, and secure ingress administration.
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