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Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q259-Q264):

NEW QUESTION # 259

A corporation has recruited a new cloud engineer who should not have access to the CompanyConfidential Amazon S3 bucket. The

cloud engineer must have read and write permissions on an S3 bucket named AdminTools.
‘Which IAM policy will satisfy these criteria?
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Answer: C

Explanation:

https://docs.amazonaws.cn/en_us/IAM/latest/UserGuide/reference policies_examples s3 rw-bucket.html The policy is separated
nto two parts because the ListBucket action requires permissions on the bucket while the other actions require permissions on the
objects in the bucket. You must use two different Amazon Resource Names (ARNs) to specify bucket-level and object-level

permissions. The first Resource element specifies arn:aws:s3::AdmmnTools for the ListBucket action so that applications can list all

objects in the AdminTools bucket.

NEW QUESTION # 260

A company needs to transfer 600 TB of data from its on-premises network-attached storage (NAS) system to the AWS Cloud.
The data transfer must be complete within 2 weeks. The data is sensitive and must be encrypted in transit. The company's internet

connection can support an upload speed of 100 Mbps.
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‘Which solution meets these requirements MOST cost-eftectively?



A. Create a VPN connection between the on-premises NAS system and the nearest AWS Region Transfer the data over the
VPN connection

B. Set up a 10 Gbps AWS Direct Connect connection between the company location and (he nearest AWS Region Transfer
the data over a VPN connection into the Region to store the data in Amazon S3

C. Use Amazon S3 muilti-part upload functionality to transfer the fees over HTTPS

D. Use the AWS Snow Family console to order several AWS Snowball Edge Storage Optimized devices Use the devices to
transfer the data to Amazon S3.

Answer: D

Explanation:

Explanation

The best option is to use the AWS Snow Familly console to order several AWS Snowball Edge Storage Optimized devices and use
the devices to transfer the data to Amazon S3. Snowball Edge is a petabyte-scale data transfer device that can help transfer large
amounts of data securely and quickly. Using Snowball Edge can be the most cost-effective solution for transferring large amounts of
data over long distances and can help meet the requirement of transferring 600 TB of data within two weeks.

NEW QUESTION # 261

A solution architect needs to assign a new microsoft for a company's application. Clients must be able to call an HTTPS endpoint to
reach the micoservice. The microservice also must use AWS identity and Access Management (IAM) to authentication calls. The
soltions architect will write the logic for this microservice by using a single AWS Lambda finction that is written in Go 1.x.

‘Which solution will deploy the fnction in the in the MOST operationally efficient way?

e A Create an Amazon CloudFront distribution. Deploy the finction to Lambda@Edge. Integrate IAM authentication logic
mto the Lambda@Edge finction.

¢ B. Create an Amazon CloudFront distribuion. Deploy the function to CloudFront Functions. Specify AWS 1AM as the
authentication type.

e (. Create an Amazon API Gateway REST API. Configure the method to use the Lambda function. Enable IAM
authentication on the APL

e D. Create a Lambda finction URL for the function. Specify AWS 1AM as the authentication type.

Answer: C

Explanation:

1. Create an Amazon API Gateway REST API. Configure the method to use the Lambda fimction. Enable IAM authentication on
the API. This option is the most operationally efficient as it allows you to use API Gateway to handle the HTTPS endpoint and also
allows you to use IAM to authenticate the calls to the microservice. API Gateway also provides many additional features such as
caching, throttling, and monitoring, which can be useful for a microservice.

NEW QUESTION # 262

[Design Secure Architectures]

A corporation has recruited a new cloud engineer who should not have access to the CompanyConfidential Amazon S3 bucket. The
cloud engineer must have read and write permissions on an S3 bucket named AdminTools.

Which IAM policy will satisfy these criteria?
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Answer: B

Explanation:

https7/docs.amazonaws.cn/en_us/[AM/latest/UserGuide/reference policies_examples _s3 _rw-bucket.html The policy is separated
into two parts because the ListBucket action requires permissions on the bucket while the other actions require permissions on the
objects in the bucket. You must use two different Amazon Resource Names (ARNSs) to specify bucket-level and object-level
permissions. The first Resource element specifies arm:aws:s3::AdminTools for the ListBucket action so that applications can list all
objects in the AdminTools bucket.

NEW QUESTION # 263

A company has a web server running on an Amazon EC2 instance in a public subnet with an Elastic IP address. The default security
group is assigned to the EC2 instance. The default network ACL has been modified to block all traffic. A solutions architect needs
to make the web server accessible from everywhere on port 443.

‘Which combination of steps will accomplish this task? (Choose two.)

¢ A. Update the network ACL to allow inbound TCP port 443 from source 0.0.0.0/0 and outbound TCP port
32768-65535 to destination 0.0.0.0/0.

B. Create a security group with a rule to allow TCP port 443 from source 0.0.0.0/0.

C. Update the network ACL to allow inbound/outbound TCP port 443 from source 0.0.0.0/0 and to destination 0.0.0.0/0.
D. Update the network ACL to allow TCP port 443 from source 0.0.0.0/0.

E. Create a security group with a rule to allow TCP port 443 to destination 0.0.0.0/0.

Answer: B,.D

Explanation:

The combination of steps that will accomplish the task of making the web server accessible from everywhere on port 443 is to
create a security group with a rule to allow TCP port 443 from source 0.0.0.0/0 (A) and to update the network ACL to allow
inbound TCP port 443 from source 0.0.0.0/0 (C). This will ensure that traffic to port 443 is allowed both at the security group level
and at the network ACL level, which will make the web server accessible from everywhere on port 443.

NEW QUESTION # 264
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