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Topic 1

CMMC Assessment Process (CAP): This section of the exam measures skills of compliance professionals
and tests knowledge of the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
and report on a CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings in alignment with DoD and CMMC-AB expectations.

Topic 2

Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in
evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying
CMMC model constructs, understanding model levels, domains, and implementation, and using evidence
to determine compliance with established cybersecurity practices.

Topic 3

Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section
of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and multi-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.

Topic 4

CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors
and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systems fall within
assessment boundaries.

>> CMMC-CCA Test Questions <<

Trustworthy CMMC-CCA Exam Content & CMMC-CCA Flexible Learning
Mode
If you choose our CMMC-CCA study materials and use our products well, we can promise that you can pass the CMMC-CCA
exam and get the CMMC-CCA certification. Then you will find you have so many chances to advance in stages to a great level of
social influence and success. Our CMMC-CCA Guide Torrent can also provide all candidates with our free demo, in order to
exclude your concerts that you can check our CMMC-CCA exam questions. We believe that you will be fond of our CMMC-
CCA learning guide.

Cyber AB Certified CMMC Assessor (CCA) Exam Sample Questions (Q35-
Q40):
NEW QUESTION # 35 
You are the Lead Assessor of a C3PAO assessment team conducting a CMMC assessment for an OSC. The CMMC Assessment
Guide - Level 2 lists assessment methods and objects that you are expected to use to validate the OSC's implementation. Which of
the following is FALSE about the use of assessment methods and objects?

A. The Assessment Team has the discretion to use the assessment methods or objects that best fit a CMMC practice during
an assessment
B. A CCA must use all the specified assessment methods and objects while conducting the CMMCassessment
C. The assessment methods define the nature and extent of the assessor's actions
D. Assessment methods are used to make specific determinations called for in the determination statements

Answer: B

Explanation:
Comprehensive and Detailed in Depth Explanation:
The CMMC Assessment Guide Level 2 and NIST SP 800-171A allow assessors discretion in selecting methods (examine,
interview, test) and objects based on efficiency and context, contradicting Option C's mandate to use all specified items. Option A
(specific determinations) and Option B (defining actions) align with NIST definitions. Option D (discretion) reflects the flexibility
granted, making Option C false and the correct answer.
Reference Extract:
* CMMC AG Level 2, Section 4.1:"Assessors may select methods and objects best suited to validate practices."
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* NIST SP 800-171A, Introduction:"Assessors are not required to use all methods and objects; discretion is
allowed."Resources:https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level2_MasterV2.
0_FINAL_202112016_508.pdf;https://csrc.nist.gov/pubs/sp/800/171/a/final

NEW QUESTION # 36 
A C3PAO has hired a full-time CCA and included them in an Assessment Team sent to conduct a CMMC assessment. However,
as part of their agreement with Cyber AB, the CCA and, by extension, the C3PAO are expected to uphold a set of values during
the assessment. What document sets the expectations for accredited and credentialed entities authorized to deliver CMMC services
under Cyber AB licensing?

A. CMMC Code of Professional Conduct
B. Code of Ethical Conduct
C. CMMC Code of Ethical Conduct
D. Code of Professional Control

Answer: A

Explanation:
Comprehensive and Detailed in Depth Explanation:
The CMMC Code of Professional Conduct (CoPC) is the official document setting expectations for CMMC entities, making
Option B correct. Other options are fictitious or incorrect.
Extract from Official Document (CoPC):
* Paragraph 1.1 - Purpose (pg. 3):"The CMMC Code of Professional Conduct sets expectations for credentialed individuals and
accredited entities authorized to deliver CMMC services." References:
CMMC Code of Professional Conduct, Paragraph 1.1.

NEW QUESTION # 37 
A company employs an encrypted VPN to enhance confidentiality over remote connections. The CCA reads a document describing
the VPN. It states the VPN allows automated monitoring and control of remote access sessions, helps detect cyberattacks, and
supports auditing of remote access to ensure compliance with CMMC requirements.
What document is the CCA MOST LIKELY reviewing to see how these VPNs are controlled and monitored?

A. Access Control Policy
B. Audit and Accountability Policy
C. Configuration Management Policy
D. Media Protection Policy

Answer: A

Explanation:
The Access Control (AC) domain governs remote access, privileged access, and VPN controls. Documents describing how VPNs
are controlled, monitored, and restricted fall under the Access Control Policy.
Extract:
"Access Control practices include the management of remote connections, monitoring of sessions, and enforcement of VPN
controls." Thus, the correct document is the Access Control Policy.
Reference: CMMC Assessment Guide - Level 2, AC.L2-3.1.x.

NEW QUESTION # 38 
An assessor is assigned by the Lead Assessor to the pre-assessment template regarding evidence. There are several entries that
include how the Assessment Team will identify, obtain, and inventory evidence. What else is required to determine readiness to
conduct the assessment?

A. Identify the scope of the OSC.
B. Delineate observations by the Assessment Team.
C. Identify additional people to interview to gather more evidence.
D. Delineate what is required to verify the evidence.

Answer: A



Explanation:
* Applicable Requirement (CAP - Pre-Assessment Activities): Before the assessment, the team must confirm the assessment scope
(systems, assets, CUI boundaries, and relevant environments). Without scoping, evidence identification and collection cannot be
validated.
* Why A is Correct: Identifying scope is the foundational requirement in the pre-assessment stage, as defined in the CMMC
Assessment Process. Scope determines what systems, people, and assets are included in evidence collection.
Why Other Options Are Insufficient:
* B: Verification of evidence occurs during assessment, not pre-assessment readiness.
* C: Observations are recorded during on-site assessment, not beforehand.
* D: Interview selection happens during evidence collection, after scope confirmation.
References (CCA Official Sources):
* CMMC Assessment Process (CAP) v1.0 - Pre-Assessment Phase
* CMMC Assessment Guide - Level 2, Pre-Assessment Readiness Activities

NEW QUESTION # 39 
During a CMMC assessment of an OSC, you discover that they rely heavily on a reputable CSP for their email services. As you
delve deeper into the assessment, you suspect the OSC is incorrectly assuming that the CSP's security measures are sufficient to
meet all the CMMC requirements related to email security. Given the critical nature of email communications and the potential
exposure of sensitive information, you recognize the importance of clearly understanding the division of responsibilities between the
OSC and the CSP for email security controls. To effectively assess how email security responsibilities are divided between the OSC
and the CSP, which document should you prioritize reviewing?

A. The Service Level Agreement (SLA) between the OSC and the CSP
B. The CSP's publicly available security documentation
C. The OSC's overall security policy
D. The Shared Responsibility Matrix (SRM) between the OSC and the CSP

Answer: D

Explanation:
Comprehensive and Detailed in Depth Explanation:
The Shared Responsibility Matrix (SRM), per CMMC and FedRAMP guidance, delineates security control responsibilities between
the OSC and CSP, critical for assessing email security (e.g., AC.L2-3.1.13). Option A (security policy) lacks CSP-specific detail.
Option C (public documentation) is generic, not contractual.
Option D (SLA) focuses on service levels, not control specifics. Option B is the correct answer, providing the clearest division per
CAP.
Reference Extract:
* CMMC Assessment Process (CAP) v1.0, Section 4.3:"The SRM clarifies CSP and OSC responsibilities for cloud
services."Resources:https://cyberab.org/Portals/0/Documents/Process-Documents/CMMC- Assessment-Process-CAP-v1.0.pdf

NEW QUESTION # 40
......
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