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¢ Endpomt Security: This domain is aimed at an Endpoint Security Analyst and covers identifying indicators
of compromise (I0OCs) and understanding the limits of signature-based anti-malware. It includes concepts
like User and Entity Behavior Analytics (UEBA), endpoint detection and response (EDR), and extended

bEY 71 detection and response (XDR). It also describes behavioral threat prevention and endpoint security

technologies such as host-based firewalls, intrusion prevention systems, device control, application control,

disk encryption, patch management, and features of Cortex XDR.

o Security Operations: This final section measures skills of a Security Operations Analyst and covers key
characteristics and practices of threat hunting and incident response processes. It explains functions and
benefits of security information and event management (SIEM) platforns, security orchestration,

ey 72 autormation, and response (SOAR) tools, and attack surface management (ASM) platforms. It also

highlights the finctionalities of Cortex solutions, including XSOAR, Xpanse, and XSIAM, and describes

services offered by Palo Alto Networks’ Unit 42.

¢ Cloud Security: This section targets a Cloud Security Specialist and addresses major cloud architectures
and topologies. It discusses security challenges like application security, cloud posture, and runtime
FEY 23 security. Candidates will learn about technologies securing cloud environments such as Cloud Security
Posture Management (CSPM) and Cloud Workload Protection Platforms (CWPP), as well as the
functions of a Cloud Native Application Protection Platform (CNAPP) and features of Cortex Cloud.

o Secure Access: This part of the exam measures skills of a Secure Access Engineer and focuses on defining
and differentiating Secure Access Service Edge (SASE) and Secure Service Edge (SSE). It covers
challenges related to confidentiality, integrity, and availability of data and applications across data, private

NEwy 24 apps, SaaS, and Al tools. It examines security technologies ncluding secure web gateways, enterprise

browsers, remote browser isolation, data loss prevention (DLP), and cloud access security brokers

(CASB). The section also describes Software-Defined Wide Area Network (SD-WAN) and Prisma

SASE solutions such as Prisma Access, SD-WAN, Al Access, and enterprise DLP.
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HM #36
An admmnistrator finds multiple gambling websites in the network traffic log.
‘What can be created to dynamically block these websites?

¢ A. Decryption policy
e B. URL category
¢ C. Custom signatures

¢ D. Application group
Ef#: B

A -

URL categories classify websites based on content type or risk, enabling dynamic policy enforcement such as blocking or allowing
access. Administrators can create custom URL categories to group sites like gambling domains and apply blocking rules across the
firewall infrastructure. Palo Alto Networks firewalls leverage URL categorization combined with threat intelligence to provide
granular web filtering, reducing exposure to malicious or unwanted sites. This dynamic grouping approach is more manageable and
scalable than creating individual signatures or static lists and allows for automated policy application aligned with organizational
compliance requirements.

B #37

A native hypervisor runs:

¢ A. within an operating system's environment

¢ B. with extreme demands on network throughput
¢ C. only on certain platforms

e D. directly on the host computer's hardware

IEfE: D

R -
# Type 1 (native or bare metal). Runs directly on the host computer’s hardware
# Type 2 (hosted). Runs within an operating system environment

E R #38
What are two capabilities of identity threat detection and response (ITDR)? (Choose two.)

A. Scanning for excessive logins

B. Securing individual devices

C. Analyzing access management logs
D. Matching risks to signatures

EME: AL C

R #39
Which type of Software as a Service (SaaS) application provides business benefits, is fast to deploy, requires minimal cost and is


https://www.certjuken.com/PCCP-exam.html
https://www.xhs1991.com/PCCP.html

infinitely scalable?

e A. Tolerated
¢ B. Benign

e C. Secure

e D. Sanctioned

Ef#: D

fiR e«

Sanctioned SaaS applications are those that are approved and supported by the organization's IT department.

They provide business benefits such as increased productivity, collaboration, and efficiency. They are fast to deploy because they do
not require installation or maintenance on the user's device. They require minimal cost because they are usually paid on a subscription
or usage basis, and they do not incur hardware or software expenses. They are infinitely scalable because they can adjust to the
changing needs and demands of the organization without affecting performance or availabilityl 2. References: 8 Types of SaaS
Solutions You Must Know About in 2024, What is SaaS (Software as a Service)? | SaaS Types | CDW, Palo Alto Networks
Certified Cybersecurity Entry-level Technician

W #40

Which service is encompassed by serverless architecture?

A. Security as a Service (SaaS)

B. Infrastructure as a Service (laaS)
C. Authentication as a Service

D. Function as a Service (FaaS)

Ef: D

fEEL:

Serverless architecture is primarily implemented through Function as a Service (FaaS), where developers write and deploy individual
functions without managing the underlying infrastructure. The cloud provider handles scaling, resource allocation, and execution on
demand.
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