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NEW QUESTION # 34
Review the Application Control log.
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config ips global
set inspect-mode full

end

config ipa global

set anomaly-mode continuous

end

config ips global
set exclude—-signatures none

end

config ips global
set database extendad

end

e D
Answer: B

Explanation:

The Application Control log shows that the IPS engine detected and logged an event with a specific protocol

(RealPort. DNP3_Confirm) and application ID. The configuration in chosen option (set anomaly-mode continuous) enables
continuous monitoring for anomalies. This setting ensures that the IPS engine generates logs for ongoing anomaly detections in real-
time, which aligns with the log entry shown.

The other configurations (e.g., exclude-signatures, database extended, inspect-mode full) do not directly relate to triggering or
logging this specific type of application control event.

They serve broader IPS functionalities.

NEW QUESTION # 35
Refer to the exhibit showing a FortiView monitor screen.

After a Secure SD-WAN implementation a customer reports that in FortiAnalyzer under FortiView Secure SD-WAN Monitor
there is No Device for selection.
What can cause this issue?

A. sla-fai-log-period and sla-pass-log-period on FortiGate health check is not set.
B. Extended logging is not enabled on FortiGate.

C. ADOM 1 is set as a Fabric ADOM.

D. Upload option from FortiGate to FortiAnalyzer is not set as a real time.

Answer: D



NEW QUESTION # 36

A data center for example.com hosts several separate Web applications. Users authenticate with all of them by providing their
Active Directory (AD) login credentials.

You do not have access to Exanple, Inc.'s AD server.

Your solution must do the following;

- provide single sign-on (SSO) for all protected Web applications

- prevent login brute forcing

- scan FTPS connections to the Web servers for exploits

- scan Webmail for OWASP Top 10 vulnerabilities such as session cookie
hijacking, XSS, and SQL injection attacks

Which solution meets these requirements?

¢ A Deploy FortiDDos to block brute force attacks.
Configure FortiGate to forward only FTPS, HTTP, and HTTPS to FortiWeb.
Configure FortiWeb to query the AD server, and apply SSO for Web requests.
Also configure it to scan FTPS and Web traffic, then forward allowed traffic to the Web servers.
¢ B. Use FortiGate to authenticate and proxy HTTP/HTTPS; to verify credentials, FortiGate queries the AD server.
Also configure FortiGate to scan FTPS before forwarding, and to mitigate SYN floods.
Configure FortiWeb to block Web attacks.
e C. Install FSSO Agent on servers.
Configure FortiGate to inspect FTPS.
FortiGate will forward FTPS, HTTP, and HTTPS to FortiWeb.
FortiWeb must block Web attacks, then forward all traffic to the Web servers.
¢ D. Apply FortiGate deep mnspection to FTPS.
It must forward FTPS, HTTP, and HTTPS to FortiWeb.
Configure FortiWeb to query the AD server, and apply SSO for Web requests.
FortiWeb must forward FTPS directly to the Web servers without inspection, but proxy HTTP/HTTPS and block Web
attacks.

Answer: B

NEW QUESTION # 37
The output shown on the exhibit from FortiManager is displayed during an import if the device configuration .
Which statement describes the correct action taken for these duplicate objects?

M\ Exhibit

Start to import config from device (STUDENT—-Z)
vdom(root) to adom(root), package (STUDENT-Z)
"firewall service

category"”, SUCCESS, " (name=General, oid=370,
DUPLICATE) "

"firewall schedule

recurring’”, SUCCESS, "(name=always, oid=466,
DUPLICATE) "

"firewall address'", SUCCESS, "(name=all, o0i1id=358,
DUPLICATE) "

"firewall service custom”, SUCCESS, "(name=ALL,
0id=419, DUBTGLICATE) "

"firewall wvip", SUCCESS, "(name=FTP, o0id=468,
DUPLICATE) "

e A Forti Manager nstalls these duplicate objects to the managed device from the ADOM database.



¢ B. FortiManager does not import these duplicate entries into the ADOM database because they already exist in the ADOM
database.

¢ C. FortiManager creates indexed duplicate entries for these objects in the ADOM database.
e D. The import fails because of the duplicate entries detected which exist in the ADOM database.

Answer: B

Explanation:
The object page will search for dependencies, and reports any conflicts it detects. If conflicts are detected, you must decide whether
to use the FortiGate value or the FortiManager value. If there are conflicts, you can select View Details to view details of each

individual conflict, or you can download an HTML conflict file to view all the details about the conflicts. Duplicates will not be
imported.

NEW QUESTION # 38
Refer to the exhibit.

data "vsphere_ datacenter” F&“Hﬂ n ET
name = "dec-01" o
)

data "vsphere_datastore™ "datastore™ |
name = "datastore-01"
datacenter_id

data.vsphere datacenter.datacenter.id

}

data "vsphere_compute_cluster™ "cluster™ |
name = ®"cluster-01"
datacenter_id =

data.vsphere datacenter.datacenter.id

}

data "vsphere_ network®™ "network®™ |
name = "VM Network"
datacenter_id =

data.vsphere_ datacenter.datacenter.id
)

data "vsphere_virtual machine® "template® ({
name = "FortiGate-VM-Vanilla®
datacenter_id =

data.vsphere_datacenter.datacenter.id

resource "vsphere_virtual™machine” "wm" {
name 2 YTesv~FortiGate"”
resource pacl id/=
data.vaphere _compute_ cluster.cluster.resource_pool_ id

datastore_id =
data.vsphere datastore.datastore.id
num_cpus = 1
memory = 1024
guest_id = "other3xLinuxé4Guest”

network_interface |
network_id = data.vsphere network.network.id

}



dynamic "disk™ |
for_each =
data.vsphere virtual machine.template.disks

content {
label = "Disk5(disk.key}"”
size = disk.value.size
unit_number = disk.key
}
}
clone |

template uuid =
data.vsphere virtual machine.template.id
}
}
A customer wants to automate the creation and configuration of FortiGate VM instances ina VMware vCenter environment using
Terraform. They have the creation part working with the code shown in the exhibit.
‘Which code snippet will allow Terraform to automatically connect to a newly deployed FortiGate if its IP was dynamically assigned
by VMware NSX-T?

o A

provider "fortinet_fortigate" { cﬁfﬁ‘

hostname = module.vsphere_virtuaiéﬁﬂeﬁine.default_ip_address
"jn3t3Nw7qcszt9&§Ne§%jShWQEjdb"
insecure = "true"” (C&D

’ EEERTINET

hostname = vsphere_virtual machine.vm.defauwbt_ ip address
"jn3t3Nw7gckQzt 955 BEKE 5hwQejdb"
"trug"

token

token

insecure

e C.
plov;h=l'gI:u' t_IEIgate" {
hostname = vsphere_virtual_machine.vm default_ip address

token = "jn3t3Nw7gckQzt955HERIj5hwQEjdb"

insecure = "true"

provider "fortios"™ {

ot

hostname = module.vsphere_virtuak\machine.default_ip_address

 y

token = "jn3t3NwigckQzt 958KekE)ShwQéjdb"

insecure = "true"




Answer: B

Explanation:

The customer wants to connect automatically to a newly deployed FortiGate VM whose IP address is dynamically assigned by
VMware NSX-T. In Terraform, the correct way to reference the dynamically assigned IP address is by using the
default ip addressattribute of the vsphere virtual machineresource.

The code snippet correctly references the dynamically assigned IP using:

hostname = vsphere virtual machine.vmdefault ip address

This ensures that Terraform fetches the assigned IP address of the deployed FortiGate VM and uses it to connect to the instance for
further configuration.

NEW QUESTION # 39
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