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CompTIA Linux+ Certification Exam Sample Questions (Q345-Q350):
NEW QUESTION # 345 
A Linux administrator needs every new file created on a directory to maintain the group permissions of the same directory.
Which of the following commands would satisfy this requirement?

A. chmod u+s <directory>
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B. chmod o+s <directory>
C. chmod +s <directory>
D. chmod g+s <directory>

Answer: D

Explanation:
"chmod g+s <directory>" is equal to "setgid <directory>"
This means that all NEW files (only new files and subdirectories) will have the same group of the directory that contains new files
(rather of group of user made the file)
https://unix.stackexchange.com/questions/182212/chmod-gs-command

NEW QUESTION # 346 
An administrator started a long-running process in the foreground that needs to continue without interruption.
Which of the following keystrokes should the administrator use to continue running the process in the background?

A. <Ctrl+d> bg
B. <Ctrl+b> jobs -1
C. <Ctrl+h> bg &
D. <Ctrl+z> bg

Answer: D

Explanation:
Explanation
A long-running process is a program that takes a long time to complete or runs indefinitely on a Linux system.
A foreground process is a process that runs in the current terminal and receives input from the keyboard and output to the screen. A
background process is a process that runs in the background and does not interact with the terminal. A background process can
continue running even if the terminal is closed or disconnected.
To start a long-running process in the background, the user can append an ampersand (&) to the command, such as someapp &.
This will run someapp in the background and return control to the terminal immediately.
To move a long-running process from the foreground to the background, the user can use two keystrokes:
Ctrl+Z and bg. The Ctrl+Z keystroke will suspend (pause) the foreground process and return control to the terminal. The bg
keystroke will resume (continue) the suspended process in the background and detach it from the terminal. The statement B is
correct.
The statements A, C, and D are incorrect because they do not perform the desired task. The bg keystroke alone will not work
unless there is a suspended process to resume. The Ctrl+B keystroke will not suspend the foreground process, but rather move one
character backward in some applications. The jobs keystroke will list all processes associated with the current terminal. The bg &
keystroke will cause an error because bg does not take any arguments. References: [How to Run Linux Processes in Background]

NEW QUESTION # 347 
A systems administrator is tasked with creating an Ansible playbook to automate the installation of patches on several Linux systems.
In which of the following languages should the playbook be written?

A. HTML
B. YAML
C. SQL
D. JSON

Answer: B

Explanation:
The language that the playbook should be written in is YAML. YAML stands for YAML Ain't Markup Language, which is a
human-readable data serialization language. YAML is commonly used for configuration files and data exchange. YAML uses
indentation, colons, dashes, and brackets to represent the structure and values of the data. YAML also supports comments,
variables, expressions, and functions. Ansible is an open- source tool for automating tasks and managing configuration on Linux
systems. Ansible uses YAML to write playbooks, which are files that define the desired state and actions for the systems. Playbooks
can be used to automate the installation of patches on several Linux systems by specifying the hosts, tasks, modules, and parameters.
The language that the playbook should be written in is YAML. This is the correct answer to the question. The other options are



incorrect because they are not the languages that Ansible uses for playbooks (SQL, HTML, or JSON). References: CompTIA
Linux+ (XK0-005) Certification Study Guide, Chapter 18:
Securing Linux Systems, page 549.

NEW QUESTION # 348 
A new file was added to a main Git repository. An administrator wants to synchronize a local copy with the contents of the main
repository. Which of the following commands should the administrator use for this task?

A. git pull
B. git push
C. git status
D. git reflog

Answer: A

Explanation:
Explanation
The command iptables -t nat -A PREROUTING -p tcp --dport 80 -j DNAT --to-destination
192.0.2.25:3128 adds a rule to the nat table that redirects all incoming TCP packets with destination port 80 (HTTP) to the proxy
server 192.0.2.25 on port 3128. This is the correct way to achieve the task. The other options are incorrect because they either
delete a rule (-D), use the wrong protocol (top instead of tcp), or use the wrong port (81 instead of 80). References: CompTIA
Linux+ (XK0-005) Certification Study Guide, Chapter 12: Managing Network Connections, page 381.

NEW QUESTION # 349 
A Linux administrator is troubleshooting SSH connection issues from one of the workstations.
When users attempt to log in from the workstation to a server with the IP address 104.21.75.76, they receive the following message:

The administrator reviews the information below:



Which of the following is causing the connectivity issue?

A. The workstation has the wrong IP settings.
B. The server's firewall is preventing connections from being made.
C. The server has an incorrect default gateway configuration.
D. The sshd service is disabled.

Answer: B

Explanation:
The server's firewall is preventing connections from being made, which is causing the connectivity issue. The output of iptables -L -n
shows that the firewall is blocking all incoming traffic on port 22, which is the default port for SSH. The output of ssh -v
user@104.21.75.76 shows that the connection is refused by the server. To resolve the issue, the administrator needs to allow port
22 on the firewall. The other options are incorrect because they are not supported by the outputs. The workstation has the correct
IP settings, as shown by the output of ip addr show. The sshd service is enabled and running, as shown by the output of systemct1
status sshd. The server has the correct default gateway configuration, as shown by the output of ip route show. Reference:
CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 13: Managing Network Services, pages 406-407.

NEW QUESTION # 350
......
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