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specific technology or product they may encounter in their job.

CertNexus CyberSec First Responder Sample Questions (Q101-Q106):
NEW QUESTION # 101 
A Linux administrator is trying to determine the character count on many log files. Which of the following command and flag
combinations should the administrator use?

A. grep -c
B. wc -m
C. tr -d
D. uniq -c

Answer: B

NEW QUESTION # 102 
An organization wants to deploy a network security tool to alert them but not block malicious activity and network traffic. Which of
the following tools would BEST meet the organization's needs?

A. Firewall
B. IPS
C. IDS
D. EDR

Answer: C

Explanation:
An Intrusion Detection System (IDS) is designed to monitor network traffic and alert administrators about potential malicious
activities or suspicious traffic without blocking them. It meets the organization's need for detection and alerting without taking action
to block the malicious activity.

NEW QUESTION # 103 
Which of the following describes United States federal government cybersecurity policies and guidelines?

A. NERC
B. GDPR
C. NIST
D. ANSI

Answer: C

NEW QUESTION # 104 
Various logs are collected for a data leakage case to make a forensic analysis. Which of the following are MOST important for log
integrity? (Choose two.)

A. Log type
B. Modified date/time
C. Log path
D. Time stamp
E. Hash value

Answer: D,E

NEW QUESTION # 105 
What allows a company to restore normal business operations in a matter of minutes or seconds?



A. Cold site
B. Warm site
C. Hot site
D. Mobile site

Answer: C

Explanation:
A hot site is a fully equipped, operational backup site that allows a company to restore normal business operations in a matter of
minutes or seconds. It has up-to-date copies of critical data and systems, ensuring minimal downtime in the event of a disaster.

NEW QUESTION # 106
......
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